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International School on
Foundations of Security Analysis and Design

17–29 September 2001, 23–27 September 2002, Bertinoro, Italy

Security is a fast-growing area of computer science, with increasing relevance
to real-life applications such as Internet transactions and electronic commerce.
Foundations for the analysis and the design of security aspects of these applica-
tions are badly needed in order to validate and prove (or guarantee) their correct-
ness. Recently an IFIP Working Group on “Theoretical Foundations of Security
Analysis and Design” was established (see http://www.dsi.unive.it/IFIPWG1 7/
for more details) in order to promote research and education in security-related
issues.

One of the many initiatives of the IFIP WG 1.7 has been the creation of
the “International School on Foundations of Security Analysis and Design”
(FOSAD) that is held annually at the Residential Centre of the University of
Bologna in Bertinoro, with the goal of disseminating knowledge in this critical
area, especially for participants coming from less-favored and non-leading coun-
tries. The Residential Center (see http://www.centrocongressibertinoro.it/) is a
former convent and episcopal fortress that has been transformed into a modern
conference facility with computing services and Internet access.

The first edition of this school (FOSAD 2000) was very successful and the
collection of tutorial lectures was published in Springer LNCS volume 2171. This
second volume collects some of the tutorials given at the two successive schools
(FOSAD 2001 and FOSAD 2002) that attracted many participants from all over
the world.

This volume collects six tutorial lectures given at these two schools. More
precisely:

• Alessandro Aldini, Mario Bravetti, Alessandra Di Pierro, Roberto Gorrieri,
Chris Hankin and Herbert Wiklicky (Two Formal Approaches for Approxi-
mating Noninterference Properties);
• Carlo Blundo and Paolo D’Arco (The Key Establishment Problem);
• Michele Bugliesi, Giuseppe Castagna, Silvia Crafa, Riccardo Focardi,

Vladimiro Sassone (A Survey of Name-Passing Calculi and Crypto-
primitives);
• Roberto Gorrieri, Riccardo Focardi and Fabio Martinelli (Classification of

Security Properties – Part II: Network Security);
• Rosario Gennaro (Cryptographic Algorithms for Multimedia Traffic);
• Hanne Riis Nielson, Flemming Nielson and Mikael Buchholtz (Security for

Mobility).

We want to thank all the institutions that have supported the initiatives:
CNR-IAT, ONR, Università Ca’ Foscari di Venezia, Università di Bologna, Pro-
getto MURST “Metodi Formali per la Sicurezza e il Tempo” (MEFISTO), and
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EU-FET project MyThS: Models and Types for Security in Mobile Distributed
Systems. Moreover, the school was held under the auspices of the European
Association for Theoretical Computer Science (EATCS – Italian Chapter), the
International Federation for Information Processing (IFIP – WG 1.7), and the
European Educational Forum. Finally, we want to warmly thank the local or-
ganizers of the school, especially Alessandro Aldini, Andrea Bandini, Chiara
Braghin and Elena Della Godenza.

November 2003 Riccardo Focardi
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Table of Contents

Two Formal Approaches for Approximating Noninterference Properties . . . 1
Alessandro Aldini, Mario Bravetti, Alessandra Di Pierro,
Roberto Gorrieri, Chris Hankin, and Herbert Wiklicky

The Key Establishment Problem . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44
Carlo Blundo and Paolo D’Arco

A Survey of Name-Passing Calculi and Crypto-Primitives . . . . . . . . . . . . . . . 91
Michele Bugliesi, Giuseppe Castagna, Silvia Crafa, Riccardo Focardi,
and Vladimiro Sassone

Classification of Security Properties (Part II: Network Security) . . . . . . . . . . 139
Riccardo Focardi, Roberto Gorrieri, and Fabio Martinelli

Cryptographic Algorithms for Multimedia Traffic . . . . . . . . . . . . . . . . . . . . . . 186
Rosario Gennaro

Security for Mobility . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 207
Hanne Riis Nielson, Flemming Nielson, and Mikael Buchholtz

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 267



Two Formal Approaches
for Approximating Noninterference Properties

Alessandro Aldini1, Mario Bravetti2, Alessandra Di Pierro3,
Roberto Gorrieri2, Chris Hankin4, and Herbert Wiklicky4

1 Istituto STI, Università di Urbino Carlo Bo, Italy
2 Dipartimento di Scienze dell’Informazione, Università di Bologna, Italy

3 Dipartimento di Informatica, Università di Pisa, Italy
4 Department of Computing, Imperial College, London, UK

Abstract. The formalisation of security properties for computer sys-
tems raises the problem of overcoming also in a formal setting the classi-
cal view according to which confidentiality is an absolute property stating
the complete absence of any unauthorised disclosure of information. In
this paper, we present two formal models in which the notion of noninter-
ference, which is at the basis of a large variety of security properties de-
fined in the recent literature, is approximated. To this aim, the definition
of indistinguishability of process behaviour is replaced by a similarity no-
tion, which introduces a quantitative measure ε of the behavioural differ-
ence among processes. The first model relies on a programming paradigm
called Probabilistic Concurrent Constraint Programming, while the sec-
ond one is presented in the setting of a probabilistic process algebra. In
both models, appropriate notions of distance provide information (the ε)
on the security level of the system at hand, in terms of the capability of
an external observer of identifying illegal interferences.

1 Introduction

The exact estimation of properties of computer systems is a problem that was
widely and successfully attacked via several different formal approaches (see, e.g.,
[CT02,BHK01,HHHMR94,HS95,Hil96,BDG98,Ber99,BB00,Bra02]). However, a
number of factors make the use of approximation techniques necessary to en-
hance the reliability of “exact” solutions obtained through the formal analysis
of the mathematical model of a real, complex system. On the one hand, the
confidence we can have in the answers computed by a software tool, which are
delivered with certainty, strictly depends on the likelihood of obtaining precise
information needed to formally specify the system at hand. On the other hand,
even when such information is exact, the results of the mathematical analysis
definitely assert that the considered property is or is not satisfied by the sys-
tem model, while in practice it often happens that a system that approximately
behaves like a perfect one is not only acceptable but also the only possible im-
plementation. In practice, in a realistic scenario, a qualitative binary answer to
the classical question “does the system satisfy my property?” is too restrictive
and, in many cases, not significant.

R. Focardi and R. Gorrieri (Eds.): FOSAD 2001/2002, LNCS 2946, pp. 1–43, 2004.
c© Springer-Verlag Berlin Heidelberg 2004



2 Alessandro Aldini et al.

In this work, we concentrate on formal techniques that employ probabilistic
information to give a quantitative answer to the kind of question above in the
restricted framework of security properties. Indeed, the motivations surveyed
above apply also to the problem of verifying the security requirements of real
systems. It is well-accepted that the unauthorised disclosure of confidential infor-
mation cannot be completely avoided in real, complex systems, where typically
the interplay between the portion of the system handling secrets and the other
components that instead manage public information is more tight than that we
expect [RMMG01]. In practice, part of the information flowing through the sys-
tem cannot be controlled, and a portion of such an unavoidable information flow
is sometimes illegal, in the sense that it reveals confidential data to unauthorised
users. In such a case, the goal of the designer consists of minimising the illegal
information leakage, and, as a consequence, the aim of the analyst must be the
provision of an approximated estimation of such an information leakage. As a
simple, real example, consider a password-based authentication system, like, e.g.,
an automatic teller machine. It is trivial to verify that absolute secrecy cannot
be guaranteed. In fact, a brute-force based attack has the possibility, even if neg-
ligible, of guessing the password, thus violating the secrecy requirements. The
analysis of such a kind of system is beyond the scope of possibilistic information
flow techniques, which reject programs that do not guarantee absolute secrecy.
A more interesting analysis should state that a potential information leakage is
not troubling. From a quantitative viewpoint, this corresponds to verify whether
or not the probability of detecting a potential illegal information flow is beyond
a threshold for which the observer considers the system to be secure “enough”.
In case of the automatic teller machine, the probability of cracking the system
depends on the length of the password and on the number of attempts at dis-
posal of the attacker. By playing on these parameters, the designer can limit to
a negligible (as desired) value the probability of accessing the system without
knowing the appropriate password.

The approach to information flow analysis we consider is based on the idea
of noninterference, originally proposed in [GM82], which states that “one group
of users, using a certain set of commands, is noninterfering with another group
of users if what the first group does with those commands has no effect on what
the second group of users can see”. In a security context, the first group is repre-
sented by the high-level users, which execute confidential, secret activities, while
the second group is given by the low-level users, which instead see public data
only. The intuition is that the low-level view of the system to be analysed is
not to be altered by the behaviour of the high-level users. If this is the case,
we say that any covert channel cannot be set up from the high level to the
low level. The verification of the condition above is based on the idea of indis-
tinguishability of behaviours: in order to establish that there is no information
flow between a high-level component H and a low-level object L, it is sufficient
to check if for any pair of behaviours of the system that differ only in H’s be-
haviour, L’s observations cannot distinguish these two behaviours. Depending on
the nature of the information flow, an external observer can characterise differ-
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ent kinds of interference, due, e.g., to the deterministic, nondeterministic, timed,
or probabilistic behaviour of the system. In particular, possibilistic noninterfer-
ence for nondeterministic programs is weaker than probabilistic noninterference,
which helps to reveal those covert channels that arise from the analysis of the
frequency of the possible observations in several consecutive executions of the
system [Gra90,McL90]. Consider, e.g., a program P that handles pin numbers
needed to access the automatic teller machine mentioned above. At a certain
point of the execution, the following statement is executed:

low variable := PINi +p rand(9999)

where +p is a probabilistic choice operator that selects the left-hand command
(which assigns a secret pin to a public, low variable) with probability p and the
right-hand command (which assigns a random value from the range [0 . . . 9999] to
the low variable) with probability 1− p. According to a purely nondeterministic
behaviour, the program above is secure, since the set of possible outcomes does
not change depending on which command will be executed. However, statistical
inferences derived from the relative frequency of outcomes of repeated executions
of the program allow an external observer to disclose the secret pin with a
confidence that depends on the number of executed experiments.

Probabilistic noninterference also offers the means for approximating nonin-
terference properties, by quantifying the real effectiveness of each possibilistic
covert channel. More precisely, the key idea of an approach based on probabilistic
noninterference is to replace the notion of indistinguishability by an appropriate
notion of similarity. For instance, consider again program P and assume that
parameter p is a value very close to 0. Obviously, the behaviour of P is not the
same as that of the following secure program P’:

low variable := rand(9999)

since if we execute “infinitely often” both programs, then the limit of the fre-
quencies of the possible outcomes allow the observer to distinguish P from P’.
However, in practice we have that P and P’ are similar and the probability of
distinguishing the two programs is still negligible even after a large number n of
experiments. In other words, P is considered to be an acceptable approximation
of a secure program. As a result of an approach that replaces the restrictive idea
of indistinguishability by a relaxed, more realistic notion of similarity, we can
accept as secure systems a number of programs that somehow suffer from an
information leakage but in practice offer sufficient security guarantees.

In this work, we survey two semantics-based security models (i.e., models
that analyse the program behaviour to verify security properties) in which the
notion of noninterference is approximated in the sense that they allow for some
exactly quantified information leakage. The first one formalises such an approach
in the context of a particular probabilistic declarative language, while the second
one is based on a probabilistic process algebraic framework.

Language-based formalisms provide a suitable framework for analysing the
confidentiality properties of real, complex computing systems. Particularly pro-
mising is the use of program semantics and analysis for the specification of
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information-flow policies and information-flow controls which guarantee data
confidentiality (see, e.g., [SM03] for a survey).

On the other hand, process algebras provide all the main ingredients needed
to specify and analyse noninterference properties of computer systems (see, e.g.,
the several process algebraic approaches described in [FG01]). They are designed
with the aim of describing concurrent systems that may interact through the
exchange of messages, so that they can be used to naturally express each infor-
mation flow occurring within the system to be modeled. They deal with both
nondeterminism and, as we will focus in this work, probability, so that several
kinds of information leakage can be revealed. They also deal in an elegant way
with abstraction thanks to the hiding operator, which can be used to specify the
observational power of each external observer, depending on the security level of
such an observer. Last but not least, there exists a strong, natural similarity be-
tween the notion of indistinguishability for processes and semantic equivalences
over process algebraic terms.

In the following (Sect. 2), we first introduce the language-based approach
by presenting a formalisation of a noninterference property called confinement
together with its probabilistic and approximated versions in the setting of the
probabilistic programming language PCCP (Probabilistic Concurrent Constraint
Programming) [DW98a,DW98b]. In this language nondeterminism is completely
replaced by probabilistic choice, which makes it possible to develop a statisti-
cal interpretation of the approximation of the security property. Moreover, the
different role played by variables in imperative and constraint programming hin-
ders a direct translation of previous formalisation of noninterference based on the
imperative paradigm into the PCCP setting, where a more appropriate notion
must consider process identity rather than variables values.

Then (Sect. 3), we introduce a process algebraic framework for approximating
probabilistic noninterference [ABG03]. The basic calculus integrates the charac-
teristics of the classical CCS [Mil89] and CSP [Hoa85] and employs the prob-
abilistic model introduced in [BA03], which is a mixture of the reactive and
generative models of probability [GSS95]. Such an approach permits the mod-
eler to specify both nondeterministic behaviour and probabilistic information
in the same system model. The behavioural equivalence of process expressions
is defined in terms of weak probabilistic bisimulation [BH97], a probabilistic
extension of the classical weak bisimulation by Milner [Mil89]. Moreover, the
behavioural similarity among processes is defined in terms of a relation called
weak probabilistic bisimulation with ε-precision, an approximated version of the
weak probabilistic bisimulation, where ε provides information on “how much”
two behaviours differ from each other.

Finally (Sect. 4), some conclusions and comments about related work termi-
nate the paper.
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2 Language-Based Approach to Noninterference

2.1 Probabilistic Concurrent Constraint Programming

Probabilistic Concurrent Constraint Programming (PCCP) [DW98a,DW98b]
is a probabilistic version of the Concurrent Constraint Programming (CCP)
paradigm [SRP91,SR90]. This can be seen as a kind of process algebra enhanced
with a notion of computational state. More precisely, CCP as well as PCCP
are based on the notion of a generic constraint system C, defined as a cylindric
algebraic complete partial order (see [SRP91,dDP95] for more details), which
encodes the information ordering. This is referred to as the entailment relation
� and is sometimes denoted by �. A cylindric constraint system includes con-
straints of the form ∃xc (cylindric elements) to model hiding of local variables,
and constraints of the form dxy (diagonal elements) to model parameter passing.
The axioms of the constraint system include laws from the theory of cylindric
algebras [HMT71] which model the cylindrification operators ∃x as a kind of
first-order existential quantifiers, and the diagonal elements dxy as the equality
between x and y.

Table 1. The Syntax of PCCP Agents

A ::= tell(c) adding a constraint

| n
i=1 ask(ci) → pi : Ai probabilistic choice

| ‖n
i=1 qi : Ai prioritised parallelism

| ∃xA hiding, local variables

| p(x) procedure call, recursion

In PCCP probability is introduced via a probabilistic choice and a form
of probabilistic parallelism. The former replaces the nondeterministic choice of
CCP, while the latter replaces the pure nondeterminism in the interleaving se-
mantics of CCP by introducing a probabilistic scheduling. This allows us to
implement mechanisms for differentiating the relative advancing speed of a set
of agents running in parallel.

The concrete syntax of a PCCP agent A is given in Table 1, where c and ci

are finite constraints in C, and pi and qi are real numbers representing proba-
bilities. Note that at the syntactic level no restrictions are needed on the values
of the numbers pi and qi; as explained in the next section, they will be turned
into probability distributions by a normalisation process occurring during the
computation. The meaning of p(x) is given by a procedure declaration of the
form p(y) :−A, where y is the formal parameter. We will assume that for each
procedure name there is at most one definition in a fixed set of declarations (or
program) P .
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2.2 Operational Semantics

The operational model of PCCP can be intuitively described as follows. All
processes share a common store consisting of the least upper bound, denoted by
�, (with respect to the inverse � of the entailment relation) of all the constraints
established up to that moment by means of tell actions. These actions allow
for communication. Synchronisation is achieved via an ask guard which tests
whether the store entails a given constraint. The probabilistic choice construct
allows for a random selection of one of the different possible synchronisations
making the program similar to a random walk-like stochastic process. Parts of
the store can be made local by means of a hiding operator corresponding to a
logical existential quantifier.

The operational semantics of PCCP is formally defined in terms of a proba-
bilistic transition system, (Conf,−→p), where Conf is the set of configurations
〈A, d〉 representing the state of the system at a certain moment and the transi-
tion relation −→p is defined in Table 2. The state of the system is described by
the agent A which has still to be executed, and the common store d. The index p
in the transition relation indicates the probability of the transition to take place.
In order to describe all possible stages of the evolution of agents, in Table 2 we
use an extended syntax by introducing an agent stop which represents successful
termination, and an agent ∃d

xA which represents the evolution of an agent of the
form ∃xB where d is the local information on x produced during this evolution.
The agent ∃xB can then be seen as the particular case where the local store is
empty, that is d = true. In the following we will identify all agents of the form
‖ni=1 qi : stop and ∃d

xstop with the agent stop as they all indicate a successful
termination.

The rules of Table 2 are closely related to the ones for nondeterministic CCP,
and we refer to [dDP95] for a detailed description. The rules for probabilistic
choice and prioritised parallelism involve a normalisation process needed to re-
distribute the probabilities among those agents Ai which can actually be chosen
for execution. Such agents must be enabled (i.e. the corresponding guards ask(ci)
succeed) or active (i.e. able to make a transition). This means that we have to
re-define the probability distribution so that only enabled/active agents have
non-zero probabilities and the sum of these probabilities is one. The probability
after normalisation is denoted by p̃j . For example, in rule R2 the normalised
transition probability can be defined for all enabled agents by

p̃i =
pi∑

�cj
pj

,

where the sum
∑

�cj
pj is over all enabled agents. When there are no enabled

agents normalisation is not necessary. We treat a zero probability in the same
way as a non-entailed guard, i.e. agents with zero probability are not enabled;
this guarantees that normalisation never involves a division by a zero value.
Analogous considerations apply to the normalisation of active agents in R3.
It might be interesting to note that there are alternative ways to deal with
the situation where

∑
�cj

pj = 0 (all enabled agents have probability zero). In
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[DW00] normalisation is defined in this case as the assignment of a uniform
distribution on the enabled agents; such a normalisation procedure allows, for
example, to introduce a quasi-sequential composition.

The meaning of rule R4 is intuitively explained by saying that the agent ∃d
xA

behaves “almost” like A, with the difference that the variable x which is possibly
present in A must be considered local, and that the information present in d has
to be taken into account. Thus, if the store which is visible at the external level
is c, then the store which is visible internally by A is d� (∃xc). Now, if A is able
to make a step, thus reducing itself to A′ and transforming the local store into d′,
what we see from the external point of view is that the agent is transformed into
∃d′

x A′, and that the information ∃xd present in the global store is transformed
into ∃xd′.

The semantics of a procedure call p(x), modelled by Rule R5, consists in the
execution of the agent A defining p(x) with a parameter passing mechanism sim-
ilar to call-by-reference: the formal parameter x is linked to the actual parameter
y in such a way that y inherits the constraints established on x and vice-versa.
This is realised in a way to avoid clashes between the formal parameter and
occurrences of y in the agent via the operator Δx

y defined by:

Δx
yA =

{
∃dxy

y A if x �= y
A if x = y.

Table 2. The Transition System for PCCP

R1 〈tell(c), d〉 −→1 〈stop, c � d〉

R2
〈 n

i=1 ask(ci) → pi : Ai, d
〉

−→p̃j 〈Aj , d〉 j ∈ [1, n] and d 	 cj

R3
〈Aj , c〉 −→p

〈
A′

j , c
′〉

〈‖n
i=1 pi : Ai, c〉 −→p·p̃j

〈
‖n

j �=i=1 pi : Ai ‖ pj : A′
j , c

′〉 j ∈ [1, n]

R4
〈A, d � ∃xc〉 −→p

〈
A′, d′〉〈

∃d
xA, c

〉
−→p

〈
∃d′

x A′, c � ∃xd′
〉

R5 〈p(y), c〉 −→1
〈
Δx

yA, c
〉

p(x) : −A ∈ P

Observables. We will consider a notion of observables which captures the prob-
abilistic input/output behaviour of a PCCP agent. We will define the observables
O(A, d) of an agent A in store d as a probability distribution on constraints. For-
mally, this is defined as an element in the real vector space:

V(C) =
{∑

xcc
∣∣∣ xc ∈ R, c ∈ C

}
,

that is the free vector space obtained as the set of all formal linear combina-
tions of elements in C. The coefficients xc represent the probability associated
to constraints c.
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Operationally, a distribution O(A, d) corresponds to the set of all pairs 〈c, p〉,
where c is the result of a computation of A starting in store d and p is the
probability of computing that result. For the purpose of this paper we will restrict
to agents which only exhibit computations whose length is bounded. Note that
since our programs are finitely branching this implies by König’s lemma that the
vector space of constraints is finite-dimensional.

We formally define the set of results for an agent A as follows.

Definition 1. Let A be a PCCP agent. A computational path π for A in store
d is defined by

π ≡ 〈A0, c0〉 −→p1 〈A1, c1〉 −→p2 . . . −→pn
〈An, cn〉 ,

where A0 = A, c0 = d, An = stop and n <∞.

We denote by Comp(A, d) the set of all computational paths for A in store d.

Definition 2. Let π ∈ Comp(A, d) be a computational path for A in store d,

π ≡ 〈A, d〉 = 〈A0, c0〉 −→p1 〈A1, c1〉 −→p2 . . . −→pn
〈An, cn〉 .

We define the result of π as res(π) = cn and its probability as prob(π) =
∏n

i=1 pi.

Because of the probabilistic choice, there might be different computational
paths for a given PCCP program which lead to the same result. The probability
associated to a given result c is then the sum of all probabilities prob(π) asso-
ciated to all paths π such that res(π) = c. This suggests that we introduce the
following equivalence relation on Comp(A).

Definition 3. Let π, π′ ∈ Comp(A) be two computational paths for A in store
d. We define π ≈ π′ iff res(π) = res(π′). The equivalence class of π is denoted
by [π].

The definitions of res(π) and prob(π) are extended to Comp(A)/≈ in the
obvious way by res([π]) = res(π) and prob([π]) =

∑
π′∈[π] prob(π′).

We can now define the probabilistic input/output observables of a given agent
A in store d as the set

O(A, d) =
{
〈res([π]), prob([π])〉 | [π] ∈ Comp(A)/≈

}
.

In the following we will adopt the convention that whenever the initial store
is omitted then it is intended to be true.

Example 1. [CHM02] Consider an ATM (Automatic Teller Machine) accepting
only a single PIN number n out of m possible PINs, e.g. m = 10000:

ATMn ≡
m

i=1,i �=nask(PINi)→ 1 : tell(alarm)
ask(PINn)→ 1 : tell(cash)
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〈p : ATMn ‖ q : Ci, true〉

�
1

〈p : ATMn ‖ q : stop, P INi〉

�
1

〈p : stop ‖ q : stop, alarm � PINi〉

〈p : ATMn ‖ q : Cn, true〉

�
1

〈p : ATMn ‖ q : stop, P INn〉

�
1

〈p : stop ‖ q : stop, cash � PINi〉

Fig. 1. Execution of a program simulating the interaction with an ATM

This agent simulates an ATM which recognises PINn: if PINn has been told
the machine dispenses cash, otherwise — for any incorrect PINi — it sounds an
alarm.

Consider now the following agent representing the client whose PIN is i:

Ci ≡ ask(true)→ 1 : tell(PINi).

The computational paths for the parallel composition Mi ≡ p : ATMn ‖
q : Ci are given in Figure 1 respectively for the case in which i = n and
i �= n. When run in the initial store true, agent ATMn is not active (no con-
straints PINj, 1 ≤ j ≤ m is entailed by the store); thus Ci is scheduled with
probability 1 (obtained by q after normalisation). The resulting configuration
is 〈p : ATMn ‖ q : stop, PINi〉. Now the only active agent is ATMn which is
then executed with (normalised) probability 1 leading to the final configuration
〈stop, cash〉 in the case where the PIN number is correct (right hand side deriva-
tion in Figure 1) and 〈stop, alarm〉 in the case where the PIN number is wrong
(left hand side derivation in Figure 1).

The observables are then O(Mi) = {〈PINi � alarm, 1〉} for i �= n, O(Mi) =
{〈PINn � cash, 1〉} for i = n.

2.3 Probabilistic Noninterference and Identity Confinement
The original idea of noninterference as stated in [GM82] can be expressed in the
PCCP formalism via the notion of identity confinement. Roughly, this notion
establishes whether it is possible to identify which process is running in a given
program. Therefore, given a set of agents and a set of potential intruders, the
latter cannot see what the former set is doing, or more precisely, no spy is able
to find out which of the agents in the first group is actually being executed.
This formulation is the natural translation in the context of PCCP of the notion
of confinement typically expressed in imperative languages via the values of
variables [SS00].

The following example illustrates the notion of identity confinement as com-
pared to the imperative formulation. It also shows the difference between non-
deterministic and probabilistic (identity) confinement.
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Example 2. In an imperative language, confinement — as formulated for ex-
ample in [SS99,SS00] — usually refers to a standard two-level security model
consisting of high and low level variables. One then considers the (value of the)
high variable h as confined if the value of the low level variable l is not “in-
fluenced” by the value of the high variable, i.e. if the observed values of l are
independent of h.

The following statement illustrates the difference between nondeterministic
and probabilistic confinement:

h := h mod 2; (l := h 1
2

1
2

(l := 0 1
2

1
2

l := 1))

The value of l clearly depends “somehow” on h. However, if we resolve the choice
nondeterministically it is impossible to say anything about the value of h by
observing the possible values of l. Concretely, we get the following dependencies
between h and possible values of l:

– For h mod 2 = 0: {l = 0, l = 1}
– For h mod 2 = 1: {l = 1, l = 0},

i.e. the possible values of l are the same independently from the fact that h is
even or odd. In other words, h is nondeterministically confined.

In a probabilistic setting the observed values for l and their probabilities
allow us to distinguish cases where h is even from those where h is odd. We have
the following situation:

– For h mod 2 = 0:
{〈

l = 0, 3
4

〉
,
〈
l = 1, 1

4

〉}
– For h mod 2 = 1:

{〈
l = 0, 1

4

〉
,
〈
l = 1, 3

4

〉}
Therefore, the probabilities to get l = 0 and l = 1 reveal if h is even or odd, i.e.
h is probabilistically not confined.

Example 3. We can re-formulate the situation above in our declarative setting
by considering the following agents:

hOn ≡ ask(true)→ 1
2

: tell(on) ask(true)→ 1
2

: Rand

hOff ≡ ask(true)→ 1
2

: tell(off) ask(true)→ 1
2

: Rand

Rand ≡ ask(true)→ 1
2

: tell(on) ask(true)→ 1
2

: tell(off)

The constraint system consists of four elements:

C = {true, on, off, false = on � off} ,

where true � on � false and true � off � false.
The constraints on and off represent the situations in which the low variable

l = 1 or l = 0 respectively. The agent hOn corresponds then to the behaviour
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of the imperative program fragment in case that h mod 2 = 1, while hOff
corresponds to the case where h mod 2 = 0. The auxiliary agent Rand corre-
sponds to the second choice in the above imperative fragment. The imperative
notion of confinement now translate in our framework into a problem of identity
confinement: getting information about h in the previous setting is equivalent
to discriminating between hOn and hOff, i.e. revealing their identity. The two
agents will be identity confined if they are observationally equivalent in any
context.

As explained in Section 2.2, the observables of a PCCP agent correspond
to a distribution on the constraint system, that is a vector in the space V(C).
Thus, the difference between two observables corresponds to the vector difference
between the given observables and can be measured by means of a norm. We
adopt here the supremum norm ‖ · ‖∞ formally defined as

‖(xi)i∈I‖∞ = sup
i∈I
|xi|,

where (xi)i∈I represents a probability distribution. However, as long as we are
interested in defining the identity of two vectors, any p-norm: ‖(xi)i∈I‖p =
p
√∑

i∈I |xi|p would be appropriate.
Probabilistic identity confinement is then defined as follows [DHW01]:

Definition 4. Two agents A and B are probabilistically identity confined iff
their observables are identical in any context, that is for all agent S,

O(p : A ‖ q : S) = O(p : B ‖ q : S)

or equivalently, ∥∥∥O(p : A ‖ q : S)−O(p : B ‖ q : S)
∥∥∥ = 0,

for all scheduling probabilities p and q = 1− p.

Example 4. It is easy to check that any context can distinguish between the
agents hOn and hOff of Example 3. In fact, even if executed on their own their
observables are different (cf. Figure 2):∥∥∥O(hOn, true)−O(hOff.true)

∥∥∥ =∥∥∥∥
{〈

on,
3
4

〉
,

〈
off,

1
4

〉}
−
{〈

on,
1
4

〉
,

〈
off,

3
4

〉}∥∥∥∥ =
1
2
.

Therefore hOn and hOff are not probabilistically identity confined.

Example 5. Consider the following two PCCP agents [DHW01]:

A ≡ 1
2

: tell(c) ‖ 1
2

: tell(d)

B ≡ tell(c � d).
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〈hOn, true〉

〈Rand, true〉

〈stop, on〉 〈stop, off〉
�

1
2

�
�

���

1
2

�

1
2

�
�

���

1
2

〈hOff, true〉

〈Rand, true〉

〈stop, off〉 〈stop, on〉
�

1
2

�
�

���

1
2

�

1
2

�
�

���

1
2

Fig. 2. Transitions for hOn and hOff

〈 1
2 : tell(c) ‖ 1

2 : tell(d), true
〉

〈tell(d), c〉 〈tell(c), d〉

〈stop, c � d〉

�
�

���

1
2

�
�

���

1
2

�
�

���
1

�
�

���
1

〈tell(c � d), true〉

〈stop, c � d〉
�
1

Fig. 3. Independent Executions of A and B

It is easy to see that in their nondeterministic versions A and B executed in
any context give the same observables. A and B are thus nondeterministically
identity confined.

Treating the choice probabilistically still gives us the same observables for
A and B if they are executed on their own (cf. Figure 3), but they are not
probabilistically confined. A context which reveals the identity of A and B is for
example the agent:

C ≡ ask(c)→ 2
3

: tell(e) ask(d)→ 1
3

: tell(f),

as the executions of A and B in this context give different observables (cf. Fig-
ure 4 and Figure 5):

O
(

1
2

: A ‖ 1
2

: C

)
=
{〈

c � d � e,
7
12

〉
,

〈
c � d � f,

5
12

〉}

O
(

1
2

: B ‖ 1
2

: C

)
=
{〈

c � d � e,
2
3

〉
,

〈
c � d � f,

1
3

〉}
.
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〈 1
2 : A ‖ 1

2 : C, true
〉

〈 1
2 : tell(d) ‖ 1

2 : C, c
〉 〈 1

2 : tell(c) ‖ 1
2 : C, d

〉

〈tell(d), c � e〉 〈tell(c), d � f〉〈C, c � d〉

〈stop, c � d � e〉 〈stop, c � d � f〉

�
�

���

1
2

�
�

���

1
2

�
�

���

1
2

�
�

���

1
2

�
�

���

1
2

�
�

���

1
2

�
�

���
1

�
�

���
1

�
�

���
2
3

�
�

���
1
3

Fig. 4. Executions of A in Context C

〈 1
2 : B ‖ 1

2 : C, true
〉

〈C, c � d〉

〈stop, c � d � e〉 〈stop, c � d � f〉

�
1

�
�

���

2
3

�
�

���

1
3

Fig. 5. Executions of B in Context C

We observe that if we restrict to a particular class of contexts, namely those
of the form:

D ≡ ask(g)→ 1 : tell(h),

then A and B are probabilistically identity confined with respect to these agents:
for any choice of the scheduling probabilities p and q = 1−p, we obtain the same
observables for the parallel compositions of D with A and B respectively.

If neither c nor d entails g then D will never be executed, and the executions
of p : A ‖ q : D and p : B ‖ q : D are essentially the same as for A and B alone
(cf. Figure 3).

If only d entails g we obtain the derivations in Figure 6. The case where g
is entailed by c alone is analogous. In all cases we end up with a single result
c � d � h with probability one.
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〈p : A ‖ q : D, true〉

〈p : tell(d) ‖ q : D, c〉 〈p : tell(c) ‖ q : D, d〉

〈tell(c), d � h〉〈D, c � d〉

〈stop, c � d � h〉

�
�

���

1
2

�
�

���

1
2

�
�

���

1 �
�

���

p �
�

���

q

�
�

���
1

�
�

���
1

〈p : B ‖ q : D, true〉

〈D, c � d〉

〈stop, c � d � h〉

�
1

�
1

Fig. 6. Executions in Context D when d entails g

The derivations of p : A ‖ q : D and p : B ‖ q : D in the case that both c
and d entail g are depicted in Figure 7: again we obtain the same result c�d�h
with probability one.

In general, identical behaviour in all contexts is hardly ever achievable. It
therefore makes sense to ask for identical observables if A and B are executed
in parallel with agents with only limited capabilities. Moreover, the power of a
context can be evaluated in terms of its ability to distinguish the behaviours
of two agents. It is also reasonable to think that its effectiveness will depend
on the probabilities of the scheduling in the interleaving with the given agents.
This leads to the definition of a weaker (and yet more practical) notion of prob-
abilistic identity confinement which is parametric in the type of context S and
the scheduling probability p. We will introduce such a notion, which we call
approximate identity confinement, in the next section.

2.4 Approximate Identity Confinement

In Section 1 we argued that it is practically more useful to base noninterference
properties on some similarity notions instead of equivalence once.

The confinement notion discussed above is exact in the sense that it refers to
the equivalence of the agents’ behaviour. In this section, we introduce a technique
which allows us to relax confinement to an approximate and yet more effective
notion.

The intuitive idea behind such a notion is that we look at how much the
behaviours of two agents differ, instead of qualitatively asserting whether they
are identical or not. In particular, in the probabilistic case we can measure the
distance ε between the distributions representing the agents’ observables instead
of checking whether this difference is 0. We can then say that the agents are ε-
confined for some ε ≥ 0.
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〈p : A ‖ q : D, true〉

〈p : tell(d) ‖ q : D, c〉 〈p : tell(c) ‖ q : D, d〉

〈tell(c), d � h〉〈tell(d), c � h〉 〈D, c � d〉

〈stop, c � d � h〉

�
�

���

1
2

�
�

���

1
2

�
�

���

p �
�

���

p

�

q

�

q

�
�

���
1

�
�

���
1

�
1

〈p : B ‖ q : D, true〉

〈D, c � d〉

〈stop, c � d � h〉

�
1

�
1

Fig. 7. Executions in Context D when both c and d entail g

We illustrate this idea by means of the ATM example introduced in Sec-
tion 2.2.

Example 6. Consider the program in Example 1 which simulates an ATM (Au-
tomatic Teller Machine) accepting only a single PIN number n out of m possible
PINs, e.g. m = 10000:

ATMn ≡
m

i=1,i �=nask(PINi)→ 1 : tell(alarm)
ask(PINn)→ 1 : tell(cash)

The following agent simulates a spy which tries a random PIN number i:

S ≡
m

i=1ask(true)→ 1 : tell(PINi)

If we consider two such machines ATMn1 and ATMn2 for n1 �= n2 and
execute them in context S we obtain two slightly different observables, namely:

O (p : ATMn1 ‖ q : S) =
{〈

PINn1 � cash,
1
m

〉}

∪
m⋃

i=1,i �=n1

{〈
PINi � alarm,

1
m

〉}

and

O (p : ATMn2 ‖ q : S) =
{〈

PINn2 � cash,
1
m

〉}

∪
m⋃

i=1,i �=n2

{〈
PINi � alarm,

1
m

〉}
.

Clearly, O(p : ATMn1 ‖ q : S) and O(p : ATMn2 ‖ q : S) are different.
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For most PINs both machines will sound an alarm in most cases, but if we are
lucky, the spy will use the correct PINs in which case we are able to distinguish
the two machines (besides earning some cash). The chances for this happening
are small but are captured essentially if we look at the difference between the
observables: ∥∥∥O(p : ATMn1 ‖ q : S)−O(p : ATMn2 ‖ q : S)

∥∥∥ =
1
m

.

The set {ATMn}n is ε-confined with respect to S with ε = 1
m but not strictly

confined. In the practical applications, m is usually very large, that is ε is very
small, which makes it reasonable to assume the ATM’s agents as secure although
not exactly confined.

The notion of approximate identity confinement we will define in the follow-
ing is based on the idea of measuring how much the behaviour of two agents
differs if we put them in a certain context. We will refer to such a context as
spy or attacker. This restriction makes sense as no system is secure against an
omnipotent attacker [LMMS98] and its security depends on the quality of the
possible attacker. We will discuss in the following different kinds of such attack-
ers.

As an example, consider the class of attackers expressed in PCCP by:

Sn =
{ n

i=1ask(ci)→ pi : tell(fi)
}

,

where fi ∈ C are fresh constraints, that is constraints which never appear in the
execution of the host agents, and ci ∈ C. These agents are passive and memo-
ryless attackers. They do not change the behaviour of the hosts, and are only
allowed to interact with the store in one step. Nevertheless, they are sufficient
for formalising quite powerful attacks such as the timing attacks in [Koc95].

A generalisation of this class is to consider active spies (e.g. Example 7 and
Example 1) and/or spies with memory such as ask(c)→ p : ask(d)→ q : tell(f).

Example 7. Consider the two agents:

A ≡ ask(c)→ 1 : tell(d)
B ≡ stop.

If executed in store true, A and B are obviously confined with respect to any
passive spy. They both do nothing, and it is therefore impossible to distinguish
them by just observing. However, for an active spy like S ≡ tell(c) it is easy to
determine if it is being executed in parallel with A or B. Note that if executed in
any store d such that d � c, the two agents A and B are always distinguishable
because their observables are different.

The notion of approximate confinement which we introduce in the following is
a generalisation of the identity confinement introduced in [DHW01] and defined
in Section 2.3. The definition we give is parametric with respect to a set of
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admissible spies S and scheduling probabilities p and q = 1−p. We say that two
agents A and B are approximately confined with respect to a set of spies S iff
there exists an ε ≥ 0 such that for all S ∈ S the distance between the observables
of p : A ‖ q : S and p : B ‖ q : S is smaller than ε. We consider as a measure
for this distance the supremum norm ‖ · ‖∞ as in Definition 4. In this case, the
choice of this norm is particularly appropriate because it allows us to identify a
single constraint c for which the associated probabilities are maximally different.
In the following we will usually omit the index ∞.

Definition 5. Given a set of admissible spies S, we call two agents A and B
ε-confined for some ε ≥ 0 iff:

sup
S∈S

∥∥∥O(p : A ‖ q : S)−O(p : B ‖ q : S)
∥∥∥ = ε.

This definition can be generalised to a set of more than two agents.
The number ε associated to a given class of spies S can be seen as a measure

of the “power” of S. In fact, it is strongly related to the number of tests a spy
needs to perform in order to reveal the identity of the host agents. We will make
this argument more precise in the next section. Note that this number depends
on the scheduling probability. This is because the effectiveness of a spy can only
be evaluated depending on the internal design of the host system which is in
general not known to the spy. For example, in [DHW03b] we have presented an
analysis which shows that the “best” spy of the class S2 defined above is one
with a choice distribution where p1 is very close to 0 and p2 is very close to 1,
or vice versa.

Obviously, if two agents A and B are ε-confined with ε(p) = 0 for all schedul-
ing probability p then they are probabilistically identity confined.

2.5 Statistical Interpretation

The notion of approximate confinement is strongly related to statistical concepts,
in particular to so-called hypothesis testing (see e.g. [Sha99]).

Identification by Testing. Let us consider the following situation. We have
two agents A and B which are attacked by a spy S. Furthermore, we assume
that A and B are ε-confined with respect to S. This means that the observables
O(p : A ‖ q : S) and O(p : B ‖ q : S) are ε-similar. In particular, as the
observables do not include infinite results, we can identify some constraint c ∈ C
such that |pA(c) − pB(c)| = ε, where pA(c) is the probability of the result c in
an execution of p : A ‖ q : S and pB(c) is the probability that c is a result of
p : B ‖ q : S.

Following the standard interpretation of probabilities as “long-run” relative
frequencies, we can thus expect that the number of times we get c as result of an
execution of p : A ‖ q : S and p : B ‖ q : S will differ “on the long run” by exactly
a factor ε. That means if we execute p : A ‖ q : S or p : B ‖ q : S “infinitely”
often we can determine pA(c) and pB(c) as the limit of the frequencies with
which we obtain c as result.
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In fact, for any unknown agent X we can attempt do determine pX(c) ex-
perimentally by executing p : X ‖ q : S over and over again. Assuming that X
is actually the same as either A or B we know that the pX(c) we obtain must
be either pA(c) or pB(c). We thus can easily determine this way if X = A or
X = B, i.e. reveal the identity of X (if ε �= 0), simply by testing.

Unfortunately — as J.M. Keynes pointed out — we are all dead on the long
run. The above described experimental setup is therefore only of theoretical
value. For practical purposes we need a way to distinguish A and B by finite
executions of p : A ‖ q : S and p : B ‖ q : S. If we execute p : A ‖ q : S and
p : B ‖ q : S only a finite number of — say n — times, we can observe a certain
experimental frequency pn

A(c) and pn
B(c) for getting c as a result. Each time we

repeat this finite sequence of n executions we may get different values for pn
A(c)

and pn
B(c) (only the infinite experiments will eventually converge to the same

constant values pA(c) and pB(c)).
Analogously, we can determine the frequency pn

X(c) for an unknown agent X
by testing, i.e. by looking at n executions of p : X ‖ q : S. We can then try to
compare pn

X(c) with pn
A(c) and pn

B(c) or with pA(c) and pB(c) in order to find
out if X = A or X = B. Unfortunately, there is neither a single value for either
pn

X(c), pn
A(c) or pn

B(c) (each experiment may give us different values) nor can we
test if pn

X(c) = pn
A(c) or pn

X(c) = pn
B(c) nor if pn

X(c) = pA(c) or pn
X(c) = pB(c).

For example, it is possible that c is (coincidentally) not the result of the first
execution of p : X ‖ q : S, although the (long-run) probabilities of obtaining c
by executing p : A ‖ q : S or p : B ‖ q : S are, let’s say, pA = 0.1 and pB = 0.5.
If we stop our experiment after n = 1 executions we get p1

X(c) = 0. We know
that X = A or X = B but the observed p1

X(c) is different from both pA and pB .
Nevertheless, we could argue that it is more likely that X = A as the observed

p1
X(c) = 0 is closer to pA = 0.1 than to pB = 0.5. The problem is now to

determine, on the basis of such experiments, how much the identification of
X with A is “more correct” than identifying X with B on the basis of such
experiments.

For finite experiments we can only make a guess about the true identity of X,
but never definitely reveal its identity. The confidence we can have in our guess
or hypothesis about the identity of an unknown agent X — i.e. the probability
that we make a correct guess — depends obviously on two factors: the number
of tests n and the difference ε between the observables of p : A ‖ q : S and
p : B ‖ q : S.

Hypothesis Testing. The problem is to determine experimentally if the un-
known agent X is one of two known agents A and B. The only way we can
obtain information about X is by executing it in parallel with a spy S. In this
way we can get an experimental estimate for the observables of p : X ‖ q : S.
We then can compare this estimate with the observables of p : A ‖ q : S and
p : B ‖ q : S.

That means: based on the outcome of some finite experiments (involving an
unknown agent X) we formulate a hypothesis H about the identity of X, namely
either that “X is A” or that “X is B”. Our hypothesis about the identity of X
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will be formulated according to a simple rule: depending if the experimental
estimate for the observables of p : X ‖ q : S are closer to O(p : A ‖ q : S) or to
O(p : B ‖ q : S) we will identify X with A or B respectively.

More precisely, the method to formulate the hypothesis H about the identity
of the unknown process X consists of the two following steps:

1. We execute p : X ‖ q : S exactly n times in order to obtain an experimental
approximation, i.e. average, for its observables

On(p : X ‖ q : S) =
{〈

c,
# of times c is the result

n

〉}
c∈C

,

2. Depending if On(p : X ‖ q : S) is closer to the observables On(p : A ‖ q : S)
or On(p : B ‖ q : S) we formulate the hypothesis

H :

⎧⎪⎪⎨
⎪⎪⎩

X = A if
∥∥∥On(p : X ‖ q : S)−O(p : A ‖ q : S)

∥∥∥
≤
∥∥∥On(p : X ‖ q : S)−O(p : B ‖ q : S)

∥∥∥
X = B otherwise.

The question is now whether the guess expressed by the hypothesis H about
the true identity of the black box X, which we formulate according to the above
procedure, is correct; or more precisely: what is the probability that the hypoth-
esis H holds? To do this we have to distinguish two cases or scenarios:

X is actually A: What is the probability (in this case) that we formulate the
correct hypothesis H : X is A and what is the probability that we formulate
the incorrect hypothesis H : X is B?

X is actually B: What is the probability (in this case) that we formulate the
correct hypothesis H : X is B and what is the probability that we formulate
the incorrect hypothesis H : X is A?

Clearly, in each case the probability to formulate a correct hypothesis and
the probability to formulate an incorrect hypothesis add up to one. Furthermore,
it is obvious that both scenarios “X is actually A” and “X is actually B” are
symmetric. We will therefore investigate only one particular problem. Suppose
that X is actually agent A, what is the probability that — according to the above
procedure — we formulate the — in this case — correct hypothesis H : X is A.

In the following we use the notation pX(c) and pn
X(c) to denote the probability

assigned to c ∈ C in the distribution representing the observablesO(p : X ‖ q : S)
and in the experimental average On(p : X ‖ q : S) respectively. Furthermore, we
look at a simplified situation where we are considering only a single constraint c
where the difference between pA(c) and pB(c) is maximal. Let us assume without
loss of generality that pA(c) < pB(c) as in the diagram below:

0 1
pA(c) pB(c)

�� ε

����
“X is A” ‘X is B”
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If the experimental value pn
X(c) = pn

A(c) we obtained in our test is anywhere
to the left of pA(c) + ε/2 then the hypothesis H we formulate (based on pn

A(c))
will be the correct one: “X is A”; if the experimental value is to the right of
pA(c) + ε/2 we will formulate the incorrect hypothesis: “X is B”.

Under the assumption that “X is actually A” the probability P(H) that we
will formulate the correct hypothesis “X is A” is therefore:

P
(
pn

A(c) < pA(c) +
ε

2

)
= 1−P

(
pA(c) +

ε

2
< pn

A(c)
)

.

To estimate P(H) we have just to estimate the probability P(pn
A(c) < pA(c) +

ε/2), i.e. that the experimental value pn
A(c) will be left of pA(c) + ε/2.

Confidence Estimation. The confidence we can have in the hypothesis H
we formulate is true can be determined by various statistical methods. These
methods allow us to estimate the probability that an experimental average Xn

— in our case pn
A(c) — is within a certain distance from the corresponding

expectation value E(X) — here pA(c) — i.e. the probability

P (|Xn −E(X)| ≤ ε)

for some ε ≥ 0. These statistical methods are essentially all based on the central
limit theorem, e.g. [Bil86,GS97,Sha99].

The type of tests we consider here to formulate a hypothesis about the iden-
tity of the unknown agent X are described in statistical terms by so called
Bernoulli Trials which are parametric with respect to two probabilities p and
q = 1 − p (which have nothing to do with the scheduling probabilities above).
The central limit theorem for this type of tests [GS97, Thm 9.2] gives us an
estimate for the probability that the experimental value Sn = n · Xn after n
repetitions of the test will be in a certain interval [a, b]:

lim
n→∞ P(a ≤ Sn ≤ b) =

1√
2π

∫ b∗

a∗
exp

(
−x2

2

)
where

a∗ =
a− np
√

npq
and b∗ =

b− np
√

npq
.

Unfortunately, the integral of the so called standard normal density on the
right hand side of the above expression is not easy to obtain. In practical situa-
tions one has to resort to numerical methods or statistical tables, but it allows
us — at least in principle — to say something about P(H).

Identifying Sn with n ·pn
A we can utilise the above expression to estimate the

probability P(pA(c)+ ε/2 ≤ pn
A) which determines P(H). In order to do this we

have to take:
a = pA(c) +

ε

2
b =∞
p = pA(c)
q = 1− pA(c).

This allows us — in principle — to compute the probability:
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lim
n→∞ P

(
pA(c) +

ε

2
≤ pn

A(c) ≤ ∞
)

.

Approximating — as it is common in statistics — P(pA(c) + ε/2 ≤ pn
A) by

limP(pA(c) + ε/2 ≤ pn
A) we get:

P(H) = 1−P
(
pA(c) +

ε

2
≤ pn

A(c)
)

≈ 1− lim
n→∞ P

(
pA(c) +

ε

2
≤ pn

A(c)
)

= 1−
∫ ∞

a0

exp
(
−x2

2

)

with

a0 =
nε

2
1
√

npq
=

ε
√

n

2
√

pq
=

ε
√

n

2
√

pA(c)(1− pA(c))
.

We see that the only way to increase the probability P(H), i.e. the confidence
that we formulate the right hypothesis about the identity of X, is by minimising
the integral. In order to do this we have to increase the lower bound a0 of
the integral. This can be achieved — as one would expect — by increasing the
number n of experiments.

We can also see that for a smaller ε we have to perform more tests n to reach
the same level of confidence, P(H): The smaller n the harder it is to distinguish
A and B experimentally. Note that for ε = 0, the probability of correctly guessing
which of the agents A and B is in the black box is 1

2 , which is the best blind
guess we can make anyway. In other words: for ε = 0 we cannot distinguish
between A and B.

Example 8. Consider the agents in Example 5. The problem is to determine from
the experimentally obtained approximation of the observables On

( 1
2 :X ‖ 1

2 :C
)

for X = A or X = B the true identity of X. If, for example, X is actually agent
A and if we concentrate on the constraint c � d � e we have

ε =
1
12

and p = pA(c � d � e) =
7
12

The probability P(H) to formulate the correct hypothesis H depends on the
lower bound a0 of the above integral, i.e. the normal distribution N(a0,∞):

P(H) = 1−
∫ ∞

a0(n)
exp

(
−x2

2

)
= 1−N(a0,∞).

The bound a0 in turn depends on the number n of experiments we perform. The
value of a0 for 9 tests is:

a0(9) =
√

9
24

1√
7
12 − ( 7

12 )2
=

1
8

12√
35

=
3√
140
≈ 0.25355

while for 144 tests we get:
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a0(144) =
√

144
24

1√
7
12 − ( 7

12 )2
=

1
2

12√
35

=
6√
35
≈ 1.0142

In other words, if we repeat the execution of 1
2 : X ‖ 1

2 : C exactly 9 times,
the probability of formulating a correct hypothesis H about the identity of X is
about (using a normal distribution table, e.g. [GS97, p499]):

P(H) = 1−
∫ ∞

0.25
exp

(
−x2

2

)
≈ 0.5987,

but if we perform 144 test our confidence level will rise to

P(H) = 1−
∫ ∞

1.0
exp

(
−x2

2

)
≈ 0.8413.

For 9 tests the hypothesis formulated will be right with an about 60% chance,
while for 144 tests it will be correct with about 85%.

3 Process Algebra Formulation of Noninterference

3.1 Probabilistic Process Algebra

Process algebras are specification languages (see, e.g., [BW90,BPS01]) that de-
scribe the behaviour of concurrent systems through actions, which in our setting
are syntactically divided into output actions and input actions, and through
algebraic operators, which in our setting are enriched with probabilistic infor-
mation (see, e.g., [BBS95]). Here we consider a slight variant of the probabilistic
process algebra introduced in [BA03] (a core algebra of the reacher calculus
EMPAgr [BB00]). The algebraic model of a system communicates with the en-
vironment through its inputs and outputs and performs internal computations
through special, unobservable actions, termed τ actions. Formally, we denote
with AType the set of visible action types, ranged over by a, b, . . .. For each
visible action type a, we distinguish the output action a and the input action a∗.
The complete set of actions, termed Act and ranged over by π, π′, . . ., contains
the input actions and the output actions with type in AType and the action τ .
The set L of process terms, ranged over by P, Q, . . ., is generated by the syntax:

P ::= 0 |π.P |P +p P |P ‖pS P |P\L |P/p
a |A

where S, L ⊆ AType, a ∈ AType, and p ∈]0, 1[. 0 expresses the null, deadlocked
term1, and ., +p, ‖pS , \L, and /p

a denote the prefix, alternative, parallel, restric-
tion, and hiding operators, respectively. Constants A are used to specify recursive
systems. In particular, we assume a set of constants defining equations of the
form A

Δ= P to be given. In the rest of the paper, we restrict ourselves to the set
G of finite state, closed, guarded terms of L, which we call processes [Mil89].
1 We omit 0 when it is clear from the context.
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Now, we informally describe the algebraic operators and the probabilistic
model through an example. The reader interested in details and proofs should
refer to [ABG03].

Example 9. Consider the following abstraction of the Automatic Teller Machine
interacting with a client (cf. Example 1 in Section 2.2):

Client ‖pS ATM .

The communication interface between processes Client and ATM , defined by
set S = {insert pin, cash, fail}, says that the two processes (i) interact by syn-
chronously executing actions of type in S, and (ii) asynchronously and inde-
pendently execute each other local action. Probability p is the parameter of
a probabilistic scheduler that, in each system state, decides which of the two
processes must be scheduled, i.e. Client with probability p and ATM with prob-
ability 1− p.

Now, let us detail each component in isolation. Process Client repeatedly
tries to insert a pin until the right number allows it to withdraw the cash:

Client Δ= insert pin.Client ′ +q τ.Client .

The alternative choice operator “ +q ” says that process Client can either insert
a pin (output action insert pin) with probability q, and afterwards behaving as
process Client ′, or stay idle (action τ) with probability 1 − q, and afterwards
behaving as the same process Client . The actions insert pin and τ follow the
generative model of probabilities [GSS95], which is the same model adopted
by PCCP (cf. Section 2). In essence, the process autonomously decides, on the
basis of a probability distribution (guided by parameter q), which action will be
executed and how to behave after such an event.

Client ′ Δ= cash∗.0 +q′
fail∗.Client .

Process Client ′ waits for the answer provided by the environment, i.e., it can
either withdraw cash in case the pin number is right (input action cash∗), and
afterwards stopping its execution (see the null term 0), or receive an unsuccessful
message (input action fail∗), and afterwards behaving as process Client again.
In practice, process Client ′ internally reacts to the choice of the action type,
cash or fail , performed by the environment (i.e., the machine). Formally, the
input actions fail∗ and cash∗ follow the reactive model of probabilities [GSS95].
In particular, if the machine decides to communicate the action of type fail , then
the client performs with probability 1 the unique input action of that type, which
leads to process Client . Similarly, if the machine outputs the action of type cash,
then the client chooses the input action cash∗ and then stops its execution. As a
consequence of such a behaviour, parameter q′ is not considered or, equivalently,
from the viewpoint of process Client ′ in isolation, the choice between such actions
is purely nondeterministic, because their execution is entirely guided by the
external environment.
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Process ATM , instead, is ready to accept new incoming pins or it stays idle:

ATM Δ= (insert pin∗.fail .ATM +r insert pin∗.cash.ATM ) +r′
τ.ATM .

The two actions insert pin∗ model the internal reaction of process ATM to
the choice of the action type insert pin performed by its environment (i.e., the
client). Such a reaction is guided by a probability distribution associated with
the input actions of type insert pin that process ATM can perform. More pre-
cisely, whenever the action type insert pin is chosen by the client, process ATM
reacts by choosing either the first action insert pin∗ with probability r and
then refusing the pin (output action fail), or the second action insert pin∗ with
probability 1 − r and then delivering cash (output action cash). Alternatively,
if process ATM is not accepting pins from the environment, the internal action
τ is repeatedly executed to model the idle periods of the machine. The choice
between the input actions insert pin∗ and such an internal event is nondeter-
ministic (parameter r′ is not considered), because the execution of an action
insert pin∗ is entirely guided by the external environment.

According to the considerations above, the processes interact in the composed
system as follows. In the initial state of our example, the system executes a move
of process Client with probability p: it executes either the internal move τ with
probability p · (1− q), or the synchronising move insert pin with probability p · q
(with probability p · q · r it executes an insert pin action synchronised with the
first input action of process ATM and with probability p ·q ·(1−r) an insert pin
action synchronised with the second input action of process ATM ). Note that
the result of a synchronisation between an output action insert pin and an input
action insert pin∗ is again an output action of type insert pin (similarly as in
CSP [Hoa85]). On the other hand, the system may schedule with probability
1 − p process ATM by executing its internal action τ , which gets the entire
probability 1 − p associated to process ATM . Afterwards, if, e.g., the winning
action is the action insert pin leading to term Client ′ ‖pS cash.ATM , then the
system executes the synchronising action cash with probability 1, because it is
the unique action that can be performed by the composed system. In particular,
note that action fail∗ of process Client ′ is blocked, because the environment of
process Client ′, represented by process cash.ATM , is not available to output a
corresponding output action fail . In Figure 8 we report the labeled transition
systems that are associated with processes Client and ATM in isolation and
with the composed system.

The example above emphasises some features of the probabilistic process
algebra that we now describe in more detail.

As far as the CSP-like communication policy is concerned, in any binary
synchronisation at most one output action can be involved and, in such a case,
the result is an output action of the same type. Instead, in case two input actions
of type a synchronise, then the result is again an input action of type a. We recall
that the actions belonging to the communication interface are constrained to
synchronise, while all the other actions are locally and independently executed
by the processes that compose the system.



Two Formal Approaches for Approximating Noninterference Properties 25

pqr
, r

p

insert_pin insert_pin , 1−r

fail cash

1−q

fail

cash

insert_pin,
insert_pin,

fail

cash

q
insert_pin, pq(1−r)

p(1−q) + (1−p)τ 

*

SATM

*

τ, 

Client

*

τ 

ATMClient

*

τ, 

Fig. 8. Labeled transition systems associated to different process terms. Transitions
are labeled with an action and a probability, which is equal to 1 if omitted

As far as the probability model is concerned, we have seen that output and
internal actions follow the generative model, while input actions follow the reac-
tive model. Probabilistic choices among output/internal actions or among input
actions of the same type are fully probabilistic, while in each other case the
choice is purely nondeterministic. This is because input actions are underspeci-
fied, in the sense that their execution is guided by the environment behaviour.
Hence, the parameters that probabilistically guide the choices come into play if
and only if a probabilistic choice is really to be performed. Moreover, Example 9
has emphasised the following behaviors of the parallel operator:
– In case the execution of some output actions of P is prevented in P ‖pS Q

(P\L), the probabilities of executing the remaining output/internal actions
of P are proportionally redistributed (similarly for Q). That is a stan-
dard approach when restricting actions in the generative model of proba-
bilities [GSS95], as also seen in case of PCCP (cf. Section 2).

– In case of synchronising output actions a of P in P ‖pS Q, their probability
is distributed among the multiple actions a obtained by synchronising with
input actions a∗ executable by Q, according to the probability the actions
a∗ are chosen in Q.
As a consequence of the policies specified above, we point out that in each

system state of a process term, the sum of the probabilities of output and internal
actions (input actions of a given type a), if there are any, is always equal to 1.

Now, we informally describe the behaviour of the hiding operator, which is
needed to specify security properties. The hiding operator P/p

a turns output and
input actions of type a into actions τ , by changing the probabilities according
to the following rules.
– As far as output/internal actions executable by P/p

a are concerned, we dis-
tinguish the following cases:
1. If P enables both some output/internal actions and some input actions

a∗, then P/p
a chooses an action τ (obtained by hiding an action a∗ of

P ) with probability p and an output/internal action previously enabled
in P with probability 1 − p. Such a rule guarantees that the hiding
operator does not introduce nondeterminism among actions that follow
the generative model of probability.
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2. If either P does not enable output/internal actions, or P does not enable
input actions a∗, then in P/p

a parameter p is not considered.
– As far as input actions are concerned, P/p

a enables the same input actions
(with the same probability distribution) of type b �= a enabled in P .

Example 10. Consider process P
Δ= a∗+q′

(b+qc), where the choice among a∗ and
the output actions is purely nondeterministic (parameter q′ is not considered).
The semantics of P/p

a, which corresponds to process τ+p(b+qc), is a probabilistic
choice between τ , executed with probability p, and the actions b and c, executed
with probability (1− p) · q and (1− p) · (1− q), respectively. Hence, parameter p
expresses the probability that the action τ obtained by hiding the input action
a∗ of P is executed with respect to the output actions previously enabled by P .

A goal of the hiding operator consists of turning open systems (i.e., systems
enabling reactive choices due to input actions) into fully specified systems (i.e.,
fully generative systems, which do not include nondeterministic behaviours). In
particular, the hiding operator resolves all the nondeterministic choices due to
possible interactions with the environment by turning them into probabilistic
choices. Intuitively, the effect of hiding an input action a∗ corresponds to the
execution of a synchronisation between a∗ and an output action a offered by
the environment. Such an interaction gives rise to an internal action τ whose
probability distribution depends on parameter p of the hiding operator. When
analysing security properties that employ the hiding operator, we will show that
the low-level behaviour of a secure system does not depend on the choice of
parameter p.

In the rest of the paper we use the following abbreviations. We assume pa-
rameter p to be equal to 1

2 whenever it is omitted from any probabilistic operator.
Moreover, when it is clear from the context, we use the abbreviation P/S, with
S = {a1, . . . , an} ⊆ AType, to denote the expression P/a1 . . . /an

.

3.2 Operational Semantics and Equivalence

In this section, we provide a brief formal presentation of the semantics of the
calculus. The reader not interested in such details can skip the rest of the section
and proceed with the description of the security model.

The operational semantics of the probabilistic process algebra is given by
the labeled transition system (G,Act , T ), whose states are process terms and
the transition relation T is the least multiset satisfying the operational rules
reported in Table 3 and in Table 4. For a formal presentation of the semantics
rules, the reader should refer to [BA03,ABG03], while here we just discuss some
general aspects.

As far as the notation is concerned, we denote with RAct and GAct the sets
of input actions, termed reactive actions, and of output and internal actions,
termed generative actions, respectively. Then, we use the abbreviations P

π
−−−→

to stand for ∃p, P ′ : P
π, p
−−−→ P ′, denoting that P can execute action π with
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probability p and then behave as P ′, and P
G
−−−→ , with G ⊆ GAct , to stand for

∃a ∈ G : P
a

−−−→ , meaning that P can execute a generative action belonging to
set G.

As far as the rules for P +pQ and P ‖pS Q are concerned, note that in addition
to the reported rules, which refer to the local moves of the left-hand process P ,
we also consider the symmetric rules taking into account the local moves of the
right-hand process Q. Such symmetric rules are obtained by exchanging the roles
of terms P and Q in the premises and by replacing p with 1 − p in the label
of the derived transitions. Moreover, we also point out that for both operators,
parameter p comes into play if and only if a probabilistic choice between P and Q
is really to be performed. For instance, in case of the alternative choice operator,
if P enables at least a generative action and Q does not, then P +p Q performs a
generative transition of P with probability 1. Otherwise, if both P and Q enable
some generative actions, then P +p Q performs a generative transition of P with
probability p.

Two important remarks are in order in case of the parallel operator. On the
one hand, if both P and Q can execute some synchronising actions a∗ in P ‖pS Q,
then the composed system can execute some actions a∗: the probability of each
action a∗ executable by P ‖pS Q is the product of the probabilities of the two
actions a∗ (one of P and one of Q) that are involved in the synchronisation.
On the other hand, as also explained in the previous section, when considering
P ‖pS Q we must pay attention to the computation of the probability distribution
of its generative actions, whose overall probability must sum up to 1. To this aim,
in semantics rules we employ the function νP (GS,Q) : P(AType ∪ {τ}) −→]0, 1],
which computes the sum of the probabilities of the generative transitions of
P (executable by P ‖pS Q) whose type belongs to set GS,Q ⊆ AType ∪ {τ}. In

particular, set GS,Q = {a ∈ AType ∪ {τ} | a �∈ S ∨ (a ∈ S ∧ Q
a∗−−−→ )} contains

the action types not belonging to the synchronisation set S and the action types
belonging to S for which an input action of Q can be performed. Hence, νP (GS,Q)
computes the aggregate probability of the generative transitions of P that can
be executed by P ‖pS Q and can be used to normalise the probabilities of the
generative transitions of P .

Finally, note that the tables omit the rules for the restriction operator. This
is because it can be easily derived from the parallel operator. Indeed, we have
that P\L corresponds to process P ‖L 0.

Since the security model we are going to present is based on the semantics of
processes (i.e., the security check considers the program behaviour), we need an
equivalence relation allowing for a comparison among the observable behaviours
of different systems. To this aim, we resort to a probabilistic variant of the
weak bisimulation [BH97], which abstracts away from τ actions and is able to
identify deadlock. More precisely, such a relation, termed ≈PB, is a probabilistic
extension of the nondeterministic weak bisimulation (≈B) of [Mil89]. In essence,
≈PB replaces the classical weak transitions of ≈B by the probability of reaching
classes of equivalent states. The notion of weak probabilistic bisimulation is based
on the following definitions (for more details, see [ABG03]). We use a function
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Table 3. Operational semantics (part I)

π.P
π,1

−−−→ P

P
a∗,q

−−−→ P ′ Q
a∗−−−→

P +p Q
a∗,p·q
−−−→ P ′

P
a∗,q

−−−→ P ′ Q
a∗−−−→/

P +p Q
a∗,q

−−−→ P ′

P
a,q

−−−→ P ′ Q
GAct

−−−→

P +p Q
a,p·q

−−−→ P ′

P
a,q

−−−→ P ′ Q
GAct

−−−→/

P +p Q
a,q

−−−→ P ′

P
a∗,q

−−−→ P ′ P
GAct

−−−→

P/p
a

τ,p·q
−−−→ P ′/p

a

P
a∗,q

−−−→ P ′ P
GAct

−−−→/

P/p
a

τ,q

−−−→ P ′/p
a

P
b∗,q

−−−→ P ′

P/p
a

b∗,q

−−−→ P ′/p
a

a 
= b

P
b,q

−−−→ P ′ P
a∗−−−→

P/p
a

b,(1−p)·q
−−−−−−−−→ P ′/p

a

a 
= b
P

a,q

−−−→ P ′ P
a∗−−−→

P/p
a

τ,(1−p)·q
−−−−−−−−→ P ′/p

a

P
b,q

−−−→ P ′ P
a∗−−−→/

P/p
a

b,q

−−−→ P ′/p
a

a 
= b
P

a,q
−−−→ P ′ P

a∗−−−→/

P/p
a

τ,q

−−−→ P ′/p
a

P
π,q

−−−→ P ′

A
π,q

−−−→ P ′
if A

Δ= P

Prob such that Prob(P, a∗, C) denotes the aggregate probability of going from
P to a term in the class (of equivalent terms) C by executing an action a∗.
Moreover, Prob(P, τ∗a, C) expresses the aggregate probability of going from P
to a term in the equivalence class C via sequences of the form τ∗a (if a �= τ) or
τ∗ (if a = τ). Formally:

Prob(P, τ∗a, C) =⎧⎨
⎩

1 if a = τ ∧ P ∈ C∑
Q∈G Prob(P, τ, Q) · Prob(Q, τ∗, C) if a = τ ∧ P �∈ C∑
Q∈G Prob(P, τ, Q) · Prob(Q, τ∗a, C) + Prob(P, a, C) if a �= τ.

Definition 6. An equivalence relation R ⊆ G × G is a weak probabilistic bisim-
ulation if and only if, whenever (P, Q) ∈ R, then for all C ∈ G/R:

– Prob(P, τ∗a, C) = Prob(Q, τ∗a, C) ∀a ∈ GAct
– Prob(P, a∗, C) = Prob(Q, a∗, C) ∀a∗ ∈ RAct .
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Table 4. Operational semantics (part II)

P
a∗,q

−−−→ P ′ Q
a∗−−−→

P ‖p
S Q

a∗,p·q
−−−→ P ′ ‖p

S Q
a 
∈ S

P
a∗,q

−−−→ P ′ Q
a∗−−−→/

P ‖p
S Q

a∗,q
−−−→ P ′ ‖p

S Q
a 
∈ S

P
a∗,q

−−−→ P ′ Q
a∗,q′
−−−→ Q′

P ‖p
S Q

a∗,q·q′
−−−→ P ′ ‖p

S Q′
a ∈ S

P
a,q

−−−→ P ′ Q
GS,P

−−−→

P ‖p
S Q

a,p·q/νP (GS,Q)
−−−−−−−−−−−−−→ P ′ ‖p

S Q

a 
∈ S

P
a,q

−−−→ P ′ Q
GS,P

−−−→/

P ‖p
S Q

a,q/νP (GS,Q)
−−−−−−−−−−−−−→ P ′ ‖p

S Q

a 
∈ S

P
a,q

−−−→ P ′ Q
a∗,q′
−−−→ Q′ Q

GS,P

−−−→

P ‖p
S Q

a,p·q′·q/νP (GS,Q)
−−−−−−−−−−−−−→ P ′ ‖p

S Q′
a ∈ S

P
a,q

−−−→ P ′ Q
a∗,q′
−−−→ Q′ Q

GS,P

−−−→/

P ‖p
S Q

a,q′·q/νP (GS,Q)
−−−−−−−−−−−−−→ P ′ ‖p

S Q′
a ∈ S

Two terms P, Q ∈ G are weakly probabilistically bisimulation equivalent,
denoted P ≈PB Q, if there exists a weak probabilistic bisimulation R containing
the pair (P, Q).

Note that such a definition requires two equivalent terms to be strongly
equivalent in case of reactive actions and weakly equivalent in case of generative
actions. This is because τ is a generative action, therefore the computation of
the probability of executing a mixed trace of generative/reactive actions (like,
e.g., τ∗a∗) does not actually make sense.

Example 11. Consider the processes P
Δ= a +

1
2 b and Q

Δ= τ.Q +
1
3 (a +

1
2 b),

which, from an external observer viewpoint, behave the same since they execute
either an output action a or an output action b with equal probabilities. We now
want to formally verify such an intuition, i.e. we show that P and Q are weakly
probabilistically bisimulation equivalent. Let R be the relation that considers
the classes {C, [0]}, where C = {P, Q} and [0] = {0}. The only interesting case
is given by Prob(P, τ∗π, [0]) = 1

2 , where π ∈ {a, b}. In order to compute the
probability Prob(Q, τ∗π, [0]) we must consider that Q can execute an arbitrary
number of times the action τ before reaching state 0 via an action a (b). To this
aim, we redistribute the probability 1

3 associated with the outgoing internal tran-
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sition of Q among the other outgoing transitions of Q. Formally, by applying the
definition of function Prob, we obtain Prob(Q, τ∗a, [0]) = 1

3 ·Prob(Q, τ∗a, [0])+ 1
3 ,

from which we derive Prob(Q, τ∗a, [0]) = 1
2 (similarly for b). Hence, R is a weak

probabilistic bisimulation and P ≈PB Q.

3.3 Probabilistic Noninterference

Probabilistic noninterference extends the classical, possibilistic definition of non-
interference by providing the means for:

1. capturing those covert channels that are not observable in a purely nonde-
terministic setting, and

2. measuring the information leakage in terms of probability of observing the
related covert channel.

In this section, we show how to formalise probabilistic noninterference in
our process algebraic framework, while in the next one we extend the same
approach in order to deal with the problem of giving a quantitative estimation
of the information leakage.

As usual in security models, in our process algebraic framework we distin-
guish among high-level visible actions and low-level visible actions by defining
two disjoint sets ATypeH of high-level types and ATypeL of low-level types, which
form a covering of AType, such that the output action a and the input action
a∗ are high- (low-) level actions if a ∈ ATypeH (a ∈ ATypeL). Usually, we use
l, l′, . . . to denote low-level types and h, h′, . . . to denote high-level types. Then,
in such a setting, we provide a semantics-based approach to noninterference, i.e.,
an approach where different program behaviours are compared to analyse a se-
curity property. Roughly, we derive two models from the algebraic specification
of the system at hand, and then check the semantic equivalence between such
derived models. On the one hand, the definition of semantic equivalence between
processes is based on the weak probabilistic bisimulation equivalence ≈PB. On
the other hand, the choice of the sub-models to be compared depends on the def-
inition of the security property. Here, we consider the noninterference property
of [Ald01,ABG03], which in turn is the probabilistic version of the Strong Nonde-
terministic Noninterference property proposed in [FG95] to express the classical
noninterference idea of [GM82]. In essence, in order to detect potential high-level
interferences, we compare the low-level behaviours of the system model P that
can be observed in two different scenarios differing in the high-level behaviours
only. In the former scenario, P is isolated from the high-level environment, so
that all its high-level interactions are prevented, while in the latter scenario, P
interacts with any high-level user that enables all the high-level actions of P .

The definition of Probabilistic Noninterference, here termed PNI , is as fol-
lows. For the sake of conciseness, we denote with hP

1 , . . . , hP
n the sequence (in

alphabetic order) of high-level types that syntactically occur in the action prefix
operators within P .

Definition 7. P ∈ PNI ⇔ P\ATypeH ≈PB P/p1

hP
1

. . . /pn

hP
n
∀p1, . . . , pn ∈]0, 1[.
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Such a formulation also defines the particular class of adversaries (high-level
users) with respect to which the probabilistic noninterference property is param-
eterised. Formally, according to the PNI definition, we can argue as follows.

On the one hand, P\ATypeH expresses the low-level view of the system in
isolation (without high-level interactions with the environment), since all the
high-level actions are prevented.

On the other hand, P/p1

hP
1

. . . /pn

hP
n
∀p1, . . . , pn ∈]0, 1[, where all the high-level

actions are hidden, expresses the low-level view of P in case all the high-level in-
teractions with the environment are enabled. In this formula, the hiding operator
models the behaviour of any high-level user H that allows all the high-level ac-
tions enabled by P to be executed. More precisely, H allows the high-level output
actions of P (turned into internal τ actions) to be executed with the probability
distribution chosen by P itself. On the other hand, H allows the high-level input
actions of P (turned into internal τ actions) to be executed with a probability
distribution chosen by H itself according to parameters p1, . . . , pn.

The class of attackers considered by the PNI property, here called APNI ,
contains active and memoryless high-level users. More precisely, they are active
as they can affect the probabilistic behaviour of the system activities, and they
are memoryless as they cannot alter their behaviour depending on the previous
history. In particular, as stated by the hiding operators, the probability distri-
butions for the high-level inputs are chosen a priori and do not change during
the system execution.
Example 12. Consider a program that writes a low-level variable in two possible
ways, only one being legal, and represented by the following system:

P
Δ= τ . (copy secret PIN +0.001 copy random value) +p

high . (copy secret PIN +0.5 copy random value).

If the high-level user interacts with the system (such a communication is mod-
eled by the execution of the high-level action high), then the program assigns to
the public variable either a confidential value (low-level action copy secret PIN )
with probability 0.5 or a random value (low-level action copy random value)
with equal probability 0.5. On the other hand, if the high-level user does not
interfere, then the program performs an internal activity that leads to the execu-
tion of the illegal assignment with a negligible probability. The choice between
the interaction with the high-level user and the internal action is left to the
system, which performs it according to parameter p.

A nondeterministic approach to noninterference2 does not reveal any covert
channel. This is because independently of the high-level behaviour, the low-
level view of the system is always the same. However, if an external observer
considers the outcomes of repeated executions of the system, then the rela-
tive frequency of such outcomes reveals the high-level interference. Formally,
we have that P\ATypeH and P/ATypeH are not weakly probabilistically bisim-
ulation equivalent. For instance, we have that P\ATypeH performs the action
2 [Ald02,ABG03] rephrase the approach of [FG95] in a nondeterministic simplification

of our process algebra, thus obtaining the same security property taxonomy.
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copy secret PIN (preceded by an invisible transition) with probability 0.001,
while P/ATypeH executes the same observable action (preceded by an invisible
transition) with probability p · 0.001 + (1− p) · 0.5. Therefore, the PNI property
is more than enough to capture the probabilistic covert channel described above.

3.4 Approximate Noninterference

In this section, we show how the knowledge about the probabilistic behaviour of
a system may help the modeler to give a quantitative estimation of each informa-
tion leakage, thus overcoming the qualitative view according to which a system
is or is not secure. More precisely, given a covert channel that is responsible for
an illegal information flow (which, e.g., could be revealed also in the possibilistic
setting), we can evaluate the effectiveness of such a covert channel, by measuring
the probability for an external observer of detecting it.

From a practical standpoint, a quantitative (probabilistic) approach to infor-
mation flow analysis is useful for the verification of the security level of systems
for which probabilities play an important role. For instance, many problems
can be solved by using deterministic algorithms that turn out to be secure and
require exponential time. On the other hand, probabilistic algorithms are of-
ten implemented that solve the same problems in polynomial time (see, e.g.,
[CKV00,MR99]). In such a case, the price to pay for a computational gain is the
possibility for the observer of detecting an illegal information flow. Because of
such a possibility, a probabilistic algorithm cannot be secure in case we limit the
information flow analysis to the nondeterministic case. Instead, if we resort to
a probabilistic approach, we can formally prove that the same algorithm has an
illegal information flow, which, however, occurs with probability close to 0 (see,
e.g., [AG02]). Based on these considerations, we need a quantitative approach
in order to estimate the difference between the non-secure system and a secure
one.

In our process algebraic setting, we may try to analyse the labeled transition
system underlying an algebraic specification, in order to compute the probability
that an information flow (from high level to low level) really happens. Unfortu-
nately, a solution to such a problem cannot be provided if the verification of the
security properties depends on a behavioural equivalence relation like the weak
probabilistic bisimulation considered in the previous sections. This is because
any equivalence relation states whether or not two given transition systems be-
have exactly the same. From a security standpoint, such an approach simply
provides a binary answer: the system suffers or does not suffer an information
leakage. Hence, small fluctuations in the system behaviour cannot be tolerated.
Instead, we need a relaxed relation, which cannot be an equivalence relation,
allowing for similar processes to be related, where the term similar stands for
“behave almost the same up to small fluctuations”.

On the basis of the considerations above, we now introduce a quantitative
notion of behavioural similarity for deciding if two probabilistic processes are
confined or, more precisely, for measuring the distance between probabilistic
transition systems.
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Formally, we now introduce the definition of weak probabilistic bisimulation
with ε-precision, which is a relaxed version of the weak probabilistic bisimulation
≈PB presented in Section 3.2.

Definition 8. A relation R ⊆ G × G is a weak probabilistic bisimulation with
ε-precision, where ε ∈ ]0, 1[ , if and only if, whenever (P, Q) ∈ R, then for all
C ∈ G/R :

– |Prob(P, τ∗a, C)− Prob(Q, τ∗a, C) | ≤ ε ∀a ∈ GAct
– |Prob(P, a∗, C)− Prob(Q, a∗, C) | ≤ ε ∀a∗ ∈ RAct .

We use the abbreviation P ≈PBε Q to denote that there exists a weak proba-
bilistic bisimulation with ε-precision R containing the pair (P, Q); alternatively,
we say that P (Q) is a ε-perturbation of Q (P ). Note that ≈PBε is not a tran-
sitive relation and, therefore, it cannot be an equivalence relation.

Example 13. Let us consider the fully specified transition systems depicted in
Figure 9, which enable generative transitions only. It is easy to see that they
cannot be weakly probabilistically bisimulation equivalent according to the def-
inition of ≈PB . Indeed, we have that s2 and s4 belong to the same equivalence
class, while s0, s1, and s3 are in three separate classes, since they have different
probabilities of reaching the class [0] of the null term by executing the sequence
τ∗a (τ∗b). However, we can observe that the observable behaviours of such sys-
tems are almost the same up to a perturbation ε. More formally, if we tolerate
a distance at most equal to ε, we can define a relation that is a weak probabilis-
tic bisimulation with ε-precision as follows. First, we immediately obtain that s1
and s2 (s4) are similar, i.e. they belong to the same class C. For the same reason,
we have that s0 is in C, since Prob(s0, τ

∗a, [0]) = 1
2 · (

1
2 + ε)+ 1

4 = 1
2 + 1

2 · ε (sim-
ilarly, for b we obtain 1

2 −
1
2 · ε). Finally, s3 is in C too, since Prob(s3, τ

∗a, [0]) =
ε+ 1

2 · (1− ε) = 1
2 + 1

2 · ε and Prob(s3, τ
∗b, [0]) = 1

2 · (1− ε) = 1
2 −

1
2 · ε. Therefore,

we have obtained a weak probabilistic bisimulation with ε-precision including
the pair (s0, s3), i.e. the two transition systems are a ε-perturbation of the same
system.
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Fig. 9. Example of weak probabilistic bisimulation with ε-precision
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3.5 Approximating PNI

The similarity relation can be used to approximate the noninterference property
by simply replacing the equivalence relation in its formulation with such a sim-
ilarity relation. In essence, instead of qualitatively asserting whether or not two
sub-models of the system are equivalent, we just look at how much they differ.
Since the sub-models to be compared express the low-level behaviour in case
the system is isolated from the high environment and the low-level behaviour in
case the system interacts with high users, respectively, an approximated nonin-
terference property quantitatively states the capacity of a low-level observer of
guessing the high environment behaviour by observing the system execution.

In our setting, the definition of process similarity is not parametric with re-
spect to a specific set of adversaries (admissible spies, as termed in Section 2.4).
Instead, the given security property is parameterised by a particular class of
adversaries. Hence, security strictly depends on the definition of the property.
In particular, here we show what happens when approximating the PNI prop-
erty, which, as we have seen, is parameterised with respect to a particular class
APNI of adversaries. In particular, if we replace in the definition of PNI the
weak probabilistic bisimulation with the weak probabilistic bisimulation with
ε-precision, we obtain a relaxed property that states if the behaviour of P in
isolation is close (according to the distance ε) to that observed when P interacts
with anyone of the high-level users in APNI .

Example 14. Consider the system of Figure 10:

P
Δ= h.l′.0 +p τ.(l.0 +q h.l.0)

where it can be observed that:

– the left-hand component, which is chosen with probability p, is clearly non-
secure, since the execution of the action l′ reveals to the low-level observer
that the action h occurred;

– the right-hand component, which is chosen with probability 1− p, is secure,
since independently of the (probabilistic) high behaviour a low-level observer
always sees the action l with probability 1.

We point out that the probabilistic information is not necessary to capture a
covert channel in P , which is easily revealed as a “1-bit covert channel” by the
nondeterministic counterpart of the PNI property [ABG03]. In other words, the
probabilistic information described in P is not responsible for the information
leakage. In spite of this, such an information turns out to be useful to analyse
the security level of P . Indeed, the observation of the frequency of the possible
outcomes of repeated executions of the system reveals that the behaviour of P
is secure with probability 1−p and discloses an unwanted information flow with
probability p. In practice, after a certain number, let us say n, of experiments
during which the high-level user interacts with P , it turns out that the mean
number of l′ that have occurred is n · p, while the mean number of l that have
occurred is n · (1− p). Instead, after n experiments during which the high-level
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Fig. 10. Example of probabilistic information flow

user does not interact with P , it turns out that the number of l that have
occurred is n. Obviously, by observing the relative frequencies “on the long run”
of the observable results, we have that P\ATypeH and P/ATypeH will differ by
exactly a factor p. That means if an external observer executes the system (under
one of the two scenarios) “infinitely often”, then it can determine whether or
not the high-level user was interfering. However, in a realistic scenario, after a
finite number n of experiments and in case p is a value very close to 0, it is
very hard for an external observer to understand whether or not the system was
interacting with the high-level user. In such a case, the covert channel occurs
with a negligible probability and P may be considered as a good approximation
of a secure system.

The standard interpretation of probabilities as relative frequencies also helps
to give an estimation of the covert channel capacity. Indeed, if we assume, e.g.,
that the system above is executed n times per week, then we can conclude that
such a system suffers an information leakage equal to n · p bits per week, since
that is (on average) the number of experiments that reveals the high-level user
behaviour.

Now, we formally show how the weak probabilistic bisimulation with ε-
precision is able to determine the security level of P . According to the PNI
definition, we have P\ATypeH �≈PB P/ATypeH . However, P\ATypeH is a p-
perturbation of P/ATypeH , since P\ATypeH ≈PB τ.l.0 ≈PB τ.(l.0 +q τ.l.0)
≈PBp τ.l′.0 +p τ.(l.0 +q τ.l.0) ≈PB P/ATypeH . Therefore, the system can be
considered secure enough as p tends to the value 0. Note that, according to the
definition of weak probabilistic bisimulation with ε-precision, if p is less than the
threshold ε, then the subsystem P ′ reached from P/ATypeH by executing the
hidden high-level action h is simply disregarded, since it expresses a behaviour
of the system reachable with a negligible probability. Therefore P ′ is not to be
related with any corresponding behaviour of the system P\ATypeH .

Example 15. As another example, consider the following probabilistic process:

P
Δ= (l.0 +p l.l′.0) +q l.h.l′.0.

It is easy to see that P is not PNI secure. Formally, let us denote by C1
the equivalence class of the null term 0 and by C2 the equivalence class of
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term l′.0. On the one hand, we have Prob(P\ATypeH , τ∗l, C1) = q · p + 1 −
q and Prob(P\ATypeH , τ∗l, C2) = q · (1 − p). On the other hand, we have
Prob(P/ATypeH , τ∗l, C1) = q · p and Prob(P/ATypeH , τ∗l, C2) = 1 − q · p.
Therefore, |Prob(P\ATypeH , τ∗l, C1) − Prob(P/ATypeH , τ∗l, C1)| = 1 − q =
|Prob(P\ATypeH , τ∗l, C2) − Prob(P/ATypeH , τ∗l, C2)|, from which we derive
that (i) process P does not satisfy the PNI property, and (ii) P\ATypeH ≈PBε

P/ATypeH if q ≥ 1 − ε. Intuitively, if q is close to 1, then the low view of P ,
with or without the interaction with the high-level user, changes according to
a small ε-fluctuation. While on the long run such a difference can be precisely
identified, for a finite number of experiments P\ATypeH and P/ATypeH turn
out to behave almost the same. That means if we observe the low-level outcome
of repeated executions of the system we are not able to notice the behaviour of
the high-level user, since the high interference changes the frequency associated
with each possible low-level outcome according to small, negligible fluctuations.

3.6 Statistical Interpretation

In a realistic scenario, an external observer makes a guess about the high environ-
ment behaviour after a certain number of tests (system executions). That means
we need a formal way to measure the difference (by a finite number of experi-
ments) between the low view of P in isolation, modeled by process P\ATypeH ,
and the low view of P interacting with any high user in APNI , expressed by
process P/p1

hP
1

. . . /pn

hP
n

for any sequence of probabilities p1, . . . , pn ∈]0, 1[. The
capability of the observer of revealing the difference between such processes ex-
presses a measure of the effectiveness of the covert channel from high level to
low level.

As an expected result, we can rephrase in our setting the same approach
described in Section 2.5 to evaluate the confidence we can have in our hypothesis
about the identity of a process after a finite number of experiments. We omit
the technical part concerning the statistical methods behind such an approach
(see Section 2.5) and we directly proceed with some clarifying examples.

Example 16. Consider the system:

P
Δ= h∗.(l.0 +

2
3 l′.0) + (l.0 +

7
12 l′.0) such that

P\ATypeH ≈PB (l.0 +
7
12 l′.0) and

P/p
h ≈PB τ.(l.0 +

2
3 l′.0) +p (l.0 +

7
12 l′.0).

According to the low view of the system in isolation, expressed by term
P\ATypeH , a low-level observer sees the action l with probability 7

12 and the
action l′ with probability 5

12 . On the other hand, if P interacts with a high-level
user that synchronises with the reactive action h∗ with probability p, then the
low view of the system changes. In particular, a low-level observer sees the action
l with probability 7

12 + 1
12 · p and the action l′ with probability 5

12 −
1
12 · p. That

means for p ∈]0, 1[ the probability of observing the action l varies in the range
] 7
12 , 2

3 [ and the probability of observing the action l′ is in the range ]13 , 5
12 [. As
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a consequence, it turns out that P/p
h is a 1

12−perturbation of P\ATypeH for
all p ∈]0, 1[. Formally, it is easy to verify that P\ATypeH ≈PB 1

12
P/p

h, for all
p ∈]0, 1[.

An external low-level observer tries to distinguish the case in which P is
isolated from the high environment from the case in which P interacts with
a high-level user. To this purpose, he observes the relative frequencies of the
low-level outcomes that derive from repeated executions of the system. After
a number n of experiments, he formulates a hypothesis about the scenario in
which P has been executed. The confidence he can have in such a hypothesis
can be determined as reported in Section 2.5. In particular, we know that an
upper bound for the distance between processes P\ATypeH and P/p

h is ε = 1
12 .

If we consider the scenario in which P is isolated from the high environment and
we concentrate on the low-level outcome l (whose probability is equal to 7

12 ), we
obtain the same results shown in Example 8. More precisely, if we assume n = 9,
we have that the hypothesis formulated by the low-level observer will be right
with an about 60% chance, while for n = 144 it will be correct with about 85%.

Example 17. Now, let us consider again the same process P of Example 15. We
want to estimate the confidence an external observer can have in a hypothesis
about the high environment behaviour after a finite number n of experiments. To
this purpose, let us assume p = 0.5 and q = 0.99. Such a scenario expresses the
fact that the two possible behaviours (i.e. the single output l and the sequence
l.l′) are chosen by the system with equal probabilities except for a small fluctua-
tion due to scarce interferences by the high-level user. Formally, in P\ATypeH the
probability of observing the sequence l.l′ is equal to 0.495, while in P/ATypeH
such a probability is equal to 0.505. Symmetrically, we can compute the prob-
ability of observing a single l, which is equal to 0.505 for P\ATypeH and equal
to 0.495 for P/ATypeH . According to what we have shown in Example 15, the
distance between such processes is ε = 0.01. Now, we assume that the high-
level user is interacting with the system and we concentrate on the sequence of
events l.l′. The probability P for an external low-level observer to identify the
correct high environment behaviour depends on the number n of experiments.
In particular, for n = 10 we have (cf. Section 2.5):

a0(10) =
10 · 0.01

2
1√

10 · 0.505 · 0.495
≈ 0.03

and

P = 1−
∫ ∞

0.03
exp

(
−x2

2

)
≈ 0.512

Hence, for 10 tests the hypothesis that the observer formulates will be right
with about 51%. Note that the probability of the best blind guess the observer
can make is exactly 50%. We also emphasise that if we want such a probability
to reach about 90%, then the external observer should execute about 16640
experiments.
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3.7 The ATM Example

We present a simple but real example showing the need for a quantitative es-
timation of illegal information flows. In particular, we consider an Automatic
Teller Machine (ATM), which gives cash if and only if the client inserts the
unique, correct PIN number i (of m possible PINs) within a fixed number, say
n, of attempts, after which the ATM retires the card:

ATM k
Δ= insPIN i∗ .cash.ATM 1 +

∑m
j=1,j �=i insPIN j∗ .fail .ATM k+1 0 < k < n

ATM n
Δ= insPIN i∗ .cash.ATM 1 +

∑m
j=1,j �=i insPIN j∗ .retire.ATM 1

An attacker that is in possession of the card (but not of the PIN) may try to
illegally withdraw cash:

Spy Δ= insPIN 1.Spy ′ +p1 (insPIN 2.Spy ′ +p2 . . .)
Spy ′ Δ= cash∗.spend .0 + fail∗.Spy + retire∗.flee.0

We can assume that cash is the unique low-level action, since it expresses the
tangible proof that a dishonest spy withdrew cash, while all the other events are
considered to be high-level actions. If we take the composed system

ATMSys Δ= ATM 1 ‖{cash,retire,fail,insPIN i, i=1,...,m} Spy

and check the nondeterministic counterpart of PNI [ABG03], we observe that the
system is clearly non-secure. Indeed, if we hide the high-level actions, expressing
the fact that the attacker interacts with the machine, then the action cash is
observable. On the contrary, if we purge the system of the high-level actions,
modeling the lack of any interaction between the machine and the attacker,
then the action cash is not executable. Obviously, a purely nondeterministic
approach captures the fact that an illegal behaviour can be observed in case the
spy guesses the right PIN. In a realistic scenario, such an event is possible but
negligible. For instance, assume that for any attempt the spy randomly samples a
PIN value according to a uniform distribution, and take two realistic parameters,
i.e. m = 100000 and n = 3. Then, denoted C the equivalence class of the null
term, we have that Prob(ATMSys/ATypeH , τ∗cash, C) ≈ 0.00003. Formally, if
we employ the weak probabilistic bisimulation with ε-precision (ε = 0.00003),
then the system turns out to satisfy the approximated PNI property. This is
because the probability of observing the illegal cash leakage is considered to be
negligible.

4 Related Work and Conclusion

In this paper, we surveyed two techniques for approximating noninterference
properties, thus enriching the intuition behind the definition of probabilistic
noninterference, which appeared in the literature to overcome the limitations
of classical possibilistic approaches to information flow analysis. Initially, a for-
mulation of probabilistic covert channel was proposed in [McL90,Gra90], and
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later on in [Gra92] and in [GS92,SG95]. More recently, in [SS00] the same intu-
ition has been rephrased in the setting of an imperative language with dynamic
thread creation, where, as a novelty, a probabilistic notion of bisimulation is
used to formalise a security condition. In [Smi01], a type system is presented
that aims to ensure secure information flow in a simple multi threaded imper-
ative programming language running under a uniform probabilistic scheduler.
The same author also employs a definition of weak probabilistic bisimulation
(inspired by [BH97]) in [Smi03].

In the first approach presented in this paper we have concentrated on a
notion of observable behaviour for programs in the PCCP language, which cor-
responds to the probabilistic input/output observables. These can be described
by probability distributions on the underlying space of constraints, and we used
a vector norm to measure their similarity. By considering the observables of two
processes executed in the context of a spy we were then able to measure their
confinement. Different analyses can be constructed depending on the type of at-
tacks we consider. For example, in [DHW03b,DHW02b] a control-flow analysis
for the confinement property is presented which refers to internal attacks. This
is the case where the attacker is part of the observed system and is therefore
subject to the same scheduler as the host system. In another context one might
be interested in external attacks, where the attacker is only allowed to observe
the system from the outside and is thus scheduled in a different way, or one
might impose other restrictions on the way a spy may observe the agents in
question. In [DHW02a], an analysis is presented for the case of external attacks,
which exploits information about the average store of an agent in some specified
number of steps (the observation time).

In the second approach we described, the notion of observable behaviour
for processes is formalised in the process algebraic calculus of [BA03], whose
semantics is given in terms of a probabilistic version of the weak bisimulation
equivalence [BH97]. In this setting, we have shown that the robustness of a
system against a specified class of attackers (as defined by the probabilistic non-
interference property) can be checked by following the same approach introduced
in [FG95] in a purely nondeterministic framework. Along this line, in [ABG03]
a complete taxonomy of probabilistic security properties is described. The ex-
pressiveness of the probabilistic process algebra and of the particular model of
probability we adopted allow us to model and analyse real, complex systems. For
example, in [AG02], a case study shows the adequacy of such an approach for
analysing the security level (under any probabilistic adversary) of a probabilistic
cryptographic protocol [MR99] implemented to achieve a fairness property.

In the literature, several papers propose a formal definition of approximated
bisimilarity. For example, in [vBW01,DGJP99] different pseudometrics are in-
troduced that quantify the similarity of the behavior of probabilistic transition
systems that are not bisimilar. In particular, in [DGJP99] the authors consider a
metric on partial labeled Markov chains, which are a generalization of the fully
specified transition systems described in Sect. 3, in that for each state the sum
of the probabilities of the outgoing transitions, if there are any, is less than (or
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equal to) 1, while in our case such a sum always sums up to 1. Moreover, they
extend the same approach to the weak bisimulation case in [DGJP02]. With re-
spect to the notion of approximated weak probabilistic bisimulation ≈PBε, the
approximated equality introduced in [DGJP02] is compositional. On the other
hand, ≈PBε allows systems that can have largely different possible behaviours
to be related under the condition that such behaviours are observable with a
negligible probability. Another approach to the approximation of bisimilarity
has been recently proposed in [DHW03c,DHW03a], which extends the approach
presented in this paper to probabilistic transition systems and is based on the
definition of bisimulation via a linear operator and the use of an operator norm
for measuring noninterference.
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Abstract. Key Establishment is one of the most intriguing, fascinating
and deeply studied problems in Cryptography. In this paper we propose a
brief excursus among ideas and techniques that during the last years have
been applied in a variety of settings, in order to design suitable and often
mathematically delightful protocols to solve this issue. The presentation
uses a very simple language: it is basically an introduction to the subject.
Hopefully, it is even self-contained. Formal proofs and details are omitted,
but the interested reader can find them in the referred papers.

1 Introduction

Cryptography is currently spreadly used to protect digital communication and
information processing. All the applications belonging to the so-called electronic
commerce area and many information services offered by public or private orga-
nizations, are possible by the shrewd and refined use of cryptographic techniques.
Roughly speaking, we could say that there is a visible digital world that most
people experience every day, for example by using their personal computers at
home for surfing the Internet, for accessing their bank accounts, or for buying
goods from digital portals, which is built upon an underlying hidden world that
exists to ensure that “everything goes fine” in the visible one. This hidden world
is the world of Cryptography, an important aspect of which is the subject of
these pages.

Around twenty years ago, people started foreseeing the large spectrum of
possibilities for Cryptography1: indeed, the diffusion of public communication
networks provides a very powerful media to exchange data, in order to solve
common problems. Unfortunately, as long as users need to communicate to per-
form joint operations, several reasons can drive some of them to misbehaviors
and unpredictable actions. Just to exemplify, if the community of users runs
a digital protocol for the election of their representatives, it is not unrealistic
to assume that some users can try either to falsify the result of the election
or to find out for which candidate has voted a certain user. Therefore, some
countermeasures must be taken.
1 The newcomers to Cryptography are strongly encouraged to read Rivest’s survey

[106] and, for recent and future prospectives, Maurer’s survey [92].
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To get the picture, Cryptography can be described as a collection of ideas and
techniques enabling the community of users to complete common tasks in such
a way that misbehaviors from some of them are harmless. Basically, this goal
is obtained by means of a knowledge-gap between users who wish to perform
a certain task and users who, for several reasons, can decide to misbehave in
arbitrary ways. Such gap assumes the form of secret information, referred to as
keys, held by some honest users but not by dishonest ones.

The main question that comes up and we are going to investigate in the
following pages is how can be established keys among groups of users of a network
who wish to perform computations in a secure way.

1.1 Alice, Bob and the Secret Place

The first people that we meet in our excursus are Alice and Bob: every student
who has given a look at a book on Cryptography in his life has surely met them
at least once. The setting in which they belong to is the following: Alice and Bob
need to privately communicate but they only share a public channel. Therefore,
a third (bad) guy, Eve, could eavesdrop the communication. Hence, they decide
to encrypt the messages they send to each other in order to be protected against
Eve. Loosely speaking, an encryption scheme is a family of pairs of rules

{(Ek(), Dk())}k∈K

where Ek() enables Alice to encrypt the messages she wishes to send to Bob,
while Dk() enables Bob to decrypt the encrypted messages received by Alice.
More precisely, Alice computes and sends c = Ek(m), where m is the message
she would like Bob receives, and Bob computes m = Dk(c) = Dk(Ek(m)),
and vice versa. Such process works if for each possible message m it results
m = Dk(Ek(m)) (i.e., Dk() is the inverse rule for Ek()). Alice and Bob choose
the pair they want to use to protect the privacy of their communication by
choosing a value of k ∈ K, referred to as the secret key. K is the set of all
possible secret keys.

For example, Alice and Bob can decide that the encryption rule consists of
substituting every letter of the message with the one that follows in the alphabet,
on which the message is defined, by 3 positions in cyclic order. Symmetrically, the
decryption rule requires that every letter of the encrypted message is substituted
by the letter 3 positions backwards in the alphabet. The secret key in this case
is given by the number 3. Eve can even know that they encrypt and decrypt
their communication by substituting the letters of the message with others of
the same alphabet at a certain fixed distance, but since she does not know the
value of this distance, she cannot decrypt any message.

Apart the security issue of the above strategy, historically used and known
as the Caesar’s Cipher [77], what is important in our investigation is: how do
they fix a value for the secret key? To get started, we can say that they have a
meeting in a secret place. It could seem trivial but it is what people have done
for roughly two thousand years and in several settings they still do. As we will
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see in the following, in many protocols, the so called set up phases, in which
users get secret information, are the equivalent of the old meeting in a secret
place.

From an historical point of view, it is not known neither if Alice and Bob
have lived somewhere nor if they have ever had the need to privately communi-
cate on a public channel: but for sure, they live in the cryptographic language
and the problem they are presumed to manage is really one of the first that
people have tried to solve with several techniques. About Eve, her identity is
still more doubtful: sometimes she is called Oscar, sometimes Opponent, some
others is called simply Adversary, but she/he does seem to exist, at least to
justify Cryptography!

1.2 Keys in Cryptography

As we were saying before, keys, secret pieces of information belonging to a cer-
tain set, constitute the knowledge gap held by a group of users with respect to
adversaries, by means of which the group can perform tasks in a secure way, like
privately communicate. For example, the value of k that Alice and Bob choose
in order to define a pair (Ek(), Dk()) among the set {(Ek(), Dk())}k∈K is the
knowledge gap that protects them against Eve.

To give an idea, some settings in which keys are used are:

– Point-to-point private communications. This is the setting we have consid-
ered before: two users, Alice and Bob, wish to privately communicate over a
public channel. They use a secret key to encrypt and decrypt the messages
they send to each other.

– Multicast communications and conferencing. Many users are involved in a
private communication. This setting generalizes in several ways the previous
one: it embraces private group communications, as well as multicast and
broadcast communications, where a single source sends information to a
certain subset of recipients, which changes from time to time.

– Entity and Data Authentication. Keys are used in protocols enabling one
party to prove to another party his identity, i.e., the other party is convinced
that the person that is speaking is the real one and not an adversary, or to
guarantee the authenticity of a certain source of information.

– Information Integrity Check. Many cryptographic primitives, designed to
check the integrity of information transmitted over insecure channels or
stored in unreliable/breakable memories, use secret keys.

Moreover, keys can be classified according to their usage, life-time, and other
features. Without going into details at the moment, keys can be:

– Secret keys. Used by users in symmetric cryptosystems and, more generally,
with cryptographic primitives requiring one key.

– Public keys. Public known keys, usable by all the users of a network with a
public key cryptosystem or a digital signature scheme.
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– Private keys. The corresponding key of a certain public one, held and usable
by a single user in a public key system, in order to decrypt or sign messages.

– Session keys. Used for a short period of time.
– Master or Long Term keys. Stored for a long time and often used to generate

or derive session keys.

1.3 The Power of Eve

Cryptography concerns with design and analysis of protocols. A multi-party pro-
tocol is a well-defined sequence of steps that each party has to perform in order
to obtain a fixed common goal. A cryptographic protocol is a multi-party protocol
that keeps working (i.e., maintains its functionality) even in presence of an ad-
versary who can simply listen the conversation that takes place among the users
or that can coordinate the actions of some parties, in order to corrupt the output
of the protocol or to obtain from the execution information that the protocol is
not supposed to leak. A cryptographic protocol is secure if it is designed in such
a way that no adversary can succeed in the above attempt. On the other hand,
if an adversary can gain some advantage by listening or controlling some parties
in deviating from the protocol, we say that he can break the protocol.

Just to exemplify the above concept in a concrete context, and with a certain
degree of approximation, think about the private communication problem Alice
and Bob have to solve: in that case, an encryption scheme (i.e., cryptographic
protocol for private communication) is secure if, assuming that the only thing
that Eve can do is to tap the channel, from the encrypted messages sent by
the parties along the public channel, she cannot obtain any partial information
about the real conversation.

Apart the strategy that an adversary can pursue in order to break a certain
protocol, and the amount of information he can count on, a preliminary assump-
tion that is done in order to study the security of protocols concerns with the
computational power of the adversary: in other words, the amount of resources
Eve can afford in order to succeed. This assumption leads to two different worlds
in cryptography.

– Computationally Secure Setting. Eve is bounded. She can perform only fea-
sible computations where, as usual in complexity theory, we refer with this
term to procedures which require time and space upper bounded by a poly-
nomial P (n), where n = |x| is the size of the instance x of the problem the
procedure solves.

– Unconditionally Secure Setting. Eve is unbounded. She can use as much time
and space as she needs: in this setting, even theoretical but infeasible com-
putations are supposed to be real threats. A cryptographic protocol proved
secure against such an adversary is usually referred to as perfectly secure
because it is secure independently of the efforts of Eve.

Moreover, cryptographic protocols proved secure in the computational setting
belong to two different families: in the first case, a protocol is showed to be
resistant to all currently known and computationally feasible attack strategies.
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Hence, the protocol is presumed to be secure modulo the non-existence of better
strategies. In the second case, a protocol is “proved” secure because the existence
of feasible strategies to break the security of the scheme implies the possibility
of constructing a feasible procedure to solve some supposed to be infeasible
mathematical problem. For example, factoring an integer n which is the product
of two large primes, computing the discrete log in multiplicative groups of prime
order, or computing roots of powers, are all presumed to be infeasible tasks for
large value of n and suitable sizes of the groups. Hence, a proof of security in this
case consists in showing that, if an efficient procedure to break a given protocol
exists, then there exists an efficient procedure, say, to factorise a large integer
n, product of two large primes, which is commonly believed to be false.

Therefore, we could say that in the first case the security is a sort of em-
piric security: the proof is given by means of a collection of arguments showing
how well-known attacks fail in breaking the given protocol. In the second, a
mathematically-convincing proof relates the computational difficulty of break-
ing the protocol to the difficulty of solving a presumed to be infeasible task.

2 Cryptographic Primitives

The protocols we describe in the next sections basically answer the question of
how groups of users can establish secret keys for subsequent cryptographic uses.
However, they require some preliminary notions and familiarity with certain
cryptographic primitives. To this aim, we briefly recall, in a very simple way,
some notions and definitions. For a complete treatment the reader can consult
[94] and [120]. We start by recalling what a cryptosystem is:

Definition 1. [120] A cryptosystem is a five-tuple (P, C,K, E ,D) where the fol-
lowing conditions are satisfied:

1. P is a finite set of possible plaintexts
2. C is a finite set of possible ciphertexts
3. K, the keyspace, is a finite set of possible keys
4. For each K ∈ K there is an encryption rule eK ∈ E and a corresponding

decryption rule dK ∈ D. Each eK : P → C and dK : C → P are functions
such that dK(eK(x)) = x for every plaintext element x ∈ P.

In a symmetric cryptosystem the key is a single secret element K, used
by both the encryption and the decryption rules. Vice versa, in a public key
cryptosystem, the key K = (p, s) is a pair of elements: the first one p, the public
key, is publicly known and can be used by everybody to encrypt messages to
the owner of the key. On the other hand, the second one s, the private key, is
held and used only by the owner to decrypt the messages sent to him. The main
property of a public key cryptosystem is that the knowledge of p does not enable
to compute (in a feasible way) s. Hence, public key cryptosystems can only be
computationally secure.
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Definition 2. [120] A hash family is a four-tuple (X ,Y,K,H), where the fol-
lowing conditions are satisfied

1. X is a set of possible messages
2. Y is a finite set of possible message digests or authentication tags
3. K, the key space, is a finite set of possible keys
4. For each K ∈ K, there is a hash function hK ∈ H. Each hK : X → Y.

Hash functions are used to associate a message digest to a certain message
of arbitrary size, for example a file of data. The message digest can be used
later on to check if the file has been corrupted. Some hash functions do not
require keys (i.e. unkeyed hash functions). The main security property that hash
functions satisfy is that it is computationally infeasible to find two messages
which the hash function associates to the same message digest. This property,
called collusion resistance implies that the function is one-way: in other words,
it cannot be inverted by means of feasible computations.

Definition 3. [120] A signature scheme is a five-tuple (P,A,K,S,V) where the
following conditions are satisfied:

1. P is a finite set of possible messages
2. A is a finite set of possible signatures
3. K, the keyspace, is a finite set of possible keys
4. For each K ∈ K, there is a signing algorithm sigK ∈ S and a corresponding

verification algorithm verK ∈ V . Each sigK : P → A and verK : P × A →
{true, false} are functions such that the following equation is satisfied for
every message x ∈ P and for every signature y ∈ A:

ver(x, y) =
{

true if y = sig(x)
false if y �= sig(x).

A pair (x, y) with x ∈ P and y ∈ A is called a signed message.

A signature scheme enables a user to sign messages. A signature is a short
sequence of bits that only the owner of the message can produce. Everybody else
can verify the authenticity of the signature on the message.

Notice that the use of public key cryptosystems implicitly assumes that a
certain public key really corresponds to a given user. In other words, the identity
of each user is binded to the key. This authentication process for the public keys
can be done by using a trusted third party T A and a signature scheme. If the
verification algorithm of the signature scheme held by T A is universally known
and recognized to belong to the T A, then the T A can fill in and sign a certificate
for each public key, containing several information (i.e., public key, identity of the
user, date of issue, expiring date ...). Then, every user can show the certificate
to prove the authenticity of his own public key. The certificate can be verified
by any other user of the system.

Most of the schemes we consider are designed over finite groups.
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Definition 4. Let G be a finite set of elements, and let ∗ be an operator defined
on G. The pair (G, ∗) is a group if

– G is closed with respect to ∗, i.e., a ∗ b ∈ G for any a, b ∈ G.
– ∗ is associative, i.e., (a ∗ b) ∗ c = a ∗ (b ∗ c).
– 1 is the identity element, i.e., a ∗ 1 = 1 ∗ a = a, for any a ∈ G.
– Any a ∈ G has an inverse a−1 such that a ∗ a−1 = a−1 ∗ a = 1.

The order of an element g of the group G is the smallest positive integer
m such that gm = 1, where gm denotes the application of ∗ m times (i.e.,
g2 = g ∗ g, g3 = g ∗ g ∗ g, etc...). An element g is a primitive element of the
group G if {gi : 0 ≤ i ≤ |G| − 1} = G. Denoting by Zp = {0, . . . , p − 1}, where
p is a large prime, the pair (Z∗

p , ·), where Z∗
p = Zp \ {0}, and · is the usual

multiplication modp among numbers, is a widely used group.

3 Key Establishment

In this section we overview methods and ideas proposed during the last years
to solve the key establishment problem. The two main approaches to key estab-
lishment developed in the literature are Key Distribution and Key Agreement.
In the first case, as the words suggest, keys are given to the users towards a
sort of distribution, often performed or helped by a trusted party. In the second,
users are required to interact, by exchanging messages among each other, and
to perform private computations, in order to agree on a common key. Varieties
of protocols have been described, which can be classified according to the above
criterion. Following the exposition given in [94], we start with some definitions.

Definition 5. A Key Establishment Protocol provides a shared secret to two or
more parties, for subsequent cryptographic use.

The basic requirement that a key establishment protocol should satisfy is
that any other party of the network should be unable to get the same key (or
partial information about it), established by a given group. This roughly define
a secure key establishment protocol.

Moreover, a very nice feature is that all the parties are aware of the identities
of the other parties that can get the same secret key. More precisely, we can state
the following:

Definition 6. An Authenticated Key Establishment Protocol is a Key Estab-
lishment Protocol whereby the parties are assured of the identities of the other
parties that may gain access to a particular secret key.

Notice that an authenticated protocol just ensures who are the other parties
that could get the key, but it does not ensure that they really hold the key. In
other words, there is no confirmation that the key has really been computed by
all the parties that are supposed to. Therefore, the authentication is a sort of
implicit authentication.

Definition 7. A Key Confirmation Protocol proves the real possession of a se-
cret key held by a set of parties.
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If an authenticated key establishment protocol provides even key confirma-
tion, the keys the parties get are said to be explicitly authenticated.

The protocols we present achieve some of the notions we have just given.
We start by surveying methods based on public key cryptography and, hence,
computationally secure. Then, we consider unconditionally secure key establish-
ment protocols. The schemes given in the next subsection are all well described
in textbook for Cryptography courses. We just recall them to point out the idea
on which they are based on, but the reader is referred to [94,120] for proofs and
details.

3.1 Computationally Secure Public-Key Based Schemes
Diffie and Hellman [54], in 1976, described a solution for the key establishment
problem that enabled, for the first time, to avoid the preliminary meeting in a
secret place. Their landmark paper, moreover, introduced the ideas of public key
cryptosystem and digital signature scheme, even if the first real scheme was given
in [107]. Recently, it has been pointed out that the same ideas were previously
discovered by researchers at Bletchley Park [20], but were kept secret due to
military reasons. The interested reader is referred to [111] for a detailed and
pleasant historical reconstruction.

The scheme proposed by Diffie and Hellman is very simple and works as
follows:

Diffie-Hellman Scheme
Let p be a large prime and let g be a generator of Z∗

p .

1. Alice chooses a random value 2 ≤ x ≤ p− 2 and sends gx to Bob.
2. Bob chooses a random value 2 ≤ y ≤ p− 2 and sends gy to Alice.
3. Alice and Bob compute the common key

gxy = (gx)y = (gy)x.

The security of the scheme is based on the difficulty of computing the discrete
log in Z∗

p . More precisely,

Definition 8. Let p be a prime and let Z∗
p be the multiplicative over Zp. Let g

be a generator of Z∗
p . Given a ∈ Z∗

p , the value x such that gx = a is called the
discrete log (or index) of a with respect to g.

If p is a large prime, computing the discrete log in Z∗
p is presumed to be

computationally infeasible. The best known algorithms at the state of the current
knowledge require sub-exponential time in the size of p. In the literature, the
computation of the discrete log is referred to as the Discrete Log Problem, (DL,
for short).

The idea of the Diffie-Hellman scheme can be easily generalized to groups of
more users. It is just necessary to exchange information in a circular way. For 3
users, for example, the scheme works as follows:
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Generalised Diffie-Hellman Scheme
Let p be a large prime and let g be a generator of Z∗

p .

1. Alice chooses a random value 2 ≤ x ≤ p− 2 and sends gx to Bob.
2. Bob chooses a random value 2 ≤ y ≤ p− 2 and sends gx, gy and gxy

to Cher.
3. Cher chooses a random value 2 ≤ z ≤ p − 2 and sends gyz to Alice

and gxz to Bob.
4. Alice, Bob and Cher compute the common key

gxyz = (gyz)x = (gxz)y = (gxy)z.

One of the disadvantage of the above extension of the Diffie-Hellman scheme
is that, when the number n of users grows up, the scheme requires O(n) commu-
nication steps. The interested reader is referred to [117,118] for ’natural’ exten-
sions of the Diffie-Hellman key exchange. Moreover, he can consult some recent
papers [37,38,39,40] and the references therein quoted.

Notice that, the Diffie-Hellman scheme (and its extensions) can be imple-
mented in any group G, instead of Z∗

p , which is supposed to be difficult for the
DL problem.

From a security point of view, these schemes are secure against an adversary,
said to be passive, who just listen the conversation: indeed, due to the difficulty
of the discrete log problem, the knowledge of gx and gy, does not enable to
compute x and y and, hence gxy. On the other hand, seems that there is no
better way of using gx and gy to compute gxy. The computation of gxy given
gx and gy is usually referred to as the Diffie-Hellman problem (DH, for short).
There is no general reduction at the state of the current knowledge of the DL
problem to the DH problem, even if in the last years it has been shown [93] that
it is possible to construct groups for which breaking the Diffie-Hellman protocol
is provably as hard as computing discrete logarithms and this equivalence holds
for any group if a number theoretic conjecture holds2.

Notice that the Diffie Hellman Scheme can be used in a non-interactive fash-
ion if each user Ui publishes his choice/public-key yi = gai and uses ai to com-
pute the common key shared with another user. More precisely, to compute the
common key with user Uj he computes (yj)ai = (gaj )ai .

With this approach the key between any pair of users is fixed forever, while
with the interactive version of the protocol, freshness of the key is guaranteed.
In each session the users can compute a new key.

The Diffie-Hellman scheme can be subject to active attacks: an active adver-
sary can modify or inject messages along the channel. A common strategy that
can be applied is the so called meet in the middle attack. This strategy can be
described as follows:
2 The security of the DL and of the Diffie-Hellman problems has been studied in

several papers. To name few, see [33,35,114].
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Meet-in-the-Middle-Attack. Assume that Eve intercepts and changes the
messages sent, according to the steps of the protocol, by Alice to Bob and vice
versa. More precisely, Eve intercepts gx and sends gx′

to Bob. Then, Eve inter-
cepts the reply gy that Bob sends to Alice, computes and sends gy′

to Alice.
At this point Eve shares gxy′

with Alice and gx′y with Bob. She can filter the
conversation, while Alice and Bob think they are talking to each other.

Matsumoto, Takashima and Imai have constructed several interesting key
agreement protocols by modifying the Diffie-Hellman protocol. The following
MTI scheme [89] has been designed to cope with meet-in-the-middle attacks.

MTI Scheme
Let p be a large prime and let g be a generator of Z∗

p . Moreover, let

PA = ga be Alice’s public key and let PB = gb be Bob’s public key. The
public keys are certified by a trusted authority T A.

1. Alice chooses a random value 2 ≤ x ≤ p− 2 and sends gx to Bob.
2. Bob chooses a random value 2 ≤ y ≤ p− 2 and sends gy to Alice.
3. Alice and Bob compute the common key

k = (gy)aP x
B = (gx)bP y

A = (gbx+ay).

The use of the public keys mutually authenticate the users. In other words,
both users are sure of the identity of the other party. However, the authentication
is implicit since there is no key confirmation. In this scheme Eve can still avoid
that Alice and Bob establish a common key but the meet-in-the-middle attack
does not work.

Notice that, even in the non-interactive version of the DH protocol, if the
public key yi = gai is certified by a trusted authority, the key establishment
scheme provides implicit authentication.

Another well-known variant of the Diffie-Hellman protocol is the Station-
to-Station protocol (STS, for short). This scheme, introduced by Diffie, Van
Oorschot, and Wiener [55], uses a symmetric cryptosystem and a digital signa-
ture scheme.

STS Scheme
Let p be a large prime and let g be a generator of Z∗

p . Moreover, let
(PA, SA) be Alice’s public and private keys, and let (PB , SB) be Bob’s
public and private keys. The public keys are certified by a trusted au-
thority T A. Finally, let E be a symmetric encryption scheme.

1. Alice chooses a random value 2 ≤ x ≤ p− 2 and sends gx to Bob.
2. Bob chooses a random value 2 ≤ y ≤ p − 2 and sends gy and

Ek(SB(gx, gy)) to Alice.
3. Alice sends to Bob Ek(SA(gx, gy)).
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The scheme provides explicit authentication. Key confirmation is given by
means of the encryption Ek where k = gxy.

Other interesting versions of the Diffie-Hellman scheme are represented by
the so called Gunther’s Scheme [69] and Girault’s Scheme [66]. In these cases,
the keys the user gets are implicitly-certified or self-certified. The scheme still
requires a trusted authority. Moreover, in the following scheme, a hash function
h is used by the parties.

Gunther’s Scheme for implicitly-certified keys

1. The trusted authority T A selects a prime p and a generator g of
Z∗

p . Moreover, T A selects a random 1 ≤ t ≤ p − 2 such that
gcd (t, p− 1) = 1 as its private key, and publishes its public key
u = gt mod p, along with g and p.

2. T A assigns to each party A an identifier IA and a random value kA

subject to gcd (kA, p− 1) = 1. Then, T A computes PA = gkA mod p
and solves for a the equation

h(IA) = t · PA + kA · a mod (p− 1).

3. T A securely sends to A the pair (PA, a).
4. Any other party can reconstruct A’s public key (PA)a by computing

P a
A = gh(IA) · u−PA mod p.

The aim of this procedure is to avoid the overhead due to the use of cer-
tificates. Indeed, in this case there is no certificate associate with the keys but
every user is guaranteed that P a

A belongs to A, due to the procedure applied by
T A to generate the public keys. Implicitly-certified keys can be used to set up
variants of the DH protocols. For example:

Gunther’s Key Agreement Scheme

1. Alice sends (IA, PA) to Bob.
2. Bob chooses a random value y, and sends (IB , PB , P y

A mod p) to Al-
ice.

3. Alice sends to Bob (PB)x mod p.
4. Alice and Bob compute the same key k as

k = (P y
A)a(P b

B)x = (P a
A)y(P x

B)b = gkAya+kBbx.

The reader is referred to [66] for the Girault’s scheme, where the key are
self-certifying, i.e.,only the user knows the corresponding private key, compared
to the Gunther’s scheme. More details and references can be found in [94,120].
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3.2 Key Transport
All the protocols described before enable two or more parties to agree on a
common secret key. Each party plays a role in establishing the key. In this section
we describe a smart technique, attributed to Shamir [80], enabling one party to
send to another party a secret key for subsequent cryptographic uses.

Shamir’s idea is the following: Alice chooses a key K, puts it in a box with
a lock, and sends the box to Bob. Bob adds another lock and sends it back to
Alice. Alice removes her lock and sends again the box to Bob. At this point,
Bob removes his lock, opens the box, and recovers the key K. Therefore, with a
3-step protocol, they obtain a common key (chosen by Alice).

Shamir’s Scheme
Let p be a prime and let Z∗

p be the multiplicative group over Zp.

1. Alice and Bob choose secret random numbers a and b, coprime with
p− 1, and compute a−1 and b−1, respectively.

2. Alice chooses a key K and sends Ka mod p to Bob.
3. Bob computes and sends (Ka)b mod p to Alice
4. Alice computes and sends (Kb) = (Kab)a−1

mod p to Bob.

At the end of the execution both share the key K. The protocol is based on
the DL problem but it can be rewritten using any suitable symmetric encryption
scheme. However, some attention is required since, for example, if one uses the
Vernam cipher, then the xor of the three messages exchanged gives the key K!

Notice that Shamir’s scheme enables one party to transport a key to another,
assuming that the two parties do not share a priori a secret key. Instead, assum-
ing that both users already share a long term key, several techniques to establish
a session key have been proposed, from very simple ones, where one party en-
crypts and sends the key to the other party, to more refined challenge-response
protocols [94]. As we will point out later, session keys are useful for many rea-
sons and in several settings. To exemplify the approach, we describe a protocol
which provides mutual entity authentication (i.e., each entity is guaranteed of
the identity and availability of the other) and implicit key authentication, and
is based on symmetric primitives.

In the following scheme [10], we assume that Alice and Bob share two long-
term symmetric keys K and K

′
. Moreover, hK is a keyed hash function, used

for entity authentication, and hK′ is a keyed hash function, used to compute the
session key.

Authenticated Key Exchange Protocol (AKEP2)
Let idA and idB be Alice’s and Bob’s identifiers.

1. Alice generates and sends a random number rA to Bob.
2. Bob replies with the message (T, hK(T )),

where T = (idB , idA, rA, rB) and rB is a random number.
3. Alice sends (idA, rB), hK(idA, rB).
4. Alice and Bob compute the session key as S = hK′ (rB)
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The interpretation of the steps is quite straightforward. Key authentication
is implicit since there is no confirmation at the end of the protocol. Entity
Authentication is obtained by using hK and the random numbers rA, rB .

Session keys can even be established by using public key techniques which go
from the trivial solution of one party that generates and sends the session key
to the other, to complex and well-designed schemes which use public key cryp-
tosystems and digital signature schemes. To give an example of this approach,
we describe one protocol of the standard X.509 [75]. It provides mutual entity
authentication and implicit key authentication.

X.509 Strong Two-way Authentication (Simplified Version)

1. Alice constructs a message MA = (tA, rA, B, PB(k1)) and sends to
Bob

certA, MA, SignA(MA).

2. Bob constructs a similar message MB = (tB , rB , A, rA, PA(k2)) and
sends to Alice

certB , MB , SignB(MB).

The protocol requires two steps. The messages MA and MB contain time
stamps tA, tB , random numbers rA, rB , public identifiers A and B of Alice and
Bob, and the encryptions with public keys of the secret values k1, k2, chosen by
Alice and Bob, respectively. Each user sends to the other the message, his own
signature of it, and a certificate for his/her public key. At the end of the proto-
col they share two secrets, implicitly authenticated. Time stamps and random
numbers are used to avoid attacks, called reply attacks, in which the adversary
stores and re-sends later on the same message, in order to share a key with one
of the parties.

Many other protocols, based on the use of the same cryptographic primitives,
providing slightly different messages and number of steps, have been proposed in
the recent years. Some interesting protocols which use both symmetric primitives
and public key primitives to establish session key, have been described as well.
The Beller-Yacobi [14,15] is a well-known example of these schemes, which are
said to be hybrid schemes.

To close this brief overview of computationally secure key establishment
schemes, we would like to stress one more time the existence of a large number of
papers that concern with this topic. The literature is really rich. And we would
like just to give to the interested reader some more references about papers that
he can decide to consult, like [2,4,8,10,12,13,16,19,31,36,41,42,45,46,50,51,52,53],
[55,56,60,67,70,82,79,83,86,102,110,115,125,126,127,129,130,131,132]. Such a list
is absolutely not exhaustive of the work that has been done in the last years, as
the reader can find out browsing journals and conference proceedings related to
cryptography and theoretical computer science in general.



The Key Establishment Problem 57

3.3 Unconditionally Secure Schemes

Key establishment protocols secure against an unbounded adversary are said
to be unconditionally secure: in other words, their security is not related to
computational assumptions on the power of the adversary and on the amount
of resources he can have access to. In this setting, the properties the protocol
must satisfy are given by using the tools of the Probability Theory. Further,
several definitions can be easily stated by using Information Theory and the
Entropy Function. Since in our presentation we are going to use such tools, we
start by briefly recalling some notions. Most of the material of these subsections
can be found in [121], which is a complete overview of unconditionally secure
key predistribution schemes and broadcast encryption schemes.

Information Theory Background. Let X be a random variable taking values on
a set X according to a probability distribution {PX(x)}x∈X . The entropy of X,
denoted by H(X), is defined as

H(X) = −
∑
xεX

PX(x) log PX(x),

where the logarithm is relative to the base 2. The entropy satisfies

0 ≤ H(X) ≤ log |X|,

where H(X) = 0 if and only if there exists x0 ∈ X such that Pr(X = x0) = 1;
whereas, H(X) = log |X| if and only if Pr(X = x) = 1/|X|, for all x ∈ X. The
entropy of a random variable is usually interpreted as a measure of the:

– “Equidistribution” of the random variable. In this case, the entropy function
is simply a mathematical function which says if the distribution of the ran-
dom variable is close (i.e., H(X) ≈ log |X|) or far (i.e., H(X) ≈ 0) from the
uniform one.

– Amount of information given on average by the random variable. Assume
that the random variable represents an experiment, and we have to take a
decision depending on its outcome. Then, if the result is determined (i.e.,
H(X) = 0), it gives us no information in order to take the decision. We can
decide without looking at the experiment because we already know what
will be the result. On the other hand, if the output is totally random (i.e.,
H(X) = log |X|), the knowledge of the result can help us (i.e., gives infor-
mation) about the appropriate decision.

Given two random variables X and Y, taking values on sets X and Y , re-
spectively, according to a probability distribution {PXY(x, y)}x∈X,y∈Y on their
Cartesian product, the conditional entropy H(X|Y) is defined as

H(X|Y) = −
∑
y∈Y

∑
x∈X

PY(y)PX|Y(x|y) log PX|Y(x|y).
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Since H(X|Y) can be re-written as
∑

y∈Y PY(y)H(X|Y = y), it follows that

H(X|Y) ≥ 0. (1)

with equality if and only if X is a function of Y. Along the same line, the
conditional entropy is a measure of the amount of information that X “still
has”, once given Y.

The mutual information between X and Y is given by

I(X;Y) = H(X)−H(X|Y).

Since, I(X;Y) = I(Y;X) and I(X;Y) ≥ 0, it is easy to see that

H(X) ≥ H(X|Y), (2)

with equality if and only if X and Y are independent. The mutual information
is a measure of the common information between X and Y.

The protocols we discuss later on can be concisely described by using a
common framework. Key Predistribution Schemes, Key Agreement Schemes and
Broadcast Encryption Schemes, can all be defined in terms of the entropy func-
tion by means of few equations. Thus, we start by outlining the model we consider
in the following:

Model. Let T A be a trusted authority and let U = {1, . . . , n} be a set of users.
Each user is connected with the T A by means of a private channel. Moreover,
T A and users have access to a broadcast channel.

In a Key Predistribution Scheme the T A generates and distributes secret
information to each user along the private channels. The secret information
enables later on several subsets of users to compute secret keys. More precisely,
if 2U denotes the set of all subsets of users U , we define P ⊆ 2U to be the family
of privileged subsets of U who need a common key, and F ⊆ 2U to be the family
of forbidden subsets, i.e., the possible coalitions of U against whom each key
must to remain secure. After the distribution phase performed by the T A, each
privileged subset P ∈ P is able to compute the key kP associated with P . On
the other hand, no forbidden subset F ∈ F , disjoint from P , is able to compute
any information about kP . We stress that in such schemes each user computes
the keys by using the secret information and possible some public information
available across the system, but no interaction either with the users or with
the T A is required. In a certain way, the keys are predetermined by the secret
information.

The information given to user i through a private channel can be denoted, for
i = 1, . . . , n, by ui ∈ Ui, where Ui represents a set of possible values. Moreover,
for any subset X = {i1, . . . , ik} ⊆ U , we denote by UX = Ui1 , . . . , Uik

the usual
Cartesian product.

We assume that there is a probability distribution on UU , and the T A chooses
uU ∈ UU according to this probability distribution. Using the above notation,
we can state the following:
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Definition 9. A (P,F)-Key Predistribution Scheme ((P,F)-KPS, for short)
is a protocol divided in two phases: a distribution phase, performed by the T A,
and a key computation phase, performed by the users, satisfying the following
properties:

– Each user i in any privileged set P can compute kP . More formally, for all
i ∈ P ,

H(KP |Ui) = 0.

– No forbidden subset F , disjoint from any privileged subset P , has any infor-
mation on kP . More formally, for all P ∈ P and F ∈ F such that P ∩F = ∅,

H(KP ) = H(KP |UF ).

A trivial Key Predistribution Scheme consists in giving to each possible sub-
set P of privileged users a secret key κP .

Basic KPS
– Distribution Phase. The T A chooses a value kP ∈ K for each P ∈ P and

gives the value to every user i ∈ P.
– Key Computation Phase. Every user i just looks up in his or her memory

the key kP .

Notice that with this solution there is no real key computation phase: each
user gets the keys corresponding to the groups in which he belongs. Moreover,
it is easy to see that any coalition F ∩ P = ∅ has no information on kP .

The main problem with the above scheme is the large amount of secret keys
that each user has to store. Using the language of Information Theory, we can say
that the efficiency of a KPS is measured by the amount of secret information that
the T A distributes and that each user has to share. More precisely, two measures,
the information rate and the total information rate, are defined respectively as

ρ = min
i=1,...n

H(K)
H(Ui)

and ρT =
H(K)

H(UU )
.

The first measure is the minimum ratio between the size of the secret key
and the size of the secret information given to the user. The second is the ratio
between the size of the secret key and the size of the total secret information
given to the users in U .

Coming back to the Basic Scheme, if P is the set of all subsets of U of size t
we can denote the (P,F)-KPS as a (t,F)-KPS. Along the same line, if P is the
set of all subsets of U of size at most t we will use the notation (≤ t,F)-KPS.
Moreover, if F is the set of all subsets of U of size (at most) ω, we will refer to
a (P, ω)-KPS, ((P,≤ ω)-KPS, respectively).

From the above construction, easily follows the next results:
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Theorem 1. For any t > 1, there is a (t,≤ n)-KPS having information rate
and total information rate equal to

ρ =
1(

n−1
t−1

) and ρT =
1(
n
t

) .

If t = 2, the above result states that the basic scheme enables any pair of
users to privately communicate against any disjoint coalition of at most n − 2
users by given n − 1 secret keys to each user. Further, the T A has to generate(
n
2

)
= n(n−1)

2 keys. In the literature this large amount of keys that must be
generated is well-known as the n2 problem and was the motivation for further
researches. Indeed, given the high complexity of such a distribution mechanism,
a natural step is to trade complexity for security. We may still require that keys
are unconditionally secure, but only with respect to coalitions of a limited size.

In order to reduce the number of keys that each user has to store and the T A
has to generate in the Basic Scheme, Blom [21] introduced a scheme enabling a
tradeoff between the number of keys that the user has to store and the size of a
coalition of adversary that can break the scheme. The protocol he gave in [21]
can be described as follows:

Blom’s Scheme
– Distribution Phase. Let q ≥ n. The T A chooses n distinct random num-

bers si ∈ GF (q), and gives si to user i, for i = 1, . . . , n. These values
are public identifiers for the users. Then, the T A constructs a random
bivariate polynomial

f(x, y) =
ω∑

i=0

ω∑
j=0

aijx
iyj ,

having coefficients in GF (q), such that aij = aji for all i, j.
– For i = 1, . . . , n, the T A computes the polynomial

gi(x) = f(x, si) =
ω∑

j=0

bijx
j ,

and gives the ω + 1 values bij to user i.
– Key Computation Phase. Users i and j compute the key

kP = gi(sj) = gj(si).

The original formulation of the scheme uses MDS codes [21], and the in-
terested reader can consult [94] for the original description of Blom’s scheme
and some background on MDS code as well. Blom’s scheme was reformulated
in terms of symmetric polynomials in [26], where a generalization to the case of
(t,≤ ω)-KPS was given. More precisely:
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Blundo’s et al. Scheme
– Distribution Phase. Let q ≥ n. The T A chooses n distinct random numbers

si ∈ GF (q), and gives si to user i, for i = 1, . . . , n. These values are public
identifiers for the users. Then, the T A constructs a random n-variate
polynomial

f(x1, . . . , xt) =
ω∑

i1=0

· · ·
ω∑

it=0

ai1...itx
i1 . . . xit ,

having coefficients in GF (q), such that ai1...it = aj1...jt for any permuta-
tion j1 . . . jt of the set of indices i1 . . . it.

– For i = 1, . . . , n, the T A computes and sends to user i the polynomial

gi(x2, . . . , xn) = f(si, x2, . . . , xn)

– Key Computation Phase. Any set of t users P = {i1, . . . , it} computes the
key

kP = gi1(si2 , . . . , sit) = · · · = git(si1 , . . . , sit−1).

Blom’s Scheme and its generalization, by a simple counting argument, lead
to the following result:
Theorem 2. For any t ≥ 2 and ω ≥ 1, there exist a (t,≤ ω)-KPS having
information rate and total information rate equal to

ρ =
1(

t+ω−1
t−1

) and ρT =
1(

t+ω
t

) .

Moreover, in [26] it was shown, using Information Theory arguments, that the
Basic Scheme, the Blom’s Scheme and the Blundo’s et al. Scheme are optimal
in terms of information rate and total information rate.

Another (P,F)-KPS was proposed by Fiat and Naor in [58]. It was presented
as a zero-message broadcast encryption scheme (which will be defined later) but,
as pointed out by Stinson, it turns out to be actually a KPS. More precisely, the
scheme they described is an (≤ n,≤ ω)-KPS.

Fiat-Naor Scheme
– For every subset F ⊆ F , where F is the set of all subsets of cardinality

at most ω, the T A chooses a random value sF ∈ GF (q) and sends sF to
every member of U \ F .

– A priviliged subset P computes

kP =
∑

F∈F:F∩P=∅
sF .

It is easy to see that a key kP , computed by the set of users P , is secure
against any F ∈ F : F ∩ P = ∅ since no user belonging to the subset F gets the
value sF associated with F .
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Stinson, in his survey [121], pointed out that the Basic Scheme and the Fiat-
Naor Scheme can be seen as instances of a more general construction based on
the idea of key distribution patterns, introduced by Mitchell and Piper in [95].
(For constructions see also [105,122]).

Definition 10. Let B = {B1, . . . , Bβ} be a set of subsets of U . The pair (U ,B)
is a (P,F)-Key Distribution Pattern ((P,F)-KDP for short) if for all P ∈ P
and F ∈ F such that P ∩ F = ∅ it results:

{Bj : P ⊆ Bj and F ∩Bj = ∅} �= ∅.

Loosely speaking, the above definition requires that each P ∈ P is “embed-
ded” in a Bj ∈ B, disjoint from all F : F ∩ P = ∅.

A (P,F)-KPS scheme can be constructed by using a (U ,B)-KDP as follows:

KDP-Based Scheme
– For every subset Bj ∈ B the T A chooses a random value sBj ∈ GF (q)

and sends sBj to every user in Bj .
– A priviliged subset P computes

kP =
∑

Bj :P⊆Bj

sBj .

The scheme works because every user i ∈ P can compute the key, i.e., if
i ∈ P then i ∈ Bj . Hence, he gets sBj

for all Bj : P ∈ Bj . On the other hand,
every F will miss at least one value sBj

for a subset Bj such that P ⊆ Bj and
Bj ∩ F = ∅.

Many examples of such a construction are given in [121], and the interested
reader is strongly encouraged to read that paper.

The main drawback of Key Predistribution Schemes lies in the high memory
storage requirement. In order to avoid such heavy requirement, a second ap-
proach to the key establishment problem, allowing interaction among the users
to compute a common key, was introduced. More precisely, during the Key Com-
putation Phase, the members of a group G, using the secret information received
in the Distribution Phase, interact to agree on a key, by exchanging encrypted
messages among themselves via the broadcast channel. Any disjoint coalition of
adversaries F that hears the communication is still unable to gain any informa-
tion about it. This approach, usually referred to as unconditionally secure key
agreement, initiated in [26], was continued by Beimel and Chor [6,7] and it was
aimed to reduce the size of information each user must keep secret.

Denoting by Ci the random variable taking values on the set Ci and repre-
senting the messages received by user Ui during the key computation phase, sent
by the other users of the system, and using again the language of Information
Theory, such schemes can be defined as follows:
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Definition 11. A (P,F)-Key Agreement Scheme ((P,F)-KAS, for short) is
a protocol divided in two phases: a distribution phase, performed by the T A,
and a key computation phase, performed by the users, satisfying the following
properties:

– Each user i in any privileged set P can compute kP by using the private in-
formation received in the distribution phase and the messages received during
the key computation phase. More formally, for all i ∈ P ,

H(KP |UiCi) = 0.

– No forbidden subset F , disjoint from any privileged subset P , has any infor-
mation on kP . More formally, for all P ∈ P and F ∈ F such that P ∩F = ∅,

H(KP ) = H(KP |UF CF ).

Even for key agreement schemes, the performances are measured by an in-
formation rates, a communication rate and a total information rate, defined
respectively as

ρ = min
i=1,...n

H(K)
H(Ui)

, ρC = min
P∈P

H(K)
H(CP )

, and ρT = min
P∈P

H(K)
H(UUCP )

.

The first measure is the minimum ratio between the size of the secret key and
the size of the secret information given to the user. The second is the minimum
ratio between the size of the secret key and the size of the messages received
by users i ∈ P ; while the third measure is the minimum ratio between the size
of the secret key and the total secret information given to the users in U along
with the messages exchanged CP to compute a common key.

Unfortunately, in [6], the authors studied key agreement schemes for groups
of users G of size g and coalitions of adversaries F of size b, and they proved
that the interaction cannot help in reducing the size of the pieces of information
given to the users compared to the non interactive model we have seen before.
Hence, in order to decrease the size of the secret information, we have to relax
the security requirements. We can require the key agreement scheme to be secure
only a fixed number of times, say τ , defining τ -restricted key agreement schemes.
In such schemes we limit to τ the number of groups of users, whose identity is
not known beforehand, that can compute a common key in an unconditionally
secure way. For such schemes Beimel and Chor in [6,7] realized a one-restricted
scheme, where the size of pieces given to users is smaller than in unrestricted
key agreement schemes. In the literature a one-restricted scheme is also referred
to as a one-time scheme, because it can be used to compute only one common
key by a single group of users of the system.

In [29] the authors presented a generalization of the one-restricted scheme
proposed by Beimel and Chor [6,7] using tools from design theory. In order
to give an example of an unconditionally secure Key Agreement Scheme, we
describe this scheme [29]. However, we need some definitions and results from
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design theory. Compared to other protocols we have seen before, the description
of the following one is a bit more complicated but, at the same time, it is a good
example of the elegant and refined use of combinatorial structures that often is
done in Cryptography.

Definition 12. A design is a pair (V,B), where V is a set of n elements (called
points) and B is a set of subsets of V of a fixed size k, where k ≥ 2, (called
blocks).

Designs with suitable features are resolvable design.
Definition 13. A parallel class of (V,B) consists of n/k blocks from B which
partition the set V . The design (V,B) is said to resolvable if the set of blocks, B,
can be partitioned into parallel classes. If B consists of all k-subsets of V , then
(V,B) is called the complete k-uniform hypergraph on V .

We will use the following theorem of Baranyai, a proof of which can be found
in [84] (Theorem 36.1)
Theorem 3. The complete k-uniform hypergraph on n points is resolvable if
n ≡ 0 mod k.

Notice that in the following the sets elements are being listed sequentially in
increasing order.
A Protocol for one-restricted key agreement scheme: Let U = {1, . . . , n} be a
set of n users and let G ⊆ U be a group of users of size g. Suppose that 
 ≥ 2
is an integer such that g ≡ 1 mod (
 − 1) and that k ≥ 1 is an integer. The
set-up phase consists of the T A distributing secret information corresponding
to a Blundo’s et al. (
, b+g−
)-KPS described before, implemented over (Zpk)�,
with p prime. For an 
-subset of users A, we denote by kA the key associated
with A. We will think of kA as being made up of 
 independent keys over Zpk ,
which we denote by kA,1, . . . , kA,�.

Each user h of a group G performs the following steps:
1. Chooses a random value m(h) = (mh

1 , . . . , mh
r ) ∈ (Zpk )r, where r =

(
g−2
�−2

)
.

2. Partitions the complete (� − 1)-uniform hypergraph on G \ {h} into r
parallel classes C1, . . . , Cr, which all consist of χ = (g − 1)/(� − 1) blocks
that we denote with Bh

i,j , for 1 ≤ i ≤ r and 1 ≤ j ≤ χ.
3. For each block Bh

i,j denote with B(i, j, h) the set Bh
i,j ∪{h} = {x1, . . . , x�},

and let αh
i,j denote the index such that xαh

i,j
= h.

4. Encrypts each mh
i using the χ keys kB(i,j,h),αh

i,j
by defining

bh
i,j = kB(i,j,h),αh

i,j
+ mh

i mod pk,

for 1 ≤ i ≤ r and 1 ≤ j ≤ χ.
5. Broadcasts the vector

b(h) = (bh
1,1, . . . , b

h
1,χ . . . , bh

r,1, . . . , b
h
r,χ).

The secret key is the value kG = (m(1), . . . , m(g)) which can be decrypted by
anyone in G from the global broadcast bG = (b(1), . . . , b(g)) .



The Key Establishment Problem 65

The next simple example illustrates the steps of this protocol.

Example 1. Suppose that g = 5 and 
 = 3. Note that 5 ≡ 1 mod 2. Suppose
that the group set is G = {1, 2, 3, 4, 5}. For each user i ∈ G, we partition the
2-subsets of G\{i} into r = 3 disjoint parallel classes. Below, we describe only
the ones related to user 4.

C4
1 = {{1, 2}, {3, 5}}, C4

2 = {{1, 3}, {2, 5}},

C4
3 = {{1, 5}, {2, 3}}.

Consider the computations performed by user 4. First, user 4 picks three random
values (i.e., his part of the key), say m4

1, m
4
2, m

4
3 ∈ Zpk . Next, he computes the

relevant α values. These are as follows:

α4
1,1 = 3, α4

1,2 = 2, α4
2,1 = 3,

α4
2,2 = 2, α4

3,1 = 2, α4
3,2 = 3.

This determines the values broadcasted by user 4:

b(4) = (m4
1 + k{1,2,4},3, m

4
1 + k{3,4,5},2, m

4
2 + k{1,3,4},3,

m4
2 + k{2,4,5},2, m

4
3 + k{1,4,5},2, m

4
3 + k{2,3,4},3).

�

The security of the above protocol derives from the observation that any
coalition F of b users such that F ∩G = ∅, has no information about the key after
the observation of the broadcast, even if they pool all their secret information.
Indeed, as proved in Lemma 3.3 of [29], the

(
g
�

)
keys used by the group appear

to any disjoint coalition to be independent random elements of Zpk . Since each
of these keys is used exactly once (the definition of the indices αh

i,j ensures that
every kA,j is used to encrypt exactly one mi,j ’s), they function as a series of
one-time pads.

Notice that, using τ copies of a one-restricted scheme, we can set up a scheme
which is secure for τ conferences. Such an approach, even though it allows us to
construct a scheme in a straightforward manner, does not give rise to a scheme
which is optimal with respect to the size of the information kept by each user [23].

The third approach to the Key Establishment Problem is represented by the
so-called broadcast encryption schemes. In this case, the trusted authority T A,
during the distribution phase of the scheme distributes private information to
the users, through the secure point-to-point channels. Later on, the T A enables
a privileged subset P of the users to recover a common secret key by broadcasting
an encrypted message, that only users in P can decrypt.

Denoting by B the random variable that takes values on the set B, represent-
ing the broadcast (encrypted) message sent by the T A, a broadcast encryption
scheme can be defined as follows:
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Definition 14. A (P,F)-Broadcast Encryption Scheme ((P,F)-BES, for short)
is a protocol divided in two phases: a distribution phase, performed by the T A,
and a key computation phase, performed by the users and the T A, satisfying
the following properties:

– Each user i in a privileged set P can compute kP by using the private infor-
mation received in set up phase and the broadcast message sent by the T A
during the key computation phase. More formally, for all i ∈ P ,

H(KP |UiBP ) = 0.

– No forbidden subset F , disjoint from any privileged subset P , has any infor-
mation on kP . More formally, for all P ∈ P and F ∈ F such that P ∩F = ∅,

H(KP ) = H(KP |UF BP ).

For broadcast encryption schemes, the performances are measured by

ρ = min
i=1,...n

H(K)
H(Ui)

, ρB = min
P∈P

H(K)
H(BP )

, and ρT = min
P∈P

H(K)
H(UUBP )

.

where the meaning is exactly the same holding for key agreement schemes,
with the only difference that, instead of considering the messages exchanged,
the above measures consider the messages broadcasted by the dealer during the
broadcast phase.

The first broadcast encryption schemes we are going to consider are the one-
level and multi-level schemes described in [58]. To get started, we recall the
following definition:

Definition 15. An (n, m, ω)-perfect hash family is a set H of functions

f : {1, . . . , n} → {1, . . . , m}

such that, for every subset X ⊂ {1, . . . , n} of size ω, there exists a function
f ∈ H whose restriction fX to X is one-to-one.

An (n, m, ω)-perfect hash family is usually denoted by PHF(N, n, m, ω),
where |H| = N. Fiat and Naor, in their paper, gave some one-resilient schemes,
i.e., schemes secure against attacks performed by one user. Then, by using a
bunch of one-resilient BES schemes and a PHF(N, n, m, ω), they set up an ω-
resilient BES schemes.

A first (unconditionally secure) construction for one-resilient scheme is given
by the so-called zero message broadcast encryption scheme that we have already
presented in the context of key predistribution schemes (i.e., Fiat-Naor KPS).
Moreover, two computationally secure one-resilient schemes were given. We de-
scribe the second one:
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One-resilient BES based on a computational assumption

– The dealer chooses two large primes p, q and computes n = pq. It also
chooses a secret value g ∈ Z∗

n. Then, for each user i, he computes and
sends to the user a secret key gi = gpi . The values p1, . . . , pn are public
and such that, for each i 
= j, it results pi 
= pj .

– A privileged group G computes a common key gG by using the public
values p1, . . . , pn. More precisely, user i ∈ G can compute gG by evaluating

g

∏
j∈G\{i} pj

i mod n.

It is easy to see that each user in G computes the same key. Moreover, it
is possible to show that if some user j /∈ G could compute the common key
for G, then the user can even compute the secret value g chosen by the dealer.
Therefore, assuming that extracting roots modulo a composite n is hard, the
scheme is secure. For details the reader is referred to [58].

Using one-resilient schemes and a family of perfect hash functions, an ω-
resilient scheme can be described as follows:

ω-resilient BES
For 1 ≤ i ≤ N and 1 ≤ j ≤ m let R(i, j) be a (n, 1)-BES scheme, and
let PHF(N, n, m, ω) be a family of perfect hash functions.

– Set up Phase. The dealer sends to every user i ∈ {1, . . . , n} the keys
associated with him by the scheme R(i, fj(i)), for any j = 1, . . . , N .

– Broadcast Phase. The dealer, to send message m, chooses N − 1
random elements m1, . . . , mN−1 and computes

mN = m1 ⊗ · · · · · · ⊗mN−1 ⊗m

– Then, he broadcasts, for j = 1, . . . , N, the values mj to the users
belonging to P ⊂ {1, . . . , n} by means of the schemes R(j, fj(i)), for
any i ∈ P .

Every user in P can recover all the mj ’s and can compute the message by
a simple xor operation. On the other hand, the properties of the hash family
guarantee that, for any subset X = {i1, . . . iω} of users, one of the function
fj ∈ H is one-to-one on X. Hence, the users in X cannot break any of the schemes
R(j, fj(i1)), . . . , R(j, fj(iω)) since they are one-resilient and can be broken only
if at least two dishonest users are associated with the same scheme, i.e., fj(ik) =
fj(i�) for k �= 
. As a consequence, even if some user in P receives mj by means
of one of the schemes R(j, fj(i1)), . . . , R(j, fj(iω)), the message mj cannot be
recovered by X. Therefore, m cannot be computed by X.
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The above construction has been re-formulated by Stinson using some de-
signs. The reader is referred to [121] for details. Notice that if the 1-resilient
BES, used as a building block, is computationally secure, than the ω-resilient
BES is computationally secure. On the other hand, an unconditionally secure
1-resilient BES implies an unconditionally secure ω-resilient BES.

A general construction for BES schemes has been proposed in [121,122]. The
idea is to use basic Fiat-Naor Schemes in conjunction with an ideal secret sharing
scheme (ISSS, for short). The goal in [122] was to obtain schemes where each
user has to store less values and the broadcast messages are shorter compared to
other constructions. In order to describe the construction we need to introduce
before the concept of a secret sharing scheme.

Secret Sharing Schemes. A secret sharing scheme is a method by means of which
a secret can be shared among a set P of n participants in such a way that qualified
subsets of P can recover the secret, but forbidden subsets cannot. Secret sharing
were introduced in 1979 by Blakley [5] and Shamir [112]. The reader can find an
excellent introduction in [119]. The collection of subsets of participants qualified
to reconstruct the secret is usually referred to as the access structure of the secret
sharing scheme. Formally, we have:

Definition 16. Let P be a set of participants, a monotone access structure Γ
on P is a subset Γ ⊆ 2P\{∅}, such that

A ∈ Γ, A ⊆ A′ ⊆ P ⇒ A′ ∈ Γ.

A secret sharing scheme Σ is a protocol divided into two phases: a distribution
phase, in which the dealer sends a secret piece of information, called share,
to every participant, and a reconstruction phase, where the authorized subsets
of participants, by pooling together their shares, reconstruct the secret. Any
secret sharing scheme Σ for secrets in S and a probability distribution{pS(s)}s∈S

naturally induce a probability distribution on the secret information a held by
the subset A ⊆ P.

Denoting by A and S the random variables representing the possible shares
received by A ⊂ P and the possible secret chosen by the dealer, in terms of
Shannon’s entropy we can state the following:

Definition 17. A secret sharing scheme Σ is a perfect secret sharing scheme
with secrets chosen in S, for the monotone access structure Γ ⊆ 2P if

1. Any subset of participants A ∈ Γ can compute the secret: Formally, for all
A ∈ Γ , it holds that H(S|A) = 0.

2. Any subset of participants A /∈ Γ has no information on the secret value:
Formally, for all A �∈ Γ , it holds that H(S|A) = H(S).

Property 1 means that the value of the shares held by A ∈ Γ completely
determines the secret s ∈ S. On the other hand, Property 2 means that the
probability that the secret is equal to s given that the shares held by A �∈ Γ are
a, is the same as the a priori probability of the secret s.
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The efficiency of a secret sharing scheme is measured by means of an “in-
formation rate”, which relates the size of the secret with the size of the shares
given to the participants. More precisely, given a secret sharing scheme Σ for
the access structure Γ , on the set of secrets S, we define the information rate
ρ(Σ, Γ, S) as

ρ(Σ, Γ, S) =
log |S|

maxP∈P log |K(P )| ,

where K(P ) is the set of possible share for participant P , and

ρ(Γ ) = sup ρ(Σ, Γ, S),

where the sup is taken over the space of all possible sets of secrets S, |S| ≥ 2,
and all secret sharing schemes for Γ . Secret sharing schemes with information
rate equal to one, which is the maximum possible value of this parameter, are
called ideal, and an access structure Γ on S is said to be ideal if there exists an
ideal secret sharing scheme Σ realizing it.

An example of a perfect and ideal secret sharing scheme is the well-known
Shamir’s secret sharing scheme [112] for threshold access structures, i.e., access
structures where any subset of size greater than k recovers the secret, while any
subset of size less than k cannot.

Shamir’s (k, n)-Threshold Secret Sharing Scheme

1. Initialization. The dealer chooses n distinct, non-zero elements of
Zp, x1, . . . , xn, (where p ≥ n+1). For i = 1, . . . , n, the dealer assigns
the value xi to user i. The values xi are public.

2. Sharing. Let s ∈ Zp be the secret the dealer wants to share. He
secretly chooses (independently at random) k − 1 elements of Zp,
say a1, . . . , ak−1.

3. For i = 1, . . . , n,, the dealer computes yi = a(xi), where

a(x) = s +
j+1∑
k−1

ajx
j mod p.

4. For i = 1, . . . , n, the dealer gives the share yi to participant i.
5. Reconstruction. The secret s = a(0) can be reconstructed by any

subset of k participants, say {1, . . . , k} for example, by computing
for j = 1, . . . , k, the coefficients

bj =
∏

1≤s≤k,s �=j

xs

xs − xj
,

and, then, the
∑k

j=1 bjyj .
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It is possible to show that, any subset of k − 1 participants, by pooling
together their own shares, gets absolutely no information on the secret s [112].

Constructions for secret sharing schemes for general access structures were
first given in [74] and, subsequently, in many other papers (see [119] for refer-
ences).

At this point, we can describe the so-called KIO construction, due to the
use of KPS and ISSS to construct a One-time BES.

KIO Construction. Let B = {B1, . . . , Bβ} be a family of subsets of U , and let
ω be an integer. For each 1 ≤ j ≤ β, suppose a Fiat-Naor scheme (≤ |Bj |,≤ ω)
is constructed with respect to user set Bj . The secret values associated with
the j-th scheme will be denoted sjC , where C ⊆ Bj and |C| ≤ ω. The value
sjC is given to every user in Bj \ C. Moreover, suppose that Γ ⊆ 2B and there
exists a Γ -ISSS defined on B with values in GF (q). Let F ⊆ 2U , and suppose
the following two properties are satisfied:

{Bj : i ∈ Bj} ∈ Γ for every i ∈ U and {Bj : |F ∩ Bj | ≥ ω + 1} /∈ Γ for every F ∈ F .

Then, we can construct a (≤ n,F)-BES as follows: let P ∈ U . The dealer can
broadcast a message mP ∈ GF (q) to P using the following algorithm:

KIO Construction

1. For each Bj ∈ B the dealer computes a share yj ∈ GF (q) corre-
sponding to the secret mP .

2. For each Bj ∈ B the dealer computes the key kj corresponding to
the set P ∩Bj in the Fiat-Naor scheme implemented on Bj :

kj =
∑

C⊆Bj :C∩P=∅,|C|≤ω

sjC

3. For each Bj ∈ B the dealer computes bj = yj + kj .
4. The broadcast is bP = (bj : Bj ∈ B).

The basic idea of the KIO construction can be explained as follows: first,
consider a user i ∈ P and define Ai = {j : i ∈ Bj}. User i can compute kj for
every j ∈ Ai. Then, for each j ∈ Ai, i can compute yj = bj − kj . Finally, since
Ai ∈ Γ , i can compute the message mP from the shares yj where j ∈ Ai. On
the other hand, let F ∈ F be such that F ∩ P = ∅. Define

AF = {j : |F ∩Bj | ≥ ω + 1}.

The coalition F can compute kj , and hence yj for every j ∈ AF . However, they
can obtain no information about the shares yj , where j /∈ AF . Since AF /∈ Γ , F
has no information about the value of mP .

For other papers concerning with broadcast encryption the reader is referred
to [18,27,58,22,28,30,65,76,81,85], to name a few.
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4 Use of a Trusted Third Party

Another important approach to solve the key establishment problem requires an
on-line Trusted Third Party, usually referred to as the Key Distribution Center.
In this section we discuss the main advantages/disadvantages related to this
approach, outlining the structures of some of the most common protocols.

4.1 Key Distribution Center

A common solution to the key establishment problem relies on the use of a trusted
party, usually referred to as the Key Distribution Center (KDC, for short), re-
sponsible for the generation and the distribution of the keys to the users. In
such a model, every user of the system is connected to the KDC by means of a
private channel. When 2 or more users wish to privately communicate, one of
them sends a key-request to the KDC. Then, the KDC generates at random a
key κ and sends in a secure way κ to the users. Later on, the users can privately
communicate by using κ.

This approach was initiated by Needhman and Schroeder [100]. The protocol
they proposed can be described as follows: Let T denote the KDC. Alice and
Bob have public identifiers, idA and idB , and share a secret key with T , say kAT

and kBT , respectively. Moreover, let rA and rB be random numbers.

Needham-Schroeder Protocol

1. Alice sends the message (idA, idB , rA) to T .
2. T sends to Alice the message EkAT

(rA, idB , k, EkBT
(k, idA)).

3. Alice sends EkBT
(k, idA)) to Bob.

4. Bob sends Ek(rB)) to Alice.
5. Alice sends Ek(rB − 1)) to Bob.

Let us briefly explain the steps of the protocol. Alice starts by sending her
identifier idA, Bob’s identifier idB and a random value rA to T . This message
is basically as a key-request. T replies with an encrypted message for Alice of
the session key k and of a sub message, encrypted for Bob, containing the same
session key k. Then, Alice forwards to Bob the part of the message generated by
T for him. The last two messages they exchange are used to confirm they have
computed the same key.

However, as subsequently pointed out, the protocol presents some problems:
in step 2 the part of the message for Bob is unnecessarily double encrypted.
Moreover, since Bob has no way to check if the key k obtained in step 3 is fresh,
if the session key k is compromised, anyone can re-send message in step 3 and
can correctly compute the message in step 5.

On the Needham-Schroeder protocol were based many different protocols.
Among them, the most famous is surely the so-called Kerberos System [101].
The system was conceived in 1989 at the MIT and supports both entity authen-
tication and key establishment using symmetric encryption and a third party.
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Kerberos System (simplified version)
1. Alice sends the message (idA, idB , rA) to T .
2. T sends to Alice the message (EkBT

(k, idA, L), EkAT
(k, rA, L, idB)).

3. Alice sends EkBT
(k, idA, L), Ek(idA, tA) to Bob.

4. Bob sends Ek(tA) to Alice.

Notice that the structure is quite close to the structure of the Needham-
Schroeder scheme. The main difference is the use of a life-time period L for
the session key, and of a time stamp tA of Alice’s clock. The value L enables
to partially avoid the attack described for the Needham-Schroeder scheme. A
full description of the Kerberos system can be found in [101], while for other
on-line KDC-based schemes the reader is referred to [94] and to the references
therein quoted. We just wanted to point out this approach by sketching two of
these schemes, without going into details that are however of great importance
in actual implementations.

Most of the protocols which use a KDC are “proved” to be secure by means
of empiric arguments: the protocol are strong enough to deal with well-known
attack strategies. Bellare and Rogaway [9] formally studied the KDC-based ap-
proach to the key establishment problem. In their paper [9], they proposed a
formal three-party model, and described protocols with security proofs into the
so called random oracle model [11].

Advantages of Session Keys. The use of a T A to solve the key establishment
problem is particularly suitable due to the possibility of using session keys. A
session key is a short-term key, usable for a restricted period of time, after which
it is destroyed. Many reasons motivate session keys. Basically:

– Ciphertext attacks. If the key is used in a symmetric cryptosystem, the
amount of ciphertext an adversary can use in order to break the scheme
is limited.

– Breaks in. If the key is compromised, only data protected during the previous
period are potentially exposed.

– Memory Storage. To reduce the number of secret keys that users have to
store: session keys can generated when needed.
Notice that the use of a KDC is a suitable solution to key establishment,

since, apart from the “pure distribution” of keys to users, several related key-
management aspects (i.e., life time, authentication of the communicating entities,
usage restrictions of a key and so on) can be easily solved with this third party.
However, as we point out in the next subsection, the use of a KDC could cause
some problems.

4.2 Distribution of a KDC

Our attention in this subsection focuses on a model which remedies some poten-
tial weaknesses introduced by using a single KDC. Indeed, the main drawback of
a single KDC is that it works on-line and it must be trusted. Potentially, it could
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eavesdrop all the communications. Moreover, the center can be a “bottleneck”
for the performances of the network and, if it crashes, secure communication
cannot be supported anymore. Last but not least, even if the KDC is honest
and everything works fine, the KDC still represents an attractive target to the
adversary. Indeed, the overall system security is lost if the KDC is compromised.

A frequently used solution to the availability problem lies in the replication
of the KDC in various points of the network. This strategy reduces the com-
munication delay which produces a single center but decreases the security of
the overall system, since there are different physical locations which stores users’
private keys that can be broken into. An adversary, which succeeds in controlling
the center, can understand all the communications. A common solution for this
problem consists in partitioning the network in various domains with dedicated
KDCs, responsible of the key management only of a fixed local area. In a par-
titioned network, an adversary which controls the KDC of a domain has only
power on a delimited part of the network.

However, partitioning of the network and replication of the KDC are partial
and expensive solutions. The partition of a network implies an heavy communi-
cation overhead for inter-domain KDCs coordination in presence of key requests
of groups of users which belong to different domains; while, replication of centers
decreases security and introduces problems of consistence and synchronization
between the servers during the update processes. As has been pointed out in [97],
in a multi-cast communication environment with support for virtual meetings
involving thousands of clients, and data streams transmission to a large group of
recipients, the availability and security issues of a centralized environment be-
come even more relevant and difficult to solve than with unicast communication.

A robust and efficient solution to the above issue could be a new approach
to key distribution, introduced in [97]. A Distributed Key Distribution Center
(DKDC, for short) is a set of n servers of a network that jointly realize the
function of a Key Distribution Center. A user, who needs to communicate with
a group of users, sends a key-request to a subset of his own choosing of the n
servers, and the contacted servers answer with some information enabling the
user to compute the common key. In such a model, a single server by itself does
not know the secret keys, since they are shared among the n servers. Moreover,
if some server crashes, secure communication can still be supported by the other
servers and, since each user can contact a different subset of servers, the slow-
down factor for the performances of the applications introduced by a single KDC
can be improved.

The model we consider in this case is the following: Let U = {U1, . . . , Um}
be a set of m users, and let S1, . . . , Sn be a set n servers of the network. Each
user has private connections with all the servers. A scheme to set up a DKDC is
divided in three phases: An initialization phase, which involves only the servers
and requires (temporary) private channels; a key request phase, in which users
ask for keys to servers; and a key computation phase, in which users retrieve keys
from the messages received from the servers contacted during the key request
phase. More precisely, the property that must hold are:
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Properties of a DKDC

– When the initialization phase correctly terminates, each server Si has to
be able to compute some private information, denoted by ai, enabling him
to answer the key-request messages.

– Each user in a group Ch ⊆ U must be able to uniquely compute the group
key, after interacting with at least k servers of his choice.

– A group key must be secure against attacks performed by coalitions of
servers, coalitions of users, and hybrid coalitions (servers and users).

A construction for a DKDC, based on a family of 
-wise independent func-
tions, has been proposed in [97]. A function is 
-wise independent if the knowl-
edge of the value of the function in 
− 1 different points of the domain does not
convey any information on the value of the function in another point.

The scheme proposed in [97] enables 
 groups of users, referred to as confer-
ences in a set C, not known a priori, to securely compute a common key. The
family of 
-wise independent functions chosen in [97] to construct the scheme
is the family of all bivariate polynomials P (x, y) over a given finite field Zq, in
which the degree of x is k − 1 and the degree of y is 
− 1. The protocol can be
described as follows: Let k, n be two integers such that k ≤ n, and let G be a
coalition of users that could try to compute keys for conferences in which they
do not belong to. Moreover, let 
 = maxG⊆U 
G be the maximum number of
conference keys that a coalition G of users can compute, and assume that the
initialization phase is performed by the first k servers of the system. The full
protocol can be described as follows:

Initialization Phase

– Each of the servers S1, . . . , Sk, performing the initialization phase, con-
structs a random bivariate polynomial P i(x, y) of degree k − 1 in x, and
� − 1 in y by choosing k · � random elements in Zq.

– Then, for i = 1, . . . , k, server Si evaluates the polynomial P i(x, y) in
the identity j of Sj , and sends Qi

j(y) = P i(j, y) to the server Sj , for
j = 1, . . . , n.

– For j = 1, . . . , n, each server Sj computes his private information aj ,
adding the k polynomials of degree � − 1, obtained from the k servers
performing the initialization phase. More precisely,

aj = Qj(y) =
k∑

i=1

Qi
j(y).

A user who needs a conference key, sends a key request to the servers as follows
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Key Request Phase

– A user U ∈ Ch, who wants to compute the key κh, sends to at least k
servers, say Si1 , . . . , Sik , a request (U, h).

– Each server Sij , invoked by U , checks that the user belongs to Ch, and
sends to U the value Qij (h), i.e., the value of the polynomial Qij (y) eval-
uated in y = h.

Finally, using the k values received from the servers Si1 , . . . , Sik
, and applying

the Lagrange formula for polynomial interpolation, each user U ∈ Ch recovers
the secret key P (0, h) =

∑k
i=1 P i(0, h). More precisely,

Key Computation Phase

– U computes, for j = 1, . . . , k, the coefficients

bj =
∏

1≤s≤k,s�=j

is
is − ij

.

Then, he recovers P (0, h) computing the
∑k

j=1 bjyij where, for j =
1, . . . , k, yij = Qij (h), the value received from the server Sij .

The security of the above scheme is unconditional. However, in [97] some
computationally secure constructions were given as well. Actually, the problem
studied in [97] was a more general problem: how to securely distribute the com-
putation of a pseudorandom function. A scheme for DKDC was considered as an
applicative scenario for the distributed computation of a pseudorandom function.

Maurer, in his survey on future prospectives for Cryptography [92], has
pointed out that two important directions for the research during the next years
could be the weakening of the assumptions on which cryptographic protocols are
built on, and the distribution of trustiness. Key Establishment is an important
theoretical and practical problem, and distributed solutions seem to be suitable
in many settings. This is the reason3 for which we have included a paragraph to
talk about the distribution of a KDC [97].

5 Multicast Schemes

Multicast communication schemes enable delivering data to multiple recipients.
The motivation for such communication scheme lies in its efficiency: users of the
same group get the same message simultaneously, with a consequent reduction
of both sender and network resources. A wide range of applications benefit from
3 Well, a less impartial reason is that we like this problem, and we have even studied

some extensions [24,25,49] of the model given in [97].
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multicast communication. However, several issues must be solved when designing
a secure multicast scheme. The reader is referred to [43] for a clear and detailed
overview.

Among them, one of the most challenging problem is the so called access
control: only legitimate members of a multicast group must have access to the
multicast group communication. The standard technique that is used to guar-
antee such requirement is to maintain a common key that is known to all the
multicast group members, but is unknown to non-member.

In this setting, hence, the key establishment problem is how to maintain the
invariant that all the group members, and only them, have access to a group key
in a group with dynamic membership. Indeed, from time to time, users can be
added to and removed from the group. This is the main difference between this
setting and the previous ones, where groups are static (i.e., broadcast schemes).

The scenario we consider can be formalized as follows: Let U be the universe
of all possible users, and let GC denote the group controller, responsible for the
key-management problem. Let M = {u1, . . . , un} ⊆ U be the multicast group.
We assume that GC /∈ M . A session key ks is shared initially by M and the
GC. Moreover, other information and key material can be known by the users
in M and the GC. The group M can change by means of two operations: Join
and Remove. More precisely, let U ⊆M . We have:

– Remove(U). The new group is M \ U .
– Join(U). The new group is M ∪ U .

A multicast re-keying protocol specifies an algorithm by means of which the
GC may update the session key ks, and possible other information and key
material held by the parties, after each Join and Remove operation.

The efficiency of such schemes is measured by means of:

– Communication Complexity. This parameter is the most important one, since
reducing communication and network resources is the main motivation for
multicast communication.

– Group Controller Storage. Amount of memory needed to manage the key-
establishment issue.

– User Storage. Amount of memory the user needs to update the session keys
for the multicast group.

To give an idea to the reader, we describe two multicast re-keying protocols:
A basic scheme with minimal storage requirement, but inefficient from the com-
munication complexity point of view, and a tree-based scheme, which improves
the communication complexity paying something in terms of memory storage.
The first one can be described as follows:
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Storage Efficient Multicast Scheme

– Each user u holds the session key ks, and a unique symmetric key ku,
shared with the GC. These keys are generated by GC in set up phase: for
each user u, ku = fr(u), where f is a pseudo-random function and r is a
secret seed stored by GC.

– When a group of users U is removed from the group, GC chooses a new
session key k

′
s, and sends it to the user u, by broadcasting the ciphers

Eku(k
′
s) for all u ∈ M \ U.

– When a group of users U joins the group, GC generates a new session key
k

′
s, and sends it to the new users, by broadcasting the ciphers Eku(k

′
s) for

all u ∈ U, and to the old ones by broadcasting the cipher Eks(k
′
s).

The second scheme is based on a tree data structure. It enables a more
efficient implementation of the update after a remove operation, and can be
described as follows (we consider only the remove operation):

Tree-Based Multicast Scheme

– Let n = 2r (power of 2) be the number of users. The Group Controller GC
sets up a binary tree of height log n. Users are associated to the leaves.
Then GC associates a key kv to every node of the tree, and sends to each
user through a secure channel the keys associated to the nodes along the
path connecting the user to the root. The key associated to the root is the
session key.

– When a user u must be removed from the group, GC performs the follow-
ing operations: for each node v along the path from u to the root, a new
key k

′
v is generated. Then, these new keys are encrypted and broadcasted

to the users. More precisely, denoting by p(u) the parent of u and by s(u)
the sibling, k

′
p(u) is encrypted with ks(u). The process is iterated until the

root is reached.

The above scheme, described in [128], was subsequently improved by using
a pseudo-random generator in [43], and further optimized, in order to improve
the tradeoff between Center Memory Storage and Communication Complexity
in [44]. In the latter paper lower bounds on the resources required by multicast
schemes are given as well. Later on, in [104] it was shown that the trade-off
constructions given in [44] are optimal.

6 Tracing Schemes

Digital valuable content can be distributed to a large set of parties by means
of several media: cable or satellite networks, CD-ROM and DVD devices and
more. If the content must be available only to authorized parties, namely the
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ones that pay to get access, then it can be distributed in encrypted form, and
the authorized users can receive decryption keys. The pay-per-view or certain
subscription television broadcast transmissions are remarkable examples of such
kind of content delivery systems.

However, the content is protected from forbidden users as long as they do
not get decryption keys and, unfortunately, several reasons can drive authorized
users, called traitors, to disclose/communicate their keys to other users, in order
to enable them to access the data. In the pay-per-view scenario, for example,
the decoder used to decrypt the transmission is a box storing some keys that are
used, at the beginning of each transmission, to decrypt preliminary messages,
sent by the broadcaster, enabling the reconstruction of the session key with
which the subsequent content, say a movie, will be encrypted.

Several traitors can try to set up a new decoder by using subsets of their own
key-sets. The new set does not belong to any user at all. Hence, in some way,
nobody is guilty. Such phenomenon is called Piracy. Of course, if it is possible
to prove that the decoder could be set up only because at least one of the users
released some of his decryption keys, piracy can be prevented: if the risk to be
accused is high, traitors can be discouraged.

Clearly, a possible solution is to encrypt the data separately under different
keys, one for each user. This means that the total length of the ciphertext is at
least n times the length of the cleartext, where n is the number of authorized
parties. Such overhead is impossible in any broadcast environment.

In the recent years, researchers have concentrated their efforts on the design of
systems preventing traitors from distributing the keys that enable the decryption
of the encrypted content. The reader is referred to [48], which is the journal
version of [47], where the concept of tracing traitors was introduced, and of [98],
where some more efficient construction were given, for a complete introduction.
This subsection is manly based on the treatment therein provided.

We would like to point out that the problem is related to the key estab-
lishment problem: as we show, several solutions are based on a smart distribu-
tion/allocation of decryption keys among the decoders, enabling to identify at
least one traitors, once a pirate decoder is built by several traitors and captured.

The model we consider is the following: We have a data supplier D and a
large set of recipients. The data supplier generates a meta-key which contains a
base set A of random keys, and assigns subsets of these keys to users, m keys
per user. These m keys form the user personal key. Different personal keys may
have a nonempty intersection. We denote the personal key for user u by P (u),
which is a subset of the base set A.

A message in a traitor tracing scheme is a pair (enabling block, cipher block).
The cipher block is the symmetric encryption of the actual data, under some
secret key s. The enabling block allows authorized users to obtain s. Basically,
the enabling block consists of encrypted values under some or all of the keys
of the base set A. Every authorized user is able to compute s by decrypting
the values for which he has keys and then computing the actual key from these
values.



The Key Establishment Problem 79

The goal of the system designer is to assign keys to the users such that when
a pirate decoder is captured it should be possible to detect at least one traitor,
subject to the condition that the number of traitor is at most k. Such schemes
are said to be k-resilient.

To exemplify the above concepts and to give to the reader an idea of what is
going on, we describe two schemes. The first one, is very simple and is 1-resilient.
It works as follows:

1-resilient Traitor Tracing Scheme
– The data supplier D generates r = 2 log n keys

{a0
1, a

1
1, a

0
2, a

1
2, . . . , a

0
log n, a1

log n}.

– Each user has a log n bits identity, and the personal key P (i) for user i is
the set of m = log n keys

{ab1
1 , ab2

2 , . . . , a
blog n

log n },

where bj is j-th bit in i’s identity.
– Let s be the key used to encrypt the cipher block. The data supplier splits

s into log n secrets s1, . . . , slog n, i.e., s is given by the XOR of the si, and
encrypts every si with both a0

i and a1
i . Both encryptions are added to the

enabling block.

Notice that every user can decrypt the si and compute s. Different users have
at least one row where they differ in the selected keys. Since any pirate decoder
must contain at least a key for every i = 1, . . . , log n, and we assume that at
most one traitor is allowed, then the pirate decoder must store exactly the keys
of the traitor, which uniquely identify himself.

An efficient scheme and with higher resilience can be constructed by using a
set of 
 (unkeyed) hash functions.

k-resilient Traitor Tracing Scheme
– Let {h1, . . . , h�} be a set of hash functions chosen at random. Each function

hi maps {1, . . . , n} to {1, . . . , 2k2}. The data supplier D generates a matrix
of � × 2k2 random keys, where each row is given by

Ai = {ai,1, ai,2, . . . , ai,2k2}.

– Each user u receives a personal key

P (u) = {a1,h1(u), a2,h2(u), . . . , a�,h�(u)}.

– Let s be the key used to encrypt the cipher block. The data supplier splits
s into 2k2 secrets s1, . . . , s2k2 , i.e., s is given by the XOR of the si, and
encrypts every si with all the keys of row Ai. These encryptions are added
to the enabling block.
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Again, every authorized user recovers the secret key s. The tracing property
can be obtaining by an appropriate choice of the set of hash functions. In such a
case, if a pirate decoder is captured, the tracing algorithm simply identifies the
highest number of keys that belong to a certain user. With high probability this
user is one of the traitors. On the other hand, the probability that an innocent
is accused is very small. Details can be found in [48].

Since the first paper on tracing traitors [47], many results have been achieved
in this field, that has received attention from a large number of researchers. Some
references about tracing (and multicast) schemes for the interested reader, just
to name a few, are [17,32,34,48,57,59,103,65,98,99,96,71,72,73,78,108,109,116],
[123,124].

7 Quantum Key Distribution

To close our quick overview about key distribution schemes, we would like to
spend some words on quantum cryptography and, more precisely, on quantum
key distribution. The reader is strongly encouraged to read the survey article by
Gottesman and Lo [68] for a concise, simple and interesting introduction to the
subject and its possible future prospectives.

During the last century, scientists have shown that classical physics is a
powerful theory to describe the macroscopic world but almost useless for the
microscopic one: here, the determinism of classical physics does not work in order
to describe the intrinsically random behaviors of the particles. Moreover, in the
microscopic world, Heisenberg’s uncertainty principle, imposes a fundamental
limitation to “the accuracy” of the measurements that can be done.

Quantum Information Processing is a new emerging research field in which
people are studying the possibility of using quantum systems and quantum laws
in information processing. Many efforts have been done in the recent years, and
several difficult problems in the classical information processing scenario have
been shown to be easily solvable in the quantum setting: if a quantum computer
can be built, many public key cryptography schemes, for example, would be
completely useless [113].

In Cryptography, apart from the destructive aspects related to possible ap-
plications of quantum algorithms and systems, some positive results have been
achieved as well. One of the most remarkable is a method enabling two parties,
which share a quantum channel and a public classic channel, to establish a com-
mon secret key for subsequent cryptographic uses. Bennett and Brassard pro-
posed the first scheme in 1984 [16]. Nowadays, several groups have implemented
and experimented quantum key distribution schemes, and some companies have
even started their own businesses on these products (e.g., [68]).

Staying far from a precise and in-depth presentation, in the following we
would like just to sketch how quantum key distribution works.

The key Alice wishes “to send” to Bob is a sequence of bits. The value of
each bit is encoded on the properties of a photon, its polarization for example.
The polarization is the oscillation direction of its electric field. Four possible po-
larizations are considered to represent the bits: vertical, horizontal, or diagonal.
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Graphically, these polarizations can be represented by the symbols ↔, !,↗,↖.
Alice and Bob agree that ↔ and ↗ represent 0, while ! and ↖ represent 1. A
filter can be used to distinguish between horizontal ↔ and vertical ! photons;
another one, between diagonal ↗ and ↖ photons. Hence, each filter enables
reading a photon which can encode zero or one.

The main property on which quantum key distribution is based on is that:
When a photon passes through the correct filter, its polarization does not change;
while, if it passes through the wrong one, its polarization is modified randomly.

For example, if a vertical or horizontal photon passes through the filter to
distinguish between vertical and horizontal photons, its polarization does not
change. Vice versa, if it passes through the filter to distinguish between diagonal
photons, it randomly changes its polarization.

Basically the scheme works as follows: Alice, for each bit of the key, chooses
a photon with one of the two possible polarizations to represent that bit and
sends it, through the quantum channel to Bob. At each transmission, Bob chooses
uniformly at random a filter to read horizontal and vertical photons or diagonal
photons. At the end, he tells Alice his choices and Alice confirms the right ones.
The bits read correctly by Bob form the basis for the common secret key. Indeed,
in order to extract a common secret key from the sequence of bits, they have to
check the absence of transmission errors and of Eve’s eavesdropping.

Roughly speaking, the security of the scheme is guaranteed since, if Eve tries
to read the photons transmitted by Alice along the quantum channel, then on
average half of the times she changes their polarizations! In this case, at the
end of the quantum key distribution protocol, Alice and Bob can recognize her
presence. In other words, we can even say that the laws of nature guarantee
that an eavesdropper will either reveal itself with near certainty or gain no
information about the key. The probability that an eavesdropper is not detected
and nevertheless gains a substantial amount of information can be made as small
as desired4.

More precisely, but without going into the details, the protocol can be de-
scribed as follows (see next page).

Notice that, even if Eve eavesdrops the communication that takes place over
the public channel in step 3, she cannot figure out any information about the
bits read by Bob, since each filter enables to read a photon which can encode
zero or one.

At a first look, the scheme can be considered as a key transport scheme,
since Alice chooses the initial sequence of bits: but, actually, the final key is the
results of the random choices of Bob as well. Hence, if Alice chooses the string
uniformly at random, even if the final key is a subset of the initial string, it is a
random string generated by the random choices of both users. Hence, it can be
better considered as a key agreement scheme.

4 Notice that, even if intuitively simple, the formal proof of security of a quantum
key distribution scheme is a very difficult task, due to the variety of quantum tricks
that Eve can apply and that must be taken into account.
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Quantum Key Distribution Scheme

1. For each key bit, Alice sends a photon, whose polarization is randomly
selected. She records these polarizations/orientations.

2. For each incoming photon, Bob chooses randomly one of the two filters.
He writes down his choice as well as the value he records.

3. After all photons have been transmitted, Bob reveals, over a conventional
and unsecure channel - the phone line for example - to Alice the sequence
of filters he used.

4. Alice tells Bob in which cases he chose the correct filter.
5. Alice and Bob now know in which cases their bits should be identical (when

Bob used the correct filter). A subset of these bits will form the final key.
6. Finally, Alice and Bob check the common sequence of bits they hold. In

this step error correcting codes are used and some bits are discarded. The
remaining ones constitute the common secret key.

A drawback of the above scheme is that it assumes that, before running the
protocol, Alice and Bob authenticate each other in some way (i.e., using some
common information or some short shared key). The authentication is necessary
to avoid an impersonation attack, where Eve pretends to be for example Bob.
Hence, it cannot be used by two users that have never meet before.

A solution that can be used to solve the authentication problem is the in-
troduction of a Quantum Cryptographic Center, universally known and trusted,
that verifies the identity of both users.

Most experiments carried out up to now use optical fibers to implement
the quantum channel, shared between Alice and Bob, to transmit the photons.
Currently, distances up to 70 kilometers have been achieved at many places, for
example, at Los Alamos (USA), at BT Labs (UK), at the University of Geneva
(CH), and at the University of Vienna. However, experiments have even been
conducted in Los Alamos in order to send the photons through the air. In this
case, the ultimate goal is secure ground-to-satellite communication.

Finally, quantum key distribution is feasible with current technology, though
at still rather low data rates (a few hundred bits per second).

8 Conclusions

Key Establishment is a vast topic. Perhaps, the uncovered aspects are more than
the ones we have briefly mentioned in this paper. We have outlined some settings
and protocols that seem to us to be representative of both problems and possible
solutions. However, our aim was just to give a gentle introduction to the subject,
mainly for students who approach the Key Establishment problem for the first
time. Among important approaches that are totally missing from this version of
the paper, the unconditionally secure key agreement technique by public discus-
sion [90], surely would have deserved a whole section. We refer the reader to [90]
for details and to [91] for papers on this approach and related techniques (e.g.,
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privacy amplification). Even several variations of protocols for key distribution
for dynamic groups, close in spirit to multicast schemes, supporting centralized
and decentralized group control, should have been mentioned (e.g., [3,99]). The
Key Escrow issue [62] and its practical/political implications should have been
described, too (e.g., see [63] and the references therein quoted). As well as it
would have been interesting to give a look at the world of the standards (e.g.,
[61]). For all these aspects we refer the reader to the proceedings of the ma-
jor conferences in Cryptography (Crypto, Eurocrypt, and Asiacrypt) and to the
journals involved in Cryptography and Theoretical Computer Science. Another
good source of references, with notes about the history of the schemes, credits to
the authors, and attributions of the results, can be found in the paragraphs at
the end of Chapters 12 and 13 of [94]. What can we say more? If the reader has
found the topic fascinating, and his curiosity is driving him to look for further
papers, we have reached the goal for which we have been writing these pages: A
’quick introduction’ is not needed anymore!
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Abstract. The paper surveys the literature on high-level name-passing process
calculi, and their extensions with cryptographic primitives. The survey is by no
means exhaustive, for essentially two reasons. First, in trying to provide a coher-
ent presentation of different ideas and techniques, one inevitably ends up leaving
out the approaches that do not fit the intended roadmap. Secondly, the literature
on the subject has been growing at very high rate over the years. As a conse-
quence, we decided to concentrate on few papers that introduce the main ideas,
in the hope that discussing them in some detail will provide sufficient insight for
further reading.

Outline of the Paper

We start in Section 1 with a brief review of a polyadic version of Milner’s π-calculus.
Then we outline the foundational work by Pierce and Sangiorgi on typing systems for
the π-calculus. Section 3 covers the Join Calculus, and a discussion on its type systems.
The remaining sections cover security specific extensions of name-passing calculi. In
Section 4 we review an extension of the π-calculus with a new construct for group
creation, and study the impact of the new primitive in enforcing secrecy. In Section 5 we
discuss the security π-calculus, a typed version of the asynchronous π-calculus, which
applies type based techniques provide security resource access control and information
flow security guarantees. Section 6 gives a brief outline of a value passing extension
of CCS, known as CryptoSPA, with cryptographic primitives. Finally, Section 7 covers
the spi-calculus, and its typing system(s) for secrecy. Each section includes pointers to
further important work in the literature relevant to each of the topics.

1 The Pi Calculus

The π-calculus is a way of describing and analyzing systems consisting of agents which
interact among each other, and whose configuration is continually changing. The π-
calculus emerged as the canonical model of concurrent computation, in much the same
way as the λ-calculus has established itself as the canonical model of functional com-
putation.
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The λ-calculus emphasizes the view of computation as the process of taking ar-
guments and yielding results. In the λ-calculus everything is a function, and compu-
tation is, essentially, the result of function application. Concurrent computation can-
not be forced into this functional metaphor of computation without severe distortions:
if anything, functional computation is a special case of concurrent computation, and
one should reasonably expect to find the functional model represented within a general
enough model of concurrency.

In the π-calculus, every term denotes a process – a computational activity running in
parallel with other processes and possibly containing several independent subprocesses.
Computation arises as a result of process interaction, which in turns is based on com-
munication on named channels. Naming is, in fact, the pervasive notion of the calculus,
for various reasons. Naming presupposes independence: one naturally assumes that the
namer and the named are independent (concurrent) entities. Further, using a name, or
address, is a prerequisite to the act of communicating, and of locating and modifying
data.

Based on these observations, the π-calculus seeks ways to treat data-access and
communication as the same thing: in doing so, it presupposes that naming of channels is
primitive, while naming of agents is not. As we shall see, departing from this view, and
extending the concept of naming to agents and locations is what led to the development
of models of mobility on top of the π-calculus. As of now, however, we start looking at
the π-calculus in itself.

1.1 Syntax and Operational Semantics

There are in fact several versions of the π-calculus. Here, we will concentrate on a very
basic one, although polyadic: the differences with other versions are mostly orthogonal
to our concerns. The syntax is given in Table 1.

We assume an infinite set of names to be used for values and communication chan-
nels, and an infinite set of variables. We let a,b − p,q range over names and x − z
range over variables. In addition, we often reserve u and v to denote names or vari-
ables indistinguishably, whenever the distinction between the two notions may safely
be disregarded.

We use a number of notation conventions: x̃ : T̃ stands for x1 : T1, . . . ,xk : Tk, and
we omit trailing dead processes, writing u〈N〉 for u〈N〉.0 and u(x̃ : T̃ ) for u(x̃ : T̃ ).0.
The empty tuple plays the role of synchronization messages. The input prefix and the
restriction operator are binders: the notations fn(P) and fv(P) indicate, respectively,
the set of free names and free variables of the process P: these notions are defined as
usual. We assume identity for α-convertible terms throughout, and we often omit type
annotations on the two binders whenever irrelevant to the context in question.

The syntactic form 0 denotes the inert process, which does nothing. u(x : T )P is
a process that waits to read a value on the channel u: having received a value, say
M, it behaves as P with every free occurrence of x substituted by M. Dually, u〈M〉.P
is a process that sends a value M on channel u and then behaves as P. The syntax
suggests that output, as input, is synchronous, hence blocking: before continuing as P
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Table 1 Pi calculus (typed) syntax

Expressions M,N ::= bv basic value
⏐ a, . . . , p name
⏐ x, . . . ,z variable
⏐ (M1, . . . ,Mk) tuple, k � 0

Processes P,Q,R ::= 0 stop
⏐ u〈N〉.P output
⏐ u(x̃ : T̃ ).P input
⏐ (νa : T )P restriction
⏐ P | P composition
⏐ !P replication

the process the output u〈M〉 must be consumed by another process running in parallel1.
The restriction form (νa : T )P declares a new, fresh name a local to P. P | Q denotes
the parallel composition of two subprocesses P and Q. Finally, !P stands for an infinite
number of (parallel) copies of P.

The operational semantics of the π-calculus is defined in terms of two relations: a struc-
tural equivalence relation on process terms that allows the rearrangement of parallel
compositions, replications and restrictions so that the participants in a communication
can be brought into immediate proximity; and a reduction relation that describes the act
of communication itself.

Structural Congruence is defined as the least congruence relation that is closed un-
der the following rules:

1. P | Q ≡ Q | P, P | (Q | R) ≡ (P | Q) | R, P | 0 ≡ P
2. (νa)0 ≡ 0, (νa)(νb)P ≡ (νb)(νa)P
3. (νa)(P | Q) ≡ P | (νa)Q if a �∈ fn(P)
4. !P ≡!P | P

The one-step reduction relation P −→ Q is the least relation closed under rules in
Table 2.

The notation P{x1 := M1, . . .xk := Mk} indicates the simultaneous substitution of Mi

for each free occurrence of the variable xi in P, for i∈ [1..k]. We assume that substitution
maps variables to names (or else unstructured values). In other words, the substitution
{x1 := M1, . . .xk := Mk} is only defined when each of the Mi is either a name or a basic
value. In all other cases it is undefined.

The rule (COMM) is the core of reduction relation, as it defines the effect of syn-
chronization between two processes on a channel. The rules (STRUCT) complete the
definition. Notice that reduction is possible under a restriction, but not under either

1 There exists an asynchronous variant of the calculus in which output is non-blocking. We
will discuss it briefly below, and return on it in later sections, when discussing some of the
derivative calculi.
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Table 2 Reduction Relation
(COMMUNICATION)

n(x1 : T1, . . . ,xk : Tk)P | n〈M1, . . . ,Mk〉.Q −→ P{x1 := M1, . . . ,xk := Mk} | Q

(STRUCTURAL RULES)

P −→ P′

P | Q −→ P′ | Q
P −→ P′

(νa)P −→ (νa)P′
P ≡ P′ P′ −→ Q′ Q′ ≡ Q

P −→ Q

of the two input and output prefix forms. It is also instructive to comment on the last
structural rule for reduction, that connects the relations of reduction and structural con-
gruence, and specifically on the interplay between the reduction rule (COMM) and the
structural rule (νa)(P | Q) ≡ P | (νa)Q if a �∈ fn(P), known as the rule of scope extru-
sion. If we read the equivalence from left to right there is nothing surprising: since the
name a does not occur free in P, restricting a on this process is vacuous, and we may
safely move the restriction to Q without changing (at least intuitively) the meaning of
the term. When used from right to left, instead, the equivalence enables the communi-
cation of private names. Consider the term c(x).P | (νa)c〈a〉.Q. In their current form,
the two parallel processes may not communicate. However, we may use the congruence
rules to rearrange the term as in (νa)(c(x).P | c〈a〉.Q), and then use (COMM) to reduce
it to P{x := a} | Q. By effect of the reduction, the name a, which was private to Q, has
now been communicated to P. Interestingly, the name a may very well be the name of
a channel, which implies that the reduction has the effect of establishing a new com-
munication link between the two processes P and Q. Also note that the new link is now
private to P and Q, and will remain so as long as the two processes do not communicate
it to third parties.

This simple example shows that the combination of scope extrusion and communi-
cation provides a very powerful mechanism for:

– dynamically changing the topological structure of a system of processes, by creat-
ing new, fresh, communication links.

– establishing private, hence secure communication links among the principals of the
system.

The ability to represent dynamically changing system topologies is the distinctive fea-
ture of the π-calculus with respect to previous CCS-like calculi for concurrency. The
possibility of establishing private channels, in turn, makes the π-calculus a good foun-
dation for studying formal models of security protocols. We briefly illustrate this po-
tential of the π-calculus with a simplified version of the protocol known as the Wide
Mouthed Frog protocol. In this version, we have two principals A and B (the outfamous
Alice and Bob), willing to exchange secret data M, and a server S, that mediates their
communication:

Message 1: A → S cAB on cAS

Message 2: S → B cAB on cBS

Message 3: A → B M on cAB
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Initially, each one of A and B shares a channel with S. A sends to S a secret channel that
it wishes to use for communicate with B; S sends this channel to B and then A and B
may communicate. The π-calculus formulation of the protocol is just as direct, but now
formal:

A � (νcAB)cAS〈cAB〉.cAB〈M〉
S � cAS(x).cBS〈x〉
B � cBS(x).x(y).P{y}

The notation P{y} is used here simply to emphasize that P will do something with the
message it receives on the input channel x. The example shows how a secret channel
may be established for communication, and relies critically on scope extrusion: the
scoping rules guarantee that the context in which the protocol is executed (i.e. any
process running in parallel with A, B and S) will not be able to access the secret channel
cAB, unless of course any of the principals involved in the protocol gives it away.

This use of private channels for secrecy is suggestive and effective in its simplicity.
On the other hand, a problem with the π-calculus formulation of the protocol arises
when we consider its implementation in a distributed environment. In that case, it is not
realistic to rely only on the scope rules to ensure secrecy of names, as one also needs to
prevent the context from having free access public channels over which private names
are communicated. In our example, the name cAB is secret, but to guarantee that secrecy
is preserved through the protocol we should also envisage a mechanism for prevent-
ing the context from reading the name cAB while it is communicated over the public
channels cAS and cBS. Unfortunately, the π-calculus does not allow one to express the
cryptographic operations that would typically be used for that purpose. This observa-
tion motivated the design of the cryptographic extension of the π-calculus known as the
spi calculus [5, 10].

We conclude the description of the untyped π-calculus with a more complex exam-
ple that illustrates the reduction semantics and the computational flavor of the calculus.

Example 1 (Memory Cells). A memory cell can abstractly be thought of as an object
with private store s holding the cell value, and two methods get and put for reading and
writing the contents of the cell. In the π-calculus, this can be represented as a process
consisting of three parallel subprocesses like the ones displayed below:

cell(n) ::= (ν s)(s〈n〉
| !get(y).s(x).(s〈x〉 | y〈x〉)
| ! put(y,v).s(x).(s〈v〉 | y〈〉))

cell(n) declares the private name s representing the physical location holding the value
n, and provides the two handlers for serving the “get” and “put” requests on its con-
tents. Both the handlers are implemented as replicated processes, to make it possible
to serve multiple requests. Each request is served by first spawning a fresh copy of the
corresponding handler by means of the congruence rule !P ≡ P | !P.

The intuition is as follows. To read the cell contents, a user sends a “get” request
by transmitting, over the channel get, the name of a channel where it waits for the
result of the request. Upon receiving the channel name, the “get” handler inside the
cell consumes the current cell value, and then reinstates it while also copying it to the
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channel it received from the user. The protocol for serving a “put” request is similar.
The cell’s “put” handler waits for a for value v: once v is received, the handler consumes
the current cell value and writes v on the private channel s. There is a further subtlety,
however, in that the “put” handler inside the cell also expects an “ack” channel from
the user, which it uses to signal the completion of the protocol to the user. This may be
required by a user that, say, increments the cell value and then reads the new value to
print it: before reading the value, the user may use the ack channel to make sure it prints
the new cell value, the one resulting from the increment.

Here, we illustrate the reduction semantics with a simpler (and less realistic) user:

user(v) ::= (νack)(put〈ack,v〉.ack().(ν ret)get〈ret〉.ret(x).print〈x〉)
The user first writes a new value and then reads the cell contents to print the returned
value. Now consider the system cell(0) | user(v). An initial phase of structural rear-
rangements brings the system in the form (νs)(νack)(ν ret)(. . . )cell | (. . . )user. Then
the system (. . . )cell | (. . . )user evolves as follows: we omit the application of congru-
ence rules and, at each reduction step, we only display the subterms that are relevant to
the reduction in question:

(s〈0〉 | (put(y,v).s(x). . . . | . . . ))cell | (put〈ack,1〉. . . . )user

−→ (s〈0〉 | s(x).(s〈1〉 | ack〈〉) | . . . ))cell | (ack(). . . . )user

−→ (s〈1〉 | ack〈〉 | . . . )cell | (ack().ret(x). . . . )user

−→ (s〈1〉 | (get(y).s(x). . . . ))cell | (get〈ret〉. . . . )user

−→ (s〈1〉 | (s(x).(s〈x〉 | ret〈x〉) . . . ))cell | ret(x).print〈x〉
−→ (s〈1〉 | ret〈1〉 . . .)cell | ret(x).print〈x〉
−→ (s〈1〉 | . . . )cell | print〈1〉 
�

1.2 Further Reading

Starting with the original presentation [46], there is by now an extensive literature on
the π-calculus, also in the form of introductory [45], and advanced [54]. Most versions
of the π-calculus, including the one we have outlined here, are first-order in that they
allow only names to be transmitted over channels. Higher-order versions of the calculus
have been extensively studied by Sangiorgi [54].

2 Typing and Subtyping for the Pi Calculus

We have so far ignored the typing annotations occurring in the input and restriction
binders. Now we take them more seriously, and look at the rôle of types in the calculus.
There are in fact several reasons why types are useful for process calculi in general, and
for the π-calculus in particular.
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– The theory of the pure (untyped) π-calculus is often insufficient to prove some “ex-
pected” properties of processes. These properties arise typically from the program-
mer using names according to some intended principle or logical discipline which,
however, does not appear anywhere in the terms of the pure π-calculus, and there-
fore cannot be used in proofs. Types bring the intended structure back into light,
and therefore enhance formal reasoning on process terms: for instance, typed be-
havioral equivalences are easier to prove, based on the fact that only typed contexts
need to be considered.

– types may be employed to ensure that process interaction happens only in type-
consistent ways, and hence to enable static detection of run-time type errors. To
exemplify, consider the following two terms:

a〈b,c〉.P | a(x).Q a〈true〉.P | a(x).x(y).Q

Both terms are, at least intuitively, ill-formed. The first reduces to the non-sensical
process 〈b,c〉(x).Q, while the second to the ill-formed term true(y).Q A simple
arity check would be enough to rule out the first term as ill-formed. This, however,
is not true of the second term.

– types can be useful for resource control. In the π-calculus, resources are channels,
and the way that resources can be protected from unintended use is by hiding their
names by means of the restriction operator. However, this is often too coarse a
policy to enable effective resources control. In the untyped calculus, resource pro-
tection is lost when the resource name is transmitted, as no assumption can be made
on how the recipient of the name will use the resource. Types may come to the res-
cue, as they can be employed to express and enforce a restrictive use of channels
by associating them with read and/or write capabilities.

The study of type systems for process calculi originated from ideas by Milner [42, 43],
based on the observation that channels used in system of processes naturally obey a
discipline in the values they carry, that reflects their intended use. For instance, in the
cell example above, the ret channel is used to communicate integers, while the get
channel is used to communicate another channel (in fact, the ret channel). In Milner’s
original formulation, the cell example could be described by the following sorting:

ret : Si Si �→ int
get : Sg Sg �→ (Si)
ack : Sa Sa �→ ()
put : Sp Sp �→ (Sa,())

The key idea, in types systems for the π-calculus, is that sorts, or types, are assigned
only to channels, whereas processes are either well typed under a particular set of as-
sumptions for their bound and free names and variables, or they are not. As we shall see,
a different approach is possible, based on assigning more informative types to processes
to describe various forms of process behavior. For the time being, however, we look at
typing systems where the rôle of types is essentially that of describing (and prescribing)
the intended use of channels.
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The foundational work on type system by Pierce and Sangiorgi [47] was inspired by
Milner’s initial idea, which they elaborate in two dimensions. First they replace match-
ing of types “by-name” with a more direct notion of structural matching, a technical
modification that enables a substantively more concise and elegant presentation. Sec-
ondly, and more importantly, they employ types in a prescriptive manner to control and
restrict access to channels. Their technique is based on associating channels with ca-
pabilities, and on introducing a notion of subtyping to gain additional control over the
use processes can make of channels. The rest of this section gives an overview of their
work. The reader is referred to [47] for full details.

2.1 Types

The structure of types is described by the following productions.

Types S,T ::= B types of basic values
⏐ (T1, . . . ,Tk) tuple, k � 0
⏐ r(T ) input channel
⏐ w(T ) output channel
⏐ rw(T ) input/output channel

The type of a channel not only describes the type T of the values it carries, but also
the kind of access the channel offers to its users. In the untyped calculus every channel
is available for input and output: types help distinguishing, and restricting, the use of
channels by associating them with access capabilities, providing users with the right to
read from and/or write to a channel. The distinction between the two forms of access
is reminiscent of a corresponding distinction that is made for the reference types in
some functional programming languages. Reference types, that is, the types of mutable
cells, are modeled with two different types: one for use of cells as “sources” of values,
from which values can be read, and the other for cells as “sinks” where values can
be placed. The same intuition applies to channels: channels of type r(T ) may only be
used as sources (i.e. for input), channels of type w(T ) as sinks (i.e. for output), whereas
channels of type rw(T ) are input-output channels behaving both as sources and sinks.

To exemplify, r(int) is a read-only channel carrying values of type int. Since chan-
nels themselves are values, one can define a typed channel c : rw(r(int)), conferring
c the capability of sending and receiving values which in turn are read-only channels
carrying integers.

2.2 Typing Rules

The typing rules are given in Table 3. They derive judgments in two forms: Γ  M : T
stating that term M has type T , and Γ  P which simply says the process P is well-
typed in context, or type environment Γ. A type environment Γ contains a set of type
assumptions for the free names and variables occurring in P: equivalently, one may
think of Γ as a finite map from names and variables to types.
The rules (BASE) and (TUPLE) should be self-explained. The (NAME) rule depends
on the subtype relation S � T which we discuss below: if the name (or variable) u is
assumed to have type S in Γ, then any occurrence of that name in a process may also be
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Table 3 Typing Rules for the Pi Calculus

Typing of Terms

(BASE)

Γ  bv : B

(NAME)

Γ(u) = S S � T

Γ  u : T

(TUPLE)

Γ  Mi : Ti i ∈ [1..k]

Γ  (M1, . . . ,Mk) : (T1, . . . ,Tk)

Typing of Processes

(INPUT)

Γ  u : r(T̃ ) Γ, x̃ : T̃  P x̃∩Dom(Γ) = ∅

Γ  u(x̃ : T̃ ).P

(OUTPUT)

Γ  u : w(T ) Γ  M : T Γ  P

Γ  u〈M〉.P

(DEAD)

Γ  0

(PAR)
Γ  P Γ  Q

Γ  P | Q

(REPL)
Γ  P

Γ  !P

(RESTR)

Γ,a : T  P a �∈ Dom(Γ)

Γ  (νa : T )P

Table 4 Core Subtype rules for channel types

(SUB INPUT)
S � T

r(S) � r(T )

(SUB OUTPUT)
T � S

w(S) � w(T )

(SUB IO/I)

rw(T ) � r(T )

(SUB IO/O)

rw(T ) � w(T )

typed at T provided that T is a super-type of S. The (INPUT) and (OUTPUT) rules ensure
that channels are used consistently with their types. In the (INPUT) rule, the first premise
requires that the channel from which input is requested provide a read capability and
that the type of the input variables of the channel be consistent with the channel type.
In addition, in order for the process u(x̃ : T̃ ).P to be well typed, the continuation P must
also be well typed under the additional assumptions that the input variables x̃ are of
the declared types. The rule (OUTPUT) has a similar reading. The remaining rules are
easily explained: (PAR) and (REPL) are purely structural, (DEAD) states that the inert
process is well typed, and (RESTR) is standard.

2.3 Subtyping

The subtype relation is central to the use of the type system to enforce access control
over channels. The core subtyping rules are defined in Table 4. The subtype relation
is the least reflexive and transitive relation that is closed under these rules, and a rule
that extends the subtype relation homomorphically to tuples: (S1, . . . ,Sk) � (T1, . . . ,Tk)
if Si � Ti for all i ∈ [1..k].
The two rules (SUB INPUT) and (SUB OUTPUT) are readily understood by analogy
between channel types and reference types. Alternatively, one may think of a channel
as a function: in its role as a source the channel returns a value, in its role as a sink it
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receives argument. Now, the two rules reflect the subtype relation for function types:
covariant in their return type and contra-variant in their input. The rules (SUB IO/I)
and (SUB IO/O) enable access control: any channel (which in the untyped calculus is
always available for both input and output) may be associated with a more restrictive
type (read-only or write-only) to protect it from misuse in certain situations. To illustrate
the power of subtyping for resource access control, consider the following example
from [47].

Example 2 (Access to a Printer). Suppose we have a system with a printer P and two
clients C1 and C2. The printer provides a request channel p carrying values of some type
T representing data to be printed on behalf of the clients. The system can be represented
by the π-calculus process (ν p : rw(T ))(P | C1 | C2).

If we take, say, C1 � p〈 j1〉.p〈 j2〉. . . . , one would expect that the jobs j1, j2, . . . are
received and processed, in that order, by the printer P. This is not necessarily the case,
however, as C2 might be not be willing to comply with the rules of the protocol. For
instance, it competes with P to “steal” the jobs sent by C1 and throws them away:
C2 � ! p( j : T ).0.

One can prevent this kind of misbehavior by constraining the capabilities offered to
C1 and C2 on the channel p: in the end, the clients should only write on p, whereas the
printer should only read from it. We may therefore extend the system with an initializa-
tion phase that enforces this intended behavior on all the participants in the protocol.
The initialization phase uses two channels, a and b, to communicate the name p to the
printer and to the two clients, restricting the respective capabilities on p.

(ν p : rw(T )) (a〈p〉.b〈p〉 | a(x : r(T )).P | b(y : w(T )).(C1 | C2))

Notice that now p is a read-only channel within P and a write-only channel within C1

and C2. Assuming appropriate definitions for the processes P, C1 and C2, the system
type checks, under the assumption a,b : rw(rw(T )), as the subtype relation ensures that
p : rw(T ) may legally be substituted for any x : r(T ) or y : w(T ).

2.4 Properties of the Type System

The type system satisfies the standard properties one expects: subject reduction and type
safety. In functional languages, subject reduction guarantees that types are preserved
during the computation. The result for the π-calculus is similar, and ensures that well-
typedness is preserved by all the non-deterministic reductions of a process.

Theorem 1 (Subject Reduction). If Γ  P and P −→ Q, then Γ  Q.

The proof of this result requires two auxiliary results. The first is the so-called subject-
congruence theorem, stating that well-typedness is preserved by the relation of struc-
tural congruence.

Theorem 2 (Subject Congruence). If Γ  P and P ≡ Q, then Γ  Q. Dually, if Γ  P
and Q ≡ P, then Γ  Q.

The second is the π-calculus version of the familiar substitution lemma from type sys-
tem for the λ-calculus.
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Theorem 3 (Substitution). If Γ  u : T and Γ,x : T  P, then Γ  P{x := u}.

Type safety is a more subtle issue. In functional calculi, proving type safety amounts to
proving the so-called absence of stuck states, i.e. to show that the evaluation of well-
typed terms either does not terminate, or returns a value, for a suitable notion of value.
In the π-calculus, there is no notion of value, as computation is entirely based on in-
teraction between processes, that do not return values. A notion of “stuck state” may
nevertheless be formulated, and taken as the basic common denominator to different
notions of type safety.

Theorem 4 (Basic Type Safety). Assume ΓP, and P −→ Q. If Q contains a subterm

c(x1 : T1, . . . ,xn : Tn).Q1 | c〈M1, . . . ,Mk〉.Q2

then all of the following hold true: c is a name or variable (i.e. not a constant of basic
type), k = n and each of the Mi is a non-structured value.

The theorem says essentially that process interaction happens in type-consistent ways,
and never generates undefined substitutions. In addition, one may wish to prove other
properties for reduction, and consequently richer notions of type safety. For instance, for
the type system we have presented in the previous section, it can be proved that reduc-
tion of well-typed processes preserves guarantees that access to channels by processes
is always consistent with the capabilities conferred to the channels by their types. We
will discuss type-safety more formally in some of the calculi presented in later sections.
Presently, we content ourselves with this informal formulation, and refer the interested
reader to [47] for details on this richer notion of type safety.

2.5 Further Reading

The study of type systems for the π-calculus is currently very active, and has produced
a large body of literature. Besides the work by Pierce and Sangiorgi we have reviewed
in this section, and those we will discuss later on, an interesting pointer is to the work
of Igarashi and Kobayashi [37] where a generic framework is proposed in which to
understand several previous systems.

3 The Join Calculus

The Join calculus [29, 30] is a variant of the asynchronous π-calculus [12, 36] which
combines restriction, reception, and replication in one construct, the join receptor: J �P.
For example the definition

def apply〈f,x〉�f〈x〉 (1)

defines a new name apply that receives two arguments and apply the first to the second.
More precisely it receives a channel name that it bounds to f and a name that it bounds
to x and sends the latter over the former. This is more formally shown by the following
reduction:

def apply〈f,x〉�f〈x〉 in apply〈g,y〉 −→ def apply〈f,x〉�f〈x〉 in g〈y〉
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Table 5 The Join calculus

Processes P,Q ::= x〈Ṽ 〉 Asynchronous message on x

def D in P Definition of D in P

P | Q Parallel Composition

0 Empty Process

Join patterns J,J′ ::= x〈ỹ〉 Asynchronous reception on x

J | J′ Joining messages

Definition D,E ::= J �P Elementary clause

D∧E Simultaneous definition

Values V,V ′ ::= x̃ Names

Table 6 Received, defined and free variables

dv(J �P) = dv(J) dv(D∧E) = dv(D)∪dv(E)

dv(T ) = /0 dv(J | J′) = dv(J)∪dv(J′)
dv(x〈ṽ〉) = {x}

rv(x〈ṽ〉) = {u | u ∈ ṽ} rv(J | J′) = rv(J)� rv(J′)

fv(J �P) = dv(J)∪ (fv(P)− rv(J)) fv(D∧E) = fv(D)∪ fv(E)

fv(ε) = /0
fv(x〈ṽ〉) = {x}∪{u ∈ ṽ}
fv(def D in P) = (fv(P)∪ fv(D))−dv(D)

fv(P | Q) = fv(P)∪ fv(Q)

fv(0) = /0

The syntax of the calculus is given in Table 5, where we assume names x,y, . . . to be
drafted from an infinite set N .

The only binding mechanism is the join pattern: the formal parameters which are re-
ceived are bound in the guarded process. The received variables, rv(J), are the names to
which the messages sent are bound; the defined variables in a join pattern or a definition,
dv(J) and dv(D), are the names which are bound by the definition. The free variables,
fv(P) and fv(D), are all the names which are not bound. Received, defined and free
variables can be easily defined as expected by structural induction (see Table 6).

It is important to notice that there is no linearity condition on the channel names in
a composed join pattern: however, elementary join patterns are required to be linear, i.e.
received variables are supposed to be pairwise distinct. A name is said to be fresh in a
process when it is not free in it. In the following discussions a consistent use of names
is assumed.

The operational semantics of the Join calculus is given using the chemical paradigm
(structural rules � plus reduction →) in terms of the so called Reflexive Chemical Ab-
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Table 7 The RCHAM

(str-join) |= P | Q � |= P,Q

(str-def) |= def D in P � Dσdv |= Pσdv

(red) . . .∧ J �P∧ . . . |= Jσrv → . . .∧ J �P∧ . . . |= Pσrv

Side conditions: in (str-def) σdv instantiates the names in dv(D) to distinct fresh names;
in (red) σrv substitutes the received variables rv(J) with the values actually received

stract Machine (RCHAM) [29, 14] (see Table 7). States of the RCHAM are expression
of the form D |= P, where P are the running processes and D are the (chemical) reac-
tions.

Note that join patterns can be the parallel composition of different receptions, and
that reduction takes place only when all the receptions synchronize. So for example the
following receptor

def ready〈printer〉 | print〈file〉�printer〈file〉 in P

reduces only when in P two (unbound) outputs on ready and print occur in parallel
as for

def ready〈printer〉 | print〈file〉�printer〈file〉 in ready〈gutenberg〉
| print〈myths.ps〉 | Q

which reduces to

def ready〈printer〉 |print〈file〉�printer〈file〉 in gutenberg〈myths.ps〉 |Q

The same behavior could be obtained by composing this definition with the defini-
tion (1):

def apply〈f,x〉�f〈x〉 ∧ ready〈p〉 | print〈 f 〉�apply〈p, f 〉

3.1 Typing

Let us again consider the definition of the expression (1). If we use 〈T 〉 to denote the
type of channels transporting values of type T , then apply has type 〈〈T 〉,T 〉 for every
type T . In words apply is a channel that transports pairs formed by a channel and a
value that can be sent over that channel.

Note the polymorphic nature of the type of apply. This can be formally expressed
by generalizing the type of apply into the following type schema: ∀α.〈〈α〉,α〉. We
saw before that join calculus provides synchronization between join patterns. Thus for
instance a variant of apply that receives f and x from different sources can be defined
as follows

def fun〈f〉 | arg〈x〉�f〈x〉
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Table 8 Typing rules for the Join Calculus

(INST)
x : ∀α̃.T ∈ A

A  x : T{α̃ := T̃ ′}

(PAR)
A  P A  Q

A  P | Q

(MESSAGE)

A  x : 〈T1, . . . ,Tn〉 A  vi : Ti (i = 1..n)

A  x〈v1, . . . ,vn〉

(DEF)

A,B  D :: B A,Gen(B,A)  P

A  def D in P

(JOIN)

A,yi j : T i=1..n, j=1..mi
i j  P

A  x1〈y j=1..m1
1 j 〉 | . . . | xn〈y j=1..mn

n j 〉�P :: xi : 〈Ti1, . . .Timi〉i=1..n

(AND)
A  D1 :: B1 A  D2 :: B2

(B1
Dom(B2)

= B2
Dom(B1)

)
A  D1 ∧D2 :: B1,B2

According to what we said before fun and arg can be respectively typed as 〈〈α〉〉
and 〈α〉. Observe, however, that fun and arg are correlated in their types as they must
share the same type variable α. This forbids to generalize their types separately: if
we assigned them the types ∀α.〈〈α〉〉 and ∀α.〈α〉, then the correlation of the types of
the two names defined in the same join pattern would be lost. In [14] this problem is
handled by the definition of the generalization rule that forbids the generalization of
type variables that appear free in the type of more than one co-defined name.

The type system of [14] is defined as follows:

Types T ::= α ⏐ 〈T, . . . ,T 〉
Schemas σ ::= T ⏐ ∀α.σ

Type Envs B ::= ∅ ⏐ B,x : T

Schema Envs A ::= ∅ ⏐ A,x : σ

The type system includes three kinds of typing judgments:

A  u:T the name u has type T in A
A  P the process P is well typed in A
A  D :: B the definition D is well-typed in A with types B for its defined types

which are deduced by the typing rules in Table 8.
In that table, Gen(B,A) is the generalization of the type environment B of the form

(xi : Ti)i=1..n with respect to the schema environment A: let fv(A) be the set
∪(s:σ)∈Avars(σ) with vars(σ) is the set of variables occurring in σ; let B \ x be the
environment B without the binding for x; then Gen(B,A) is (xi : ∀(fv(Ti)− fv(A,(B \
xi))).Ti)i=1..n.
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With the exception of (DEF) all the rules are straightforward, insofar as they are al-
most directly inspired by the typing rules for polymorphic (poliadic) λ-calculus. (INST)
assigns to a variable x any type that is an instance of the type schema associated to the x
in A; (PAR) is straightforward; (MESSAGE) checks that the types of the actual parame-
ters match the type of the channel the parameters are sent over; (JOIN) checks that the
guarded process P is typable under the assumption that the types of the formal param-
eters of the join patterns match those of the corresponding channels, and associates to
the definition the type environment of its declared names; (AND) associates to the com-
position of two definitions the composition of the type environments of their declared
names, provided that the two definitions do not declare a common name. Finally (DEF)
is the most technical rule: first it checks the typing of the definition D under the type
environment produced by D. This allows recursive definitions; second it checks the well
typing of P under the generalization of the types of the new definition with respect to A.
In particular the generalization takes into account the problem of sharing we hinted in
the beginning of the section. Therefore for every constraint x:T ∈ B the generalization
does not generalize all the free type variables of T but, instead, only those free vari-
ables that are not shared with a previous definition or with a parameter of the actual join
pattern.

3.2 Properties of the Type System

Soundness. The soundness of the type system is obtained by proving subject reduction
and basic type safety (corresponding to Theorem 4 for π-calculus.)

Theorem 5 (Subject Reduction). If A  P and P −→ Q, then A  Q.

Definition 1. A process of the form def D∧ J � in Q | x〈ṽ〉 is wrong if J contains a
message x〈ỹ〉 where ỹ and ṽ have different arities.

Theorem 6 (Basic Type Safety). If A  P then P is not wrong.

The composition of the previous two theorems ensures that well typed processes never
go wrong.

Type Inference. Finally, there exists an algorithm that for every typable process returns
the most general schema environment under which the process can be typed, while it
fails if it is applied to a process that is not typable.

3.3 Further Reading

In [7] Abadi, Fournet, and Gonthier define the sjoin-calculus, that extends the join cal-
culus with constructs for encryption and decryption and with names that can be used
as keys, nonces, or other tags. This extension is very reminiscent of the the way the
spi-calculus (see section 7) extends the π-calculus: as a matter of fact, the name sjoin
was chosen in analogy with spi. The authors also show how to translate sjoin into a
lower-level language that includes cryptographic primitives mapping communication
on secure channels into encrypted communication on public channels. A correctness
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theorem for the translation ensures that one can reason about programs in sjoin with-
out mentioning the cryptographic protocols used to implement them in the lower-level
implementation.

In [17] Conchon and Pottier advocate that the the type system of [14], that forbids
the generalization of any type variable that is shared between two jointly defined names
(such as fun and arg), is overly restrictive when one wants to use types in a descriptive –
rather then prescriptive – way. To that end they switch from the system of [14] in which
the generalization is performed on syntactic criteria, to a richer type system based on
constraints and where the generalization is more “semantic” (polymorphic types are
interpreted as particular sets of monomorphic types) and fairly natural. However, rather
surprisingly, the new generalization criterion hinders type inference as it results very
difficult (perhaps impossible) to infer a most general type. As a result they propose a
more restrictive (and syntactic) criterion that, while it allows type inference, it is closer
to the original system of [14].

In his PhD. thesis [15] Conchon extends the type system of JOIN(X) with informa-
tion-flow annotations that ensure a noninterference property based on bisimilarity
equivalences. The new systems thus obtained can detect, for instance, information flow
caused by contentions on distributed resources, which are not detected, in a satisfactory
way, when using testing equivalences. The achievement is however limited by the fact
that equivalences, rather than congruences, are considered.

A more in depth study of bisimulation for the join calculus can be found in [11].
In all these variants, join remains a concurrent calculus. In [31] the authors define

the Distributed Join Calculus that extends join calculus essential with locations, mi-
gration, and failure. The new calculus allows one to express mobile agents roaming
on the net, that is, that autonomously move from some node to a different node where
they resume their current execution. Distributed join is also the core of the distributed
language jocaml[16].

4 The Pi Calculus with Groups

In Section 1 (and we will see it also in Section 7) we discussed the importance of scope
extrusion for secrecy. However, inattentive use of scope extrusion may cause secrets to
be leaked. Consider a process P that wants to create a private name x. In the pi-calculus
this can be done by letting P evolve into a configuration (νx)P′, where the channel x is
intended to remain private to P′. This privacy policy is going to be violated if the system
then evolves into a situation such as the following, where p is a public channel known
to an hostile process (opponent) running in parallel with P.

p(y).O | (νx)(p〈x〉 |P′) (2)

In this situation, the name x is about to be sent by P over the public channel p and
received by the opponent. In order for this communication to happen, the rules of the
pi-calculus, described in Section 1, require first an enlargement of the scope of x. After
extrusion we have:

(νx)(p(y).O | p〈x〉 | P′) (3)

Now, x can be communicated over p, and the opponent acquires the secret.
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The private name x has been leaked to the opponent by a combination of two mech-
anisms: the output instruction p〈x〉 and the extrusion of (νx). It seems that we need
to restrict either communication or extrusion. Since names are dynamic data in the pi-
calculus, it is not easy to say that a situation such as p〈x〉 (sending x on a channel known
to the opponent) should not arise, because p may be dynamically obtained from some
other channel, and may not occur at all in the code of P.

The other possibility is to prevent extrusion, which is a necessary step when leaking
names outside their initial scope. However, extrusion is a fundamental mechanism in the
pi-calculus: blocking it completely would also block innocent communications over p.

A natural question is whether one could somehow declare x to be private, and have
this assertion statically checked so that the privacy policy of x cannot be violated. To this
end, in [13] authors add an operation of group creation to the typed pi-calculus, where
a group is a type for channels. Group creation is a natural extension of the sort-based
type systems developed for the pi-calculus (see Section 1). However, group creation
has an interesting and subtle connection with secrecy. Creation of fresh groups has the
effect of statically preventing certain communications, and can block the accidental or
malicious leakage of secrets.

Intuitively, no channel belonging to a fresh group can be received by processes
outside the initial scope of the group, even if those processes are untyped. Crucially,
groups are not values, and cannot be communicated; otherwise, this secrecy property
would fail.

Starting from the typed pi-calculus, we can classify channels into different groups
(usually called sorts). We could have a group G for our private channels and write
(νx:G)P to declare x to be of sort G. However, if groups are global (as usually happens
with sorts in standard pi-calculus type systems), they do not offer any protection be-
cause an opponent could very well mention G in an input instruction, and leakage can
thus be made to typecheck:

p(y : G).O | (νx:G)(p〈x〉 | P′) (4)

In order to guarantee secrecy, the group G itself should be secret, so that no opponent
can input names of group G, and that no part of the process P can output G information
on public channels.

In general we want the ability to create fresh groups on demand, and then to create
fresh elements of those groups. To this end, we extend the pi-calculus with an operator,
(νG)P, to dynamically create a new group G in a scope P. Although group creation is
dynamic, the group information can be tracked statically to ensure that names of differ-
ent groups are not confused. Moreover, dynamic group creation can be very useful: we
can dynamically spawn subsystems that have their own pool of shared resources that
cannot interfere with other subsystems.

Consider the following process, where G[ ] is the type of a channel of group G:

(ν p:U) (p(y:T ).O | (νG)(νx:G[ ])p〈x〉) (5)

Here an attempt is made again to send the channel x over the public channel p. For-
tunately, this process cannot be typed: the type T would have to mention G, in order
to receive a channel of group G, but this is impossible because G is not known in the
global scope where p has been declared.
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The construct (νG) has extrusion properties similar to (νx), which are needed to
permit legal communications over channels unrelated to G channels, but these extrusion
rules prevent G from being confused with any groups mentioned in T .

Untyped Opponents. Let us now consider the case where the opponent process is un-
typed or, equivalently, not well-typed. This is intended to cover the situation where an
opponent can execute any instruction without being restricted by static checks such as
type checking or bytecode verification. For example, the opponent could be running
on a separate, untrusted, machine. Let consider again the previous process, where we
remove typing information from the code of the opponent, since an opponent does not
necessarily respect the typing rules. The opponent now attempts to read any message
transmitted over the public channel, no matter what its type is.

(ν p:U)(p(y).O | (νG)(νx:G[ ])p〈x〉) (6)

The untyped opponent will not acquire secret information by cheating on the type of
the public channel. The fact that the process P is well typed is sufficient to ensure
secrecy, even in the presence of untyped opponents. This is because, in order for P to
leak information over a public channel p, the output operation p〈x〉 must be well typed.
The name x can be communicated only on channels whose type mentions G. So the
output p〈x〉 cannot be well typed, because then the type U of p would have to mention
the group G, but U is not in the scope of G.

We have thus established, informally, that a process creating a fresh group G can
never communicate channels of group G to an opponent outside the initial scope of
G, either because a (well typed) opponent cannot name G to receive the message, or,
in any case, because a well typed process cannot use public channels to communicate
G information to an (untyped) opponent. Thus, channels of group G are forever secret
outside the initial scope of (νG). So, secrecy is reduced in a certain sense to scoping
and typing restrictions. As we have seen, the scope of channels can be extruded too far,
perhaps inadvertently, and cause leakage, while the scope of groups offers protection
against accidental or malicious leakage, even though it can be extruded as well.

4.1 Syntax and Operational Semantics

We start showing the syntax of an asynchronous, polyadic, typed pi-calculus with
groups and group creation. Types specify, for each channel, its group and the type of
the values that can be exchanged on that channel.

Types T ::= G[T1, . . . ,Tn] polyadic channel in group G

As usual, in a restriction (νx:T )P the name x is bound in P, and in an input x(ỹ :
T̃ ).P, the names y1, . . . ,yk are bound in P. In a group creation (νG)P, the group G
is bound with scope P. Let fn(P) be the set of free names in a process P, and let
fg(P), fg(T ) be the sets of groups free in a process P and a type T , respectively.

The operational semantics of the calculus is similar to that of the typed pi-calculus
described in Section 1. Group creation is handled by the following new rules of struc-
tural equivalence and reduction:
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Table 9 Typed pi-calculus with Groups

Expressions M,N ::= a, . . . , p name
⏐ x, . . . ,z variable

Processes P,Q,R ::= 0 stop
⏐ u〈M̃〉.P polyadic output
⏐ u(x̃:T̃ ).P polyadic input
⏐ (νG)P group creation
⏐ (νa:T )P restriction
⏐ P | P composition
⏐ !P replication

(Struct GRes GRes) (νG1)(νG2)P ≡ (νG2)(νG1)P
(Struct GRes Res) (νG)(νx:T )P ≡ (νx:T )(νG)P if G /∈ fg(T )
(Struct GRes Par) (νG)(P | Q) ≡ P | (νG)P if G /∈ fg(P)

(Red GRes) (νG)P −→ (νG)Q if P −→ Q

Note that rule (Struct Gres Res) is crucial: it implements a sort of “barrier” between
processes knowing a group name and processes that do not know it.

4.2 The Type System

Environments declare names and groups in scope during type-checking; we define en-
vironments, Γ, by Γ ::= /0 | Γ,G | Γ,x:T . We define four typing judgments: first,  Γ
means that Γ is well formed; second Γ  T means that T is well formed in Γ; third,
Γ  x : T means that x : T is in Γ, and that Γ is well formed; and, fourth, Γ  P means
that P is well formed in the environment Γ. Typing rules are collected in Table 10.

Properties of the Type System. A consequence of our typing discipline is the ability to
preserve secrets. In particular, the subject reduction property, together with the proper
application of extrusion rules, has the effect of preventing certain communications that
would leak secrets. For example, consider the process (4) at the beginning of this sec-
tion:

(ν p:U)(p(y:T ).O | (νG)(νx:G[ ])p〈x〉)
In order to communicate the name x (the secret) on the public channel p, we would
need to reduce the initial process to the following configuration:

(ν p:U)(νG)(νx:G[ ])(p(y:T ).O | p〈x〉)

If subject reduction holds then this reduced term has to be well-typed, which is true
only if p : H[T ] for some H, and T = G[ ]. However, in order to get to the point of
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Table 10 Typing rules for the pi-calculus with groups

(ENV EMPTY)

 /0

(ENV u)

Γ  T u /∈ dom(Γ)

 Γ,u : T

(ENV GROUP)

 Γ G /∈ dom(Γ)

 Γ,G

(TYPE CHAN)

G ∈ dom(Γ) Γ  T1 . . .Γ  Tn

Γ  G[T1, . . . ,Tn]

(PROJECT)

 Γ′,x : T,Γ′′

Γ′,x : T,Γ′′  x : T

(GRES)
Γ,G  P

Γ  (νG)P

(INPUT)

Γ  M : G[T1, . . . ,Tn] Γ,x1 : T1, . . . ,xn : Tn  P

Γ  M(x1 : T1, . . . ,xn : Tn)P

(RES)
Γ,n : T  P

Γ  (νn : T )P

(DEAD)
 Γ

Γ  0

(OUTPUT)

Γ  M : G[T1, . . . ,Tn] Γ  N1 : T1 . . .Γ  Nn : Tn

Γ  M〈N1, . . . ,Nn〉

(PAR)
Γ  P Γ  Q

Γ  P | Q

(REPL)
Γ  P

Γ !P

bringing the input operation of the opponent next to the output operation, we must have
extruded the (νG) and the (νx:G[ ]) binders outward. The rule (Struct Gres Res), used to
extrude (νG) past p(y:T ).O, requires that G /∈ fg(T ). This contradicts the requirement
that T = G[ ].

Proposition 1 (Subject Congruence). If Γ  P and P ≡ Q, then Γ  Q.

Proposition 2 (Subject Reduction). If Γ  P and P −→ Q, then Γ  Q.

The formalization of secrecy is inspired by Abadi’s definition [2]: a name is kept secret
from an opponent if after no series of interactions is the name transmitted to the oppo-
nent. We model the external opponent simply by the finite set of names S known to it.
A complete formalization of this notion of security can be found in [13], here we only
overview the main theorem and its proof. The following theorem expresses the idea
that in the process (νG)(νx:G[T1, . . . ,Tn])P, the name x of the new group G is known
only within P (the scope of G) and hence is kept secret from any opponent able to com-
municate with the process (whether or not the opponent respects our type system). Let
erase(P) be the process obtained from P by erasing type annotations and new-group
creations. Let S be a set of names, we say that a process P preserves the secrecy of x
from S if P will never communicate the name x to an opponent initially knowing the
names in S.

Theorem 7 (Secrecy). Suppose that Γ  (νG)(νx:T )P where G ∈ fg(T ). Let S be the
names occurring in dom(Γ). Then the erasure (νx)erase(P) of (νG)(νx:T )P preserves
the secrecy of the restricted name x from S.
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The proof of the secrecy theorem (see [13]) is based on an auxiliary type system
that partitions channels into untrusted channels , with type Un and trusted ones, with
type Ch[T1, . . . ,Tn], where each Ti is either a trusted or untrusted type. The type system
insists that names are bound to variables with the same trust level (that is, the same
type), and that no trusted name is ever transmitted on an untrusted channel. Hence an
opponent knowing only untrusted channel names will never receive any trusted name.

In particular, for any group G, we can translate group-based types into the auxiliary
type system as follows: any type that does not contain G free becomes Un, while a type
H[T1, . . . ,Tn] that contains G free is mapped onto Ch[〈〈T1 〉〉G, . . . , 〈〈Tn 〉〉G]. This transla-
tion is proved to preserve typability. This implies that an opponent knowing only names
whose type does not contain G free, will never be able to learn any name whose type
contains G free. This is the key step in proving the secrecy theorem.

Finally, note that the typing rules constrain only the principals that want to protect
their secrets from attackers. On the contrary, there are no restrictions on the code the
attackers may run; we have in fact that any untrusted opponent may be type-checked as
follows.

Lemma 1. For all P, if fn(P) = {x1, . . . ,xn} then x1 : Un, . . . ,xn : Un  P.

This is a distinctive property of the approach we discussed in this section, since it makes
the type system suitable for reasoning about processes containing both trusted and un-
trusted subprocesses.

5 The Security Pi Calculus

The security π-calculus is an extension of the π calculus defined by Hennessy and Riely
[33] to study properties of resource access and information flow control in systems with
multilevel security. Before discussing the security π-calculus, we first give a very brief
overview of the underlying models of multilevel security.

5.1 Multilevel Security

Traditional models of security are centered around notions of subjects and objects, with
the former performing accesses on the latter by read and write (as well as append,
execute, . . . , etc. in certain models) operations. Multilevel security presupposes a lattice
of security levels, and every subject and object in the system is assigned a level in
this lattice. Based on these levels, access to objects by subjects are classified as read-up
(resp. read-down) when a subject attempts to read an object of higher (resp. lower) level,
and similarly for write accesses. Relying on this classification, security policies are
defined to control access to objects by subjects and, more generally flow of information
among the subjects and objects of the system.

An important class of security policies are the so-called Mandatory Access Control
(MAC) policies, among which notable examples are defense security and business se-
curity. Defense security aims at protecting confidentiality of data by preventing flow of
information from high, privileged, subjects to low, users. This is accomplished by for-
bidding read-up’s and write-down’s to objects: low-level users may not read confiden-
tial information held in high-level documents, and high-level principals may not write
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Table 11 Syntax: The Security pi calculus

Expressions M,N ::= . . . as in Table 1

Processes P,Q,R ::= 0 stop
⏐ u〈N〉 asynchronous output
⏐ u(x̃ : T̃ ).P input
⏐ (νa : T )P restriction
⏐ P | P composition
⏐ !P replication
⏐ [P]σ process at clearance σ

information on low-level objects that may be available to low-level users. Business se-
curity, on the other hand, centers around integrity, and a weaker form of confidentiality,
and provides guarantees that low-level users have no direct access to secret high-level
data, either in read or write mode.

Enforcing confidentiality and integrity often requires further constraints to prevent
flow of sensitive information to non-authorized subjects arising from subtle and hidden
ways of transmitting information, viz. covert channels: these may be established in
several ways, via system-wide side effects on shared system resources. The prototypical
example of covert channel is realized by means of the “file system full” exception.
Suppose that a process fills the file system, and then deletes a 1-bit file: further attempts
by that process to write that file will inform it of any two (high-level) users exchanging
1-bit information via the file system.

5.2 Syntax of the Security Pi-Calculus

The security π-calculus is based on the asynchronous variant of the π calculus. The
choice of asynchronous output is motivated by security reasons, as synchronous output
is more prone to covert channels and implicit flow of information. We will return to this
point later: as of now, we proceed with our discussion on the asynchronous π-calculus
and its extension with security.

There are different ways that the asynchronous π-calculus can be defined: for in-
stance, one may define it by relying on the same syntax given in Table 1, and by extend-
ing the relation of structural congruence with the new rule: a〈M〉.P ≡ a〈M〉.0 | P. This
rule effectively leads to an asynchronous version of the output operation, as it allows
the process P to reduce, hence evolve, independently of the presence of an input process
consuming the value M sent over the channel a.

Here, however, we will adhere to the more standard practice and use a different
syntax in which output on a channel is defined as a process rather than a prefix. The
syntax of the security π-calculus results from the syntax of the π-calculus from this
change and from introducing a new construct for processes.
As anticipated, the output construct is now a process rather than a prefix: this is all that
is needed to account for asynchrony. The new syntactic form [P]σ denotes a process
P running at security level σ; it has no real computational meaning, as the notion of
reduction is not affected by this construct. It is, however, relevant to the definition of
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the instrumented semantics that we will introduce to capture a notion of run-time error
resulting from security violations.

In the instrumented semantics, we view processes as playing the rôle of subjects,
while channels are naturally associated with the rôle of objects that processes access
in read and write mode. Security levels are associated with channels by enriching the
structure of channel types: besides associating input-output capabilities with each name,
channel types also include a security level.

The structure of the types is defined in terms of a lattice SL of security levels. We let
Greek letters like δ,σ,ρ, . . . range over the elements of this lattice: the top and bottom
elements are denoted by � and ⊥ as usual. To enhance flexibility, the structure of types
allows different security levels to be associated with the input and output capabilities
for a channel. Thus, if S and T are types, channels types may be structured as shown in
the following to examples:

– {w⊥(S), r�(T )}: the type of channels where low processes can write (values of type
S), and only high processes can read (values of type T ). This typing is appropriate
for a mailbox, where everybody should be allowed to write but only the owner
should be granted permission to read.

– {w�(S), r⊥(S)}: the type of channels where anybody can read, but only high pro-
cesses can write. This typing is typical of an information channel, where privileged
users write information for everyone to read.

We give a formal definition of types in Section 5.5. Before that, we define the opera-
tional semantics and formalize a notion of security error

5.3 Reduction Semantics

The operational semantics is given, as for the π-calculus, in terms of the two relations of
structural congruence and reduction. Structural congruence is defined by the following
extension of the corresponding relation for the π-calculus:

Table 12 Structural congruence

π-Calculus Rules for Structural Equivalence.
1. P | Q ≡ Q | P, P | (Q | R) ≡ (P | Q) | R, P | 0 ≡ P
2. (νa)0 ≡ 0, (νa)(νb)P ≡ (νb)(νa)P
3. (νa)(P | Q) ≡ P | (νa)Q if a �∈ fn(P)
4. !P ≡!P | P

Security π-Calculus Specific Rules.

5. [P | Q]σ ≡ [P]σ | [Q]σ
6. [(νx : T )P]σ ≡ (νx : T )[P]σ
7. [[P]ρ]σ ≡ [P]σ
ρ
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In addition, as for the π-calculus, the definition includes the structural rules that make ≡
a congruence. The rules 5 and 6 are not surprising. In rule 7, the notation ρ
σ indicates
the greatest lower bound between ρ and σ in the lattice of security levels. Based on this
relation, the reduction relation is defined as follows:

Table 13 Reduction Relation

(COMM) a〈M̃〉 | a(x̃ : T̃ )P −→ P{x1 := M1, . . . ,xk := Mk}
(COMMρ) [a〈M̃〉]σ | [a(x̃ : T̃ ).P]ρ −→ [P{x1 := M1, . . . ,xk := Mk}]ρ

(STRUCT)

P −→ P′

P | Q −→ P′ | Q
P −→ P′

[P]σ −→ [P′]σ
P −→ P′

(νa : T )P −→ (νa : T )P′

P ≡ P′ P′ −→ Q Q′ ≡ Q
P −→ Q

The rule (COMM) is the asynchronous variant of the reduction rule for communications
from the π-calculus. The rule (COMMρ) is the corresponding rule for processes with a
clearance: as we noted, the presence of the security level does not affect the computa-
tional behavior of processes. On the other hand, it is the basis for the formalization of
run-time security error.

5.4 Security as Resource Access Control

Security violations occur against a given security policy, which is formalized in the
calculus in terms of (i) a mapping from resources (i.e. names and values) to their types,
and of (ii) an auxiliary reduction relation that underlines the import of the policy by
defining what it means to violate it. As a first example, given a mapping Γ, one may
enforce a policy for resource access control by stating that processes at clearance σ
should only have access to channels and values at security level up to (and including)
σ. This can be formalized by the following additional reductions:

Table 14 Security Violation

(E-INPUT) [n(x̃ : T̃ ).P]ρ
Γ−→ err if rσ(T̃ ) ∈ Γ(n) =⇒ σ �� ρ

(E-OUTPUT) [n〈M〉]ρ Γ−→ err if wσ(T ) ∈ Γ(n) =⇒ σ �� ρ

(E-OUTVAL) [n〈M〉]ρ Γ−→ err if M : Bσ and σ �� ρ

(E-STRUCT)
P

Γ−→ err

P | Q
Γ−→ err

P
Γ−→ err

[P]σ
Γ−→ err

P
Γ−→ err

(νa : A)P Γ−→ err
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The rule (E-INPUT) states that a process with clearance ρ can not read from channels
that are not qualified by the security policy Γ, or that have security level higher than ρ.
The rule (E-OUTPUT) defines dual conditions for errors resulting from an attempt to
write on restricted channels. The rule (E-OUTVAL) states that a process with clearance
ρ may only communicate a value along a channel if that value is not restricted from
σ-level processes. In all three cases, the security violation is signalled by a reduction
to the distinguished process term err. The remaining rules are purely structural, and
propagate errors from a process to its enclosing terms.

We give two examples that illustrate the import of different security policies on the
reduction semantics.

Example 3 (Resource Access Violations). Consider the process

P � [c〈a〉]� | [c(x).x〈1〉]⊥.

consisting of a high-level and a low-level processes communicating over a channel c,
for which we define the security policy Γ as follows: Γ(a) = A, Γ(c) = C. First, assume
that the two types A and C are defined as follows:

A = {w�(int), r⊥(int)} and C = {w⊥(A), r⊥(A)}
By one reduction step, P reduces to the process [a〈1〉]⊥, and the latter reduces to err as
a result of a low-level process attempting to write on the high-level channel a. While
the violation shows up after one reduction step, it originates earlier, from the fact that
the value a of “high” level type A is written to channel c : C with “low” write capability.
Upgrading the write capability on C does not.

Consider then defining the types A and C differently, giving C high-level write ca-
pability:

A = {w�(int), r⊥(int)} and C = {w�(A), r⊥(A)}
Again, the reduction of P to [a〈1〉]⊥ causes a security violation (i.e. a reduction to err)
because the low-level process [a〈1〉]⊥ does not have the right to write on the channel
a for which the write capability is “high”. Here the problem originates from the high
value a being written to a channel c : C with “low” read capability.

The examples give a flavor of the inherent complexity of statically enforcing a security
policy. Most of this complexity is determined by “indirect” flow of information arising
as a result of processes dynamically acquiring new capabilities. In our case, the intuitive
and direct measures represented by the “no read-up, no write-up” slogan are not enough
to guarantee the desired effects of the access control policy. Further constraints must be
imposed to prevent unauthorized access: the purpose of the type system we discuss next
is to provide provably sufficient conditions for absence of security violations during
reduction.

5.5 Types and Subtypes

The formal definition of types is somewhat complex, as it includes well-formedness
rules ensuring that types are formed according to certain consistency conditions that
provide the desired security guarantees. We start defining sets of pre-capabilities and
pre-types.
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Pre-Capabilities

cap ::= rσ(T ) σ-level input channel carrying values of type T
⏐ wσ(T ) σ-level output channel carrying values of type T

Pre-Types

S,T ::= Bσ base type of level σ
⏐ {cap1, . . . ,capk} channel type, k � 0
⏐ (T1, . . . ,Tk) tuple type, k � 0

Next, we introduce the consistency conditions that single out the legal set of types.
The consistency conditions are formulated in terms of ordering relations over pre-
capabilities and pre-types induced by the ordering on security levels. Both the subtype
relations are denoted by the symbol �, and are the least reflexive and transitive relations
that are closed under the rules below.

Table 15 Subtyping

(SUB OUTPUT)
T � S σ � ρ

wσ(S) � wρ(T )

(SUB INPUT)
S � T σ � ρ

rσ(S) � rρ(T )

(SUB BASE)
σ � ρ

Bσ � Bρ

(SUB TYPE)

(∀ j ∈ J)(∃i ∈ I)capi � cap′j

{capi}i∈I � {cap′j} j∈J

(SUB TUPLE)

Si � Ti i ∈ [1..k]

(S1, . . . ,Sk) � (T1, . . . ,Tk)

The two relations are mutually recursive, following the mutually inductive definition
of pre-types and pre-capabilities. The rules (SUB INPUT) and (SUB OUTPUT) are the
direct generalization of the corresponding rules in Table 4. The remaining rules define
the subtype relation over basic, channel and tuple pre-types, respectively. Note that the
resulting subtype relation on pre-types generalizes the subtype relation by Pierce and
Sangiorgi we discussed in Section 2.

Now the set of types (as opposed to the previously introduced pre-types) is defined
by a kinding system that identifies the legal pre-types at each security level. Formally,
for each level ρ, the set Typeρ is the least set closed under the following rules:

Table 16 Type Formation

(T-BASE)
σ � ρ

Bσ ∈ Typeρ

(T-TUPLE)
Ti ∈ Typeρ

(T1, . . . ,Tk) ∈ Typeρ

(T-RD)
T ∈ Typeσ σ � ρ

{rσ(T )} ∈ Typeρ

(T-WR)
T ∈ Typeσ σ � ρ

{wσ(T )} ∈ Typeρ

(T-WRRD)

S ∈ Typeσ T ∈ Typeσ′ σ,σ′ � ρ S � T

{wσ(S), rσ′(T )} ∈ Typeρ
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There are a number of interesting consequences of the definition that are worth pointing
out. First note that if σ � ρ then RTypeσ ⊆ RTypeρ. This follows by a straightforward
inductive reasoning on the generation of types at each kind. The second thing to note is
the compatibility requirements between the read and write capabilities in the assump-
tions of the rule (T-WRRD). The condition σ,σ′ � ρ contributes to the property that
RTypeσ ⊆ RTypeρ for every σ � ρ. The assumption S � T , in turn, is a standard con-
dition required for soundness of channel communication: any value that is written on a
channel can be read from that channel at a super-type of the value’s true type. Interest-
ingly, however, the combination of this condition with the security constraints imposed
by the (T-WRRD) and the other rules has also security implications.

To see them, we first state the following proposition, which can be proved by induc-
tion on the derivation of S ∈ Typeσ.

Proposition 3. If S ∈ Typeσ, and S � T , then there exists ρ with T ∈ Typeρ and σ � ρ.

We illustrate the security implication we just mentioned with and example. Consider
the type T = {w�(S), r⊥(S′)}, and a channel a : T . A priory, high-level processes (with
clearance �) may write to this channel, while low-level processes, (with clearance ⊥)
may read from it. But then, it would seem, the channel may be used to leak sensitive
information, for low-level processes may read values written by high-level processes.
In particular, a high-level process could write on a the name of a high-level channel:
low processes could then read that name and gain access to the channel, thus resulting
in a violation of the security policy induced by our instrumented semantics.

A closer look at the type formation and subtyping rules shows that this cannot hap-
pen. To see why, assume that the type T is legal, that is T ∈ Typeρ for some security
level ρ. The hypotheses of the (T-WRRD) rule imply that �� ρ, hence ρ = �; further-
more, the two types S and S′ must be such that S ∈ Typeσ with σ ��, and S′ ∈ Typeσ′
with σ′ � ⊥ and S � S′. From these conditions, by the above proposition, it follows that
σ � σ′, and this, together with σ′ � ⊥, implies that σ = ⊥. In other words, the forma-
tion rules require that S ∈ Type⊥, which implies that only low values (and channels)
can be written to any channel of type T . But then, even though high-level processes can
write on channels of type T , they may only write low-level values: thus only low-level
information may flow from high to low processes.

In their present form, the type formation rules limit types to contain at most one
read and one write capabilities: this clearly results in a loss of expressive power, but
there is no fundamental difficulty in extending the formalization to handle types in the
general form.

5.6 Typing Rules

The typing rules, given in Table 17, derive judgments in two forms: the usual form
Γ  M : T stating that term M has type T , and the form Γ σ P which says that process
P is well-typed in the context Γ, at security level σ (the rules for parallel composition
and replication are standard, and omitted).
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Table 17 Typing Rules for the Security π-calculus

(NAME)

Γ(u) � A

Γ  u : A

(RESTR)

Γ,a : T σ P T ∈ Typeσ a �∈ Dom(Γ)

Γ σ (νa : T )P

(PROC)

Γ σ
ρ P

Γ σ [P]ρ

(INPUT)

Γ, x̃ : T̃ σ P Γ  u : rσ(T̃ ) x̃∩Dom(Γ) = ∅

Γ σ u(x̃ : T̃ ).P

(OUTPUT)

Γ  u : wσ(T ) Γ  M : T

Γ σ u〈M〉

The first three rules should be self-explanatory, but note, in the (RESTR) rule, that only
names at level (at most) σ may legally be introduced by well-typed processes running
at clearance σ. In the (INPUT) rule, the premises guarantee that the channel is used
consistently with its associated capabilities and security level. For the latter, note that
u offers a read capability at the same level σ at which the input process is currently
running. From the definition of subtyping, and the rule (NAME), it follows that Γ(u)= T
for a type T that includes a read capability at level ρ � σ: this guarantees that a process
with clearance σ may read from any channel with security level up-to σ, as desired.
The same reasoning applies to the (OUPUT) rule. The constraints imposed by the typing
rules, together with the constraints imposed on the type formation rules provide static
guarantees of type safety, that is absence of run-time violations for every well-typed
process. Type safety is formalized as follows.

Theorem 8 (Type Safety for Resource Access). Γ σ P implies [P]σ �Γ−→ err

In other words, if a process P is well-typed at clearance σ, then neither P nor any of its
derivatives will attempt a non-authorized access to a value or a channel restricted from
level σ. That P is free of error reductions follows directly from the above theorem:
that it is also true of the derivatives of P follows by the fact that well-typedness at any
clearance level is preserved by reduction as stated by the following theorem.

Theorem 9 (Subject Reduction). If Γ σ P and P −→ Q, then Γ σ Q

To exemplify the impact of the type system in enforcing our policy of resource access
control, consider the process

P � (νa : A)(νc : C)[c〈a〉]� | [c(x).x〈1〉]⊥.

In Example 3 we discussed two definitions for the types A and C: in both cases, the
process is ill-typed independently of the clearance (� or ⊥) at which we may type it. In
fact, ill-typedness is a consequence of the type C being ill-formed, as A ∈ Type� may
not be read from channels of type C with ⊥-level read capability.

We give more examples illustrating the rôle of types for security in the next section,
where we discuss a variation of the type system that provides guarantees for the “no
read-up, no write-down” constraints distinctive of the defense policy of MAC security.
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5.7 MAC Policies: Defense Security

Few changes are required to type formation rules to account for this case of MAC secu-
rity: the typing rules, instead, are unchanged. To understand and motivate the changes,
we start with a simple examples.

Example 4 (Defense Security). Consider again the process P from example 3:

P � [c〈l〉]� | [c(x).x〈1〉]⊥.

where Γ(c) = C and Γ(l) = L, and the two types C and L are defined as follows.

C = {w⊥(L), r⊥(L)} and L = {w⊥(int), r⊥(int)}.

With the current type system, P is well typed in Γ, as the channel c has “low” type and
offers read and write capabilities: hence both processes may legally access c. The same
is true of the type assignment l : L, and c : C with L as above, and C defined now as
C = {w�(L), r⊥(L)}. Indeed, it is not difficult to see that there is no violation of our
resource access policy, as there is no P error reduction for P or any of its derivatives.

In both the above cases, the term P would be rejected as “unsafe” under defense se-
curity, as in both cases a high-level process ends-up writing a low-level object, hence
establishing a high-to-low flow of information. It is, however, easy to identify the source
of the problems, and change the type system to enforce the new constraints.

In the first case, the problem is a direct violation of the “no write-down” constraint,
which results from the current definition of subtyping. The judgment Γ � c〈l〉 is deriv-
able by an application of the (OUTPUT) from the premise Γ  c : w�(L), as Γ(c) �
w�(L). In particular, the subtype relation holds because so does w⊥(L) � w�(L): to
prevent the write-down, it is thus enough to rule out the latter relation.

In the second case, instead, the problem results from the channel c offering a write
capability to processes running at high clearance, and read capability to low processes.
As a result, a low process can “read up” information written by high-level processes on
the same channel. To prevent such situations, it is enough to refine the type formation
rules by requiring that a read capability on a channel type not be lower than the write
capability (if any).

The new set of types may thus be defined as follows:

Definition 2 (Types for defense security). For any security level ρ, let Typeρ be the
least set of types that is closed under the subtype and kind rules of Section 5.5, where

– rule (SUB OUTPUT) is replaced by:
T � S

wσ(S) � wσ(T )

– rule (T-WRRD) is replaced by:
S ∈ Typeσ T ∈ Typeσ′ σ � σ′ � ρ S � T

{wσ(S), rσ′(T )} ∈ Typeρ

Given the new definition of types, and the typing rules of Table 17, it is possible to show
that well-typed processes do not cause any defense security violation. Of course, this
requires a new definition of error reductions, to reflect the desired notion of violation
under defense security.
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5.8 Information Flow Security

Having outlined a solution to defense security, we conclude our discussion on the secu-
rity π-calculus with a few observations on information-flow security.

As we already mentioned, information flow security aims at protecting confiden-
tiality and integrity of information by preventing ‘implicit’ flow of information via
covert channels. Examples of covert channels may naturally formalized in the security
π-calculus.

As a first example, consider the system:

[h(x).if x = 0 then hl〈0〉 else hl〈1〉]� | [hl(z).Q]⊥

where one has hl : HL and h : H, and the two types in question are defined as follows:

HL = {w�(int), r⊥(int)}, H = {w�(int), r�(int)}.

We have already noticed the presence of information flow in a similar process in Ex-
ample 4, resulting from a low process reading on a channel that is written by a high
process. Here the case of information flow is more interesting, however, as the low pro-
cess gains additional information on the value x transmitted over the high-channel h.
Indeed, the example is not problematic, as the definition of types for defense security
rules out this system as insecure. Consider however, the new system:

[h(x) if x = 0 then [l〈0〉]⊥ else [l〈1〉]⊥]� | [l(z).Q]⊥

where now h : H, l : L and the two types are defined as follows:

H = {w�(int), r�(int)}, L = {w⊥(int), r⊥(int)}
This system is well-typed, even with the type system of Section 5.7, as the high-level
process downgrades itself prior to writing on the low-level channel l. Still, the system
exhibits the same high-to-low flow of information as before.

As a final example, it is instructive to look at the impact of synchronous communi-
cation over information flow. Assuming synchronous communication the following has
the same problems as the previous one. Consider

[l1〈〉.Q1 | l2〈〉.Q2]⊥ | [if x = 0 then l1() else l2()]�

Assuming L = {w⊥(), r⊥()}, and l1, l2 : L, the system is well-typed, and yet there is an
implicit flow of information arising purely from synchronization: information on the
value of x may be assumed by both the continuations Q1 and Q2 of the low process.

5.9 Further Reading

The work on information-flow security for the π-calculus is well developed in [34]
and subsequent work by Hennessy2. A related approach is discussed by Honda and
Vasconcelos in [35].

2 (see http://www.cogs.susx.ac.uk/users/matthewh/research.html).
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Information flow analysis based on non-interference originated with the seminal
idea of Goguen and Meseguer [32]. In process calculi, the first formalizations of non-
interference were proposed in [51, 24, 52], based on suitable trace-based notions of be-
havioral process equivalence for CCS-like calculi.

Information flow analyses based on typing techniques were first discussed in the pi-
oneering work D. and P. Dennings [19], in which a type system detecting direct and in-
direct flows among program variables in imperative languages was devised. This initial
idea was refined and formalized some twenty years later in work on type systems pro-
viding guarantees of non-interference in multi-threaded programming languages both
in nondeterministic [56, 55] and probabilistic settings [53].

Type systems for secure information flow and non-interference in process have also
been applied to enforce secrecy of cryptographic protocols. The most notable applica-
tions of typing techniques for analysis of security protocols have been developed for
Abadi and Gordon’s spi calculus [5, 10], that we discuss in the next section.

6 The CryptoSPA Calculus

In this section we report from [27] the Cryptographic Security Process Algebra (Cryp-
toSPA for short). It is basically a variant of value-passing CCS [41], where the processes
are provided with some primitives for manipulating messages. In particular, processes
can perform message encryption and decryption, and also construct complex messages
by composing together simpler ones.

6.1 Syntax of the Calculus

CryptoSPA syntax is based on the following elements:

– A set I = {a,b, . . .} of input channels, a set O = {ā, b̄, . . .} of output ones;
– A set M of basic messages and a set K of encryption keys with a function ·−1 : K →

K such that (k−1)−1 = k. The set M of all messages is defined as the least set such
that M ∪K ∈ M and ∀m ∈ M , ∀k ∈ K we have that (m,m′) and {m}k also belong
to M ;

– A set C of public channels; these channels represent the insecure network where
the enemy can intercept and fake messages;

– A family U of sets of messages and a function Msg(c) : I ∪O −→ U which maps
every channel c into the set of possible messages that can be sent and received along
such a channel. Msg is such that Msg(c) = Msg(c̄).

– A set Act = {c(m) | c ∈ I,m ∈ Msg(c)} ∪ {c〈m〉 | c ∈ O,m ∈ Msg(c)} ∪ {τ} of
actions (τ is the internal, invisible action), ranged over by a; we also have a function
chan(a) which returns c if a is either c(m) or c〈m〉, and the special channel void
when a = τ; we assume that void is never used within a restriction operator (see
below).

– A set Const of constants, ranged over by A.

The syntax of CryptoSPA agents is defined as follows:

E ::= 0 c(x).E c〈e〉.E τ.E E + E E ‖E E \L E[ f ]

A(m1, . . . ,mn) [e = e′]E;E [〈e1 . . .er〉 rule x]E;E
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where x is a variable, m1, . . . ,mn are messages, e,e1, . . . ,er are messages (possibly
containing variables) and L is a set of input channels. Both the operators c(x).E and
[〈e1 . . .er〉 rule x]E;E ′ bind the variable x in E . It is also necessary to define constants
as follows: A(x1, . . . ,xn) � E where E is a CryptoSPA agent which may contain no free
variables except x1, . . . ,xn, which must be distinct.

Besides the standard value-passing CCS operators, we have an additional one that
has been introduced in order to model message handling and cryptography. Informally,
the [〈m1 . . .mr〉 rule x]E1;E2 process tries to deduce an information z from the tuple of
messages 〈m1 . . .mr〉 through one application of rule rule; if it succeeds then it behaves
like E1[z/x], otherwise it behaves like E2; for example, given a rule dec for decryption,
process [〈{m}k,k−1〉 dec x]E1;E2 decrypts message {m}k through key k−1 and behaves
like E1[m/x] while [〈{m}k,k′〉 dec x]E1;E2 (with k′ �= k−1) tries to decrypt the same
message with the wrong inverse key k′ and (since it is not permitted by dec) it behaves
like E2.

We call E the set of all the CryptoSPA terms, and we define sort(E) to be the set of
all the channels syntactically occurring in the term E .

6.2 The Operational Semantics of CryptoSPA

In order to model message handling and cryptography, in Table 18 we define an infer-
ence system which formalizes the way messages may be manipulated by processes.

Table 18 Inference System for message manipulation

Let m,m′ ∈ M and k,k−1 ∈ K.

m & m’
(m,m’)

(pair)
(m,m’)

m
( f st )

(m,m’)
m’

(snd)

m & k
{m}k

(enc)
{m}k & k−1

m
(dec)

It is indeed quite similar to those used by many authors (see, e.g., [38, 39]). In par-
ticular it can combine two messages obtaining a pair (rule pair); it can extract one mes-
sage from a pair (rules  f st and snd); it can encrypt a message m with a key k obtaining
{m}k and finally decrypt a message of the form {m}k only if it has the corresponding
(inverse) key k−1 (rules enc and dec). We denote with D(φ) the set of messages that
can be deduced by applying the inference rules on the messages in φ. Note that we are
assuming encryption as completely reliable. Indeed we do not allow any kind of cryp-
tographic attack, e.g., the guessing of secret keys. This permits to observe the attacks
that can be carried out even if cryptography is completely reliable.

The formal behavior of a CryptoSPA term is described by means of the labelled
transition system < E ,Act,{ a−→}a∈A >, where

a−→a∈A is the least relation between
CryptoSPA terms induced by axioms and inference rules of Table 19.



A Survey of Name-Passing Calculi and Crypto-Primitives 123

Table 19 Operational semantics

(input) m ∈ Msg(c)

c(x).E
c(m)−→ E[m/x]

(out put) m ∈ Msg(c)

c〈m〉.E c〈m〉−→ E
(internal)

τ.E τ−→ E

(‖1)
E

a−→ E ′
E ‖E1

a−→ E ′ ‖E1
(‖2)

E
c(m)−→ E ′ E1

c〈m〉−→ E ′
1

E ‖E1
τ−→ E ′ ‖E ′

1

(+1) E
a−→ E ′

E +E1
a−→ E ′ ([ f ]) E

a−→ E ′

E[ f ]
f (a)−→ E ′[ f ]

(\L)E
a−→ E ′ chan(a) �∈ L

E\L
a−→ E ′\L

(=1)
m �= m′ E2

a−→ E ′
2

[m = m′]E1;E2
a−→ E ′

2
(=2)

m = m′ E1
a−→ E ′

1

[m = m′]E1;E2
a−→ E ′

1

(de f )E[m1/x1, . . . ,mn/xn]
a−→ E ′ A(x1, . . . ,xn) � E

A(m1, . . . ,mn)
a−→ E ′

(D1)
〈m1 . . .mr〉 rule m E1[m/x] a−→ E ′

1

[〈m1 . . .mr〉 rule x]E1;E2
a−→ E ′

1
(D2)

� ∃m : 〈m1 . . .mr〉 rule m E2
a−→ E ′

2

[〈m1 . . .mr〉 rule x]E1;E2
a−→ E ′

2

Plus symmetric rules for +1, ‖1 and ‖2are omitted

Example. We present a very simple example of a protocol where A sends a message
mA to B encrypted with a key kAB shared between A and B3. We define it as P �
A(mA,kAB)‖B(kAB) where A(m,k) � c〈{m}k〉4 and B(k) � c(y).[〈y,k〉 dec z]out〈z〉.
Moreover, k−1

AB = kAB (symmetric encryption) and Msg(c) = {{m}k | m ∈ M,k ∈ K}.
We want to analyze the execution of P with no intrusions, we thus consider P \ {c},
since the restriction guarantees that c can be used only inside P. We obtain a system
which can only execute action out〈mA〉 that represents the correct transmission of mA

from A to B. In particular, the only possible execution is the one where A sends to B
message {mA}kAB and then out〈mA〉 is executed:

P\ {c} τ−→ (0 ‖ [〈{mA}kAB ,kAB〉 dec z]out〈z〉)\ {c} out〈mA〉−→ (0‖0)\ {c}

The calculus of CryptoSPA has been successfully applied to the automatic specifi-
cation and the verification of security protocols, see [20, 26, 27, 21, 25, 23, 48–50, 22].

3 For the sake of readability, we omit the termination 0 at the end of every agent specifications,
e.g., we write a in place of a.0. We also write [m = m′]E in place of [m = m′]E;0 and analo-
gously for [〈m1 . . .mr〉 rule x]E;0.

4 Note that this process could be also written as A(m,k) � [〈m,k〉 enc x]c〈x〉.
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7 The Spi-Calculus

The spi calculus is an extension of the pi calculus with cryptographic primitives that
has been introduced by Abadi and Gordon in [5, 10], The spi calculus is designed
for describing and analyzing security protocols, such as those for authentication and
for electronic commerce. These protocols rely on cryptography and on communica-
tion channels with properties like authenticity and privacy. Accordingly, cryptographic
operations and communication through channels, are the main ingredients of the spi
calculus.

As we discussed in Section 1, some abstract security protocol can be expressed in
the pi calculus, thanks to its simple but powerful primitives for channels. Moreover,
the scoping rules of the pi calculus guarantee that the environment of a protocol (the
attacker) cannot access a channel that is not explicitly given; scoping is thus the basis
of security. However, as we pointed out, when considering a distributed environment, it
is not realistic to rely only on the scope rules, we also have to prevent the context from
having free access to public channels over which private names are communicated. In
a distributed environment such a channel protection relies on the use of cryptography.
With shared-key cryptography, secrecy can be achieved by communication on public
channels under secret keys.

The spi calculus is thus an extension of the pi calculus that consider cryptographic
issues in more detail. Its features can be summarized as follows:

– it permits an explicit representation of the use of cryptography in protocols, while
it does not seem easy to represent encryption and decryption within the pi calculus;

– it relies on the powerful scoping constructs of the pi calculus;
– within the spi calculus, the environment can be defined as an arbitrary spi calculus

process instead of giving an explicit model;
– security properties, both integrity and secrecy, can be represented as equivalences

and analyzed by means of static techniques.

7.1 Syntax and Semantics

The syntax of the spi calculus extends a particular version of the pi calculus with con-
structs for encrypting and decrypting messages (see Table 20) . In standard pi calculus
names are the only terms. For convenience, the syntax of spi calculus also contains
constructs for paring and numbers, namely (M,N),0 and succ(M). Furthermore, the
term {M1, . . . ,Mk}N represents the ciphertext obtained by encrypting M1, . . . ,Mk under
the key N using a shared-key cryptosystem such as DES. The key is an arbitrary term;
typically, names are used as keys because in the spi calculus names are unguessable
capabilities.
Intuitively, the new constructs of spi calculus have the following meanings: a match
[M is N]P behaves as P provided that terms M and N are the same, otherwise it is stuck.
A pair splitting process let (x,y) = M in P, where x and y are bound in P, behaves as
P{x := N,y := L} if the term M is the pair (N,L). An integer case process case M o f 0 :
P succ(x) : Q, where x is bound in Q, behaves as P if term M is 0, as Q{x := N} if M
is succ(N). Finally the process case L o f {x1, . . . ,xk}N in P, where x1, . . . ,xk are bound
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Table 20 Spi calculus syntax

Expressions L,M,N ::= bv basic value
⏐ a, . . . , p name
⏐ x, . . . ,z variable
⏐ (M,N) pair
⏐ 0 zero
⏐ succ(M) successor
⏐ {M1, . . . ,Mk}N shared-key encryption (k ≥ 0)

Processes P,Q,R ::= 0 stop
⏐ u〈N1, . . . ,Nk〉.P output (k ≥ 0)
⏐ u(x1, . . . ,xk).P input (k ≥ 0)
⏐ (νa)P restriction
⏐ P | P composition
⏐ !P replication
⏐ [M is N]P match
⏐ let (x,y) = M in P pair splitting
⏐ case M o f 0 : P succ(x) : Q integer case
⏐ case L o f {x1, . . . ,xk}N in P shared-key decryption (k ≥ 0)

in P, attempts to decrypt the term L with the key N; if L is a ciphertext of the form
{M1, . . . ,Mk}N , then the process behaves as P{x1 := M1, . . . ,xk := Mk}, and otherwise
the process is stuck.

Implicit in the definition of the spi calculus syntax are some standard but significant
assumptions about cryptography: (i) the only way to decrypt an encrypted packet is to
know the corresponding key; (ii) an encrypted packet does not reveal the key that was
used to encrypt it; (iii) there is sufficient redundancy in messages so that the decryption
algorithm can detect whether a ciphertext was encrypted with the expected key.

Operational Semantics. The operational semantics of spi calculus can be defined in
terms of a structural congruence and a reduction relation, extending the corresponding
relations defined in Section 1 for the π calculus. In particular, structural congruence is
defined as the least congruence relation closed under rules 1.-4. of Section 1.1 plus the
following rules:

(Red Repl) !P ≡ P | !P
(Red Match) [M is M]P ≡ P
(Red Let) let (x,y) = (M,N) in P ≡ P{x := M,y := N}
(Red Zero) case 0 o f 0 : P succ(x) : Q ≡ P
(Red Succ) case succ(M) o f 0 : P succ(x) : Q ≡ Q{x := M}
(Red Decrypt) case {M̃}N o f {x̃}N in P ≡ P{x̃ := M̃}

The reduction relation is then the least relation closed under the following rules: In or-
der to develop proof techniques for the spi calculus, we define an auxiliary, equivalent,
operational semantics based on a commitment relation, in the style of Milner [44]. The



126 Michele Bugliesi et al.

Table 21 Reduction Relation

(COMM) n(x1, . . . ,xk).P | n〈M1, . . . ,Mk〉.Q −→ P{x1 := M1, . . . ,xk := Mk} | Q

(STRUCT)
P −→ P′

P | Q −→ P′ | Q
P −→ P′

(νn)P −→ (νn)P′
P ≡ P′ P′ −→ Q′ Q′ ≡ Q

P −→ Q

definition of commitment depends on two new syntactic forms: abstractions and con-
cretions. An abstraction is a term of the form (x̃)P, where x1, . . . ,xk are bound variables,
and P is a process. A concretion is a term of the form (ν m̃)〈M̃〉P where M1, . . . ,Mk are
expressions, P is a process, and the names m1, . . .ml are bound in M1, . . . ,Mk and P.
Finally an agent is an abstraction, a process or a concretion. We use the metavariables
A and B to stand for arbitrary agents, C for concretions, and F for abstractions.
Restriction and parallel composition for abstractions and concretions are defined as fol-
lows:

(νm)(x̃)P = (x̃)(νm)P
Q | (x̃)P = (x̃)(Q | P) with {x̃}∩ fv(Q) = /0
(νm)(ν ñ)〈M̃〉P = (νm, ñ)〈M̃〉P with m /∈ {ñ}
Q | (ν ñ)〈M̃〉P = (ν ñ)〈M̃〉Q | P with {ñ}∩ fn(Q) = /0

If F is the abstraction (x1, . . . ,xk)P and C is the concretion (νn1, . . . ,nl)〈M1, . . . ,Mk〉Q,
and if {n1, . . . ,nl}∩ fn(P) = /0, we define the process F@C and C@F as follows:

F@C � (νn1) . . . (νnl)(P{x1 := M1, . . . ,xk := Mk} | Q)
C@F � (νn1) . . . (νnl)(Q | P{x1 := M1, . . . ,xk := Mk})

Let the reduction relation > be the least relation on closed processes that satisfies the
following axioms:

(Red Repl) !P > P | !P
(Red Match) [M is M]P > P
(Red Let) let (x,y) = (M,N) in P > P{x := M,y := N}
(Red Zero) case 0 o f 0 : P succ(x) : Q > P
(Red Succ) case succ(M) o f 0 : P succ(x) : Q > Q{x := M}
(Red Decrypt) case {M̃}N o f {x̃}N in P > P{x̃ := M̃}

A barb β is a name m (representing input) or a co-name m (representing output). An
action is a barb or a distinguished silent action τ. The commitment relation is written
P

α−→ A where P is a closed process, α is an action and A is a closed agent. The
commitment relation is defined by rules in Table 22.

The following proposition asserts that the two operational semantics for spi cal-
culus, the one based on reduction relation, and the other one based on commitment
relation, are equivalent.

Proposition 4. P −→ Q if and only if P
τ−→ ≡ Q.
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Table 22 Commitment Relation

(COMM OUT)

m〈M̃〉.P m−→ (ν)〈M̃〉P

(COMM IN)

m(x̃).P m−→ (x̃)P

(COMM INTER 1)

P
m−→ F Q

m−→ C

P | Q
τ−→ F@C

(COMM INTER 2)

P
m−→ C Q

m−→ F

P | Q
τ−→ C@F

(COMM PAR 1)

P
α−→ A

P | Q
α−→ A | Q

(COMM PAR 2)

Q
α−→ A

P | Q
α−→ P | A

(COMM RES)

P
α−→ A α /∈ {m,m}

(νm)P α−→ (νm)A

(COMM RED)

P > Q Q
α−→ A

P
α−→ A

Testing Equivalence. Testing equivalence is useful to compare process behaviors and
to define security properties such as secrecy and authentication.

Let a test be a pair (Q,β) consisting of a closed process Q and a barb β. We say that
P passes a test (Q,β) if and only if

(P | Q) τ−→ Q1 . . .
τ−→ Qn

β−→ A

for some n ≥ 0, some processes Q1, . . . ,Qn and some agent A. We obtain a testing
preorder � and a testing equivalence � on closed processes:

P � P′ � for any test (Q,β), if P passes (Q,β) then P′ passes (Q,β)
P � P′ � P � P′ and P′ � P

The idea of testing equivalence comes from the work of De Nicola and Hennessy [18].
A test neatly formalizes the idea of a generic experiment or observation that another
process (such as an attacker) might perform on a process. Thus testing equivalence
concisely captures the concept of equivalence in an arbitrary environment. Furthermore,
testing equivalence is a congruence; more precisely, if P � Q then P and Q may be used
interchangeably in any context, that is C [P] � C [Q] for any closed context C .

7.2 Secrecy by Typing in the Spi Calculus

In this section we describe rules that Abadi proposed in [1] for achieving secrecy prop-
erties in security protocols expressed in the spi calculus. The rules have the form of
typing rules; they guarantee that, if a protocol typechecks, then it does not leak its se-
cret inputs. Before starting the formalization of the type system, we recall from [1]
some informal security principle we adopt in the following.

First, our rules should constrain only the principals that want to protect their secrets
form the attacker. That is since in some situations we may assume that the attacker
cannot guess certain keys, but we cannot expect to restrict the code that the attacker
runs.
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We then consider only three classes of data: Public data, which can be communicated
to anyone, Secret data, which should not be leaked, Any data, that is, arbitrary data. We
refer to Secret, Public and Any as levels or types. We then assume that

The result of encrypting data with a public key has the same classification as
the data, while the result of encrypting data with a secret key may be made
public.

Only public data can be sent on public channels, while all kinds of data may be
sent on secret channels.

Because a piece of data of level Any could be of level Secret, it should not be leaked.
On the other hand, a piece of data of level Any could be of level Public, so it cannot be
used as a secret. Thus

if all we know about a piece of data is that it has level Any, then we should
protect it as if it had level Secret, but we can exploit it only if it had level
Public.

In our rules we adopt a standard format for all messages on secret channels or under
secret keys. Each message on a secret channel has three components, the first of which
has level Secret, the second Any, and the third Public, plus a confounder component.
This schema implements the following principle:

Upon receipt of a message, it should be easy to decide which part of the con-
tents are sensitive information, if any. This decision is least error-prone when
it does not depend on implicit context.

For the use of confounders, note that if each encrypted message of a protocol includes a
freshly generated confounder in a standard position, then the protocol will not generate
the same ciphertext more than once.

Types and Typing Rules. The syntax of types corresponds to the three classes of data:

Types S,T ::= Public | Secret | Any

There is also a subtyping relation between types: T <: S holds if T equals S or if S is Any.
The typing system contains three forms of judgments:  E stating that the environment
E is well formed, E  M : T stating that the term M is of level T in E , and E  P stating
that the process P typechecks in E .

An environment is a list of distinct names and variables with associated levels.
In addition, each name n has an associated term of the form {M1, . . . ,Mk,n}N . This
association means that the name n may be used as a confounder only in the term
{M1, . . . ,Mk,n}N . We write x : T for variable x with level T , and n : T :: {M1, . . . ,
Mk,n}N . The rules for environments are in Table 23.

The hypotheses of rule (ENV NAME) imply that if a variable x occurs in {M1, . . . ,
Mk,n}N , then it is declared in E . This means that we cannot instantiate the variable x
in several ways, obtaining several different terms with the same confounder, and thus
defeating the purpose of confounders.
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Table 23 Environment Formation

(ENV /0)

 /0

(ENV VAR)

 E x /∈ dom(E)

 E,x : T

(ENV NAME)

 E n /∈ dom(E) E  Mi : Ti i = 1..k E  N : S

 E,n : T :: {M1, . . . ,Mk,n}N

Table 24 Typing Rules for Terms

(SUBSUM)
E  M : T T <: S

E  M : S

(VARIABLE)
 E x : T ∈ E

E  x : T

(NAME)

 E n : T :: {M1, . . . ,Mk,n}N in E

E  n : T

(ZERO)
 E

E  0 : Public

(SUCC)
E  M : T

E  succ(M) : T

(PAIR)
E  M : T E  N : T

E  (M,N) : T
(ENCRYPT Secret )

E  M1 : Secret E  M2 : Any E  M3 : Public
E  N : Secret n : T :: {M1,M2,M3,n}N in E

E  {M1,M2,M3,n}N : Public

(ENCRYPT Public ) with T =Public if k = 0
E  Mi : T i = 1..k E  N : Public

E  {M1, . . . ,Mk,n}N : T

Rules (ZERO) and (SUCC) say that 0 is of level Public and that adding one preserves
the level of a piece of data. Therefore, these classifications mean that the typing system
works even against an attacker that may generate any number, starting from 0 and suc-
cessively incrementing it. The rule (ENCRYPT Public ) says that k pieces of data of the
same level T can be encrypted under a key of level Public, with a resulting ciphertext
of level T . The rule (ENCRYPT Secret ) imposes more restrictions for encryption under
keys of level Secret, because the resulting ciphertext is of level Public. These restrictions
enforce a particular format for the contents and the use of a confounder: the ciphertext
must contain a first component of level Secret, a second one of level Any, a third one of
level Public, and an appropriate confounder as final component. Note that there is no
rule for encryption for the case where N is a term of level Any.

Finally, typing rules for processes are collected in Table 25.
The first four rules handle input and output processes. Rule (OUTPUT Public ) says

that terms of level Public may be sent on a channel of level Public. Rule (OUTPUT

Secret ) says that terms of all levels may be sent on a channel of level Secret, pro-
vided this is done according to the correct format of a secret message. The two rules
for input match these rules for output. Note that if M is a term of level Any and it is
not known whether it is of level Public or Secret, then M cannot be used as a channel.
The rule (PAIR SPLIT) breaks a term of level Public or Secret into two components,
each assumed to be of the same level of the original term. The case where the origi-
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Table 25 Typing rules for processes

(OUTPUT Public )
E  M : Public E  Mi : Public i = 1..k E  P

E  M〈M1, . . . ,Mk〉.P

(DEAD)
 E

E  0

(PAR)
E  P E  Q

E  P | Q

(OUTPUT Secret )

E  M : Secret E  P

E  M1 : Secret E  M2 : Any E  M3 : Public

E  M〈M1,M2,M3〉.P

(REPL)
E  P

E !P

(NEW)
E,n : T :: L  P

E  (νn)P

(INPUT Secret )
E  M : Secret E,x1 : Secret,x2 : Any,x3 : Public  P

E  M(x1,x2,x3).P

(INPUT Public )
E  M : Public E,xi : Public  P i = 1..k

E  M(x1, . . . ,xk).P

(PAIR SPLIT) T ∈ {Public,Secret}
E  M : T E,x : T,y : T  P

E  let (x,y) = M in P

(INTEGER) T ∈ {Public,Secret}
E  M : T E  P E,x : T  Q

E  case M o f 0 : P succ(x) : Q

(MATCH) T,S ∈ {Public,Secret}
E  M : T E  N : S E  P

E  [M is N]P

(DECRYPT Public ) T ∈ {Public,Secret}
E  L : T E  N : Public E,xi : T  P i = 1..k

E  case L o f {x1, . . . ,xk}N in P

(DECRYPT Secret ) T ∈ {Public,Secret}
E  L : T E  N : Secret E,x1 : Secret,x2 : Any,x3 : Public,x4 : Any  P

E  case L o f {x1,x2,x3,x4}N in P

nal term is known only to be of level Any is disallowed; if it were allowed, this rule
would permit leaking whether the term is in fact a pair. The same holds true for rules
(MATCH),(INTEGER) and (DECRYPT). Rule (DECRYPT Secret ) gives the level Any
to the confounder in the message being decrypted, for lack of more accurate static in-
formation but with no significant loss. Finally, note that there is no rule for decryption
with a key of level Any.

Properties of the Type System. The main property of the previous type system is that if
a process P typechecks, then it does not leak the values of parameters of level Any.

The secrecy property of well typed processes is formalized in the following theorem,
where the notion of leaking is expressed via testing equivalence.
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Theorem 10 (Secrecy). If only variables of level Any and only names of level Public
are in the domain of the environment E, if σ and σ′ are two substitutions of values for the
variables in E, and if P typechecks, i.e. E  P, then Pσ and Pσ′ are testing equivalent,
i.e. Pσ � Pσ′.

The conclusion of theorem 10 means that an observer cannot distinguish Pσ and
Pσ′, so it cannot detect the difference in the values for the variables. Despite their
secrecy, none of these variables is declared with level Secret ; however, the process
P may produce terms of level Secret during its execution using the restriction opera-
tor (e.g. it may construct fresh encryption keys). For instance, P may be the process
(νK)(νm)(νn)c〈{m,x,0,n}K〉 where x is of level Any and c is of level Public, and
where we can assign the type Secret to the bound names K,m,n. Theorem 10 implies
that P does not leak the value x, in the sense that P{x := M} and P{x := N} are testing
equivalent for all closed terms M and N. Thus, the typing system is meant to protect
parameters of level Any relying on dynamically generated names of level Secret.

7.3 An Example with Key Establishment

We argued that the spi calculus enables more detailed descriptions of security protocols
than the pi calculus. While the pi calculus enables the representation of channels, the
spi calculus also enables the representation of channel implementations in terms of
cryptography.

As in the pi calculus, scoping is the basis of security in spi calculus. In particular,
restriction can be used to model the creation of fresh, unguessable cryptographic keys.
Restriction can also be used to model the creation of fresh nonces of the sort used in
challenge-response exchanges.

In this section we refine the example shown in Section 1, where we presented an
abstract and simplified version of the Wide Mouthed Frog protocol. The following ex-
ample is the cryptographic version of that of Section 1. In this protocol, the principals
A and B share keys KAS and KSB respectively with a server S. When A and B want to
communicate securely, A creates a new key KAB, sends it to the server under KAS, and
the server forwards it to B under KSB. Since all communication is protected by encryp-
tion, communication can take place through public channels, which we write cAS,cSB

and cAB as in Section 1. In addition to the keys and the payload M, the protocol mes-
sages include the names of principals and confounders. Informally, a simplified version
of this protocol is:

Message 1: A → S {KAB,∗,(A,B),CA}KAS on cAS

Message 2: S → B {KAB,∗,(A,B),CS}KSB on cSB

Message 3: A → B {∗,M,∗,C′
A}KAB on cAB

The channels cAS,cBS,cAB are public. The keys KAS,KSB are secret keys for communi-
cation with the server, while KAB is the new secret key for communication from A to B.
CA,C′

A,CS are confounders, and ∗ is an arbitrary message of appropriate level. In Mes-
sage 1, A provides the key KAB to S, which passes it on to B in Message 2. In Message
1 and Message 2, the pair (A,B) conveys the names of the users of the key. In Message
3, A uses KAB for sending M.
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In the spi calculus, we can express this message sequence as follows, where we
assume that B, after receiving the message M from A, outputs an arbitrary message on
a public cannel d:

A(M) � (νKAB)(νCA)cAS〈{KAB,∗,(a,b),CA}KAS〉.(νC′
A)cAB〈{∗,M,∗,C′

A}KAB〉
S � cAS(x).case x o f {xkey,x1,x2,xcn f }KAS in (νCS)cSB〈{xkey,x1,x2,CS}KSB〉
B � cBS(x).case x o f{xkey,x1,x2,ycn f }KSB in

cAB(z).case z o f{z1,zcipher,z2,zc f n}xkey in d〈∗〉}
Inst(M) � (νKAS)(νKSB)(A(M) | S | B)

Now, assuming that M is a term of type Any, and cAS,cBS,cAB,d are channels of type
Public, it is easy to prove that the process Inst(M) is well typed. As a consequence of
the theorem 10, we have that the protocol above does not reveal the message M from A.
In particular, we have Inst(M′) � Inst(M′′) for arbitrary terms M′,M′′.

Notice that also in this version of the Wide Mouthed Frog protocol, the use of scope
extrusion is essential: A generates the key KAB and sends it out of scope to B via S.
In the example discussed so far, channel establishment and data communication happen
only once. More sophisticated examples may be written to represent many protocol
sessions between many principals. However, as the intricacy of the examples increases,
so does the opportunity for errors. Note that many of the mistakes in authentication
protocols arise from confusion between sessions. See [6] for further examples.

7.4 Secrecy Types for Asymmetric Communication

Although so far we have discussed only shared-key cryptography, other kinds of cryp-
tography are also easy to treat within the spi calculus. Many security protocols use
asymmetric communication primitives, namely communication channels with only one
fixed end-point (the receiver) and particularly public-key encryption. Compared to
shared-key encryption, these primitives present special difficulties, partly because they
rely on pairs of related capabilities (e.g. “public” and “private” keys) with different level
of secrecy and scopes.

In this section, we show a variant of spi calculus that focus on asymmetric commu-
nication primitives, especially public-key encryption. This process calculus has been
proposed by Abadi and Blanchet in [3], where authors also show a type system in which
types convey secrecy properties and such that well typed programs keep their secrets.

We consider a polyadic, asynchronous, variant of spi calculus that includes channels
with only one fixed end-point (the receiver) and public-key encryption. Channels with
fixed receivers can be used for transmitting secrets if the adversary cannot listen on
those channels. On the other hand, the capability for sending on those channels may
be published. Such channels may therefore convey not only secrets but also public data
from the adversary. The type system will handle both cases.

In addition, in a public-key encryption scheme, the capabilities of encryption and
decryption are separate, and can be handled separately. Typically, the capability for
decryption (the “private” key) remains with one principal, while the capability for en-
cryption (the “public” key) may be published. Our process calculus and type system
treat public-key encryption and communication on channels with fixed receivers analo-
gously.
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Table 26 Syntax of the process calculus

Expressions L,M,N ::= a, . . . , p,k name
⏐ x, . . . ,z variable
⏐ {M1, . . . ,Mk}N encryption (k ≥ 0)

Processes P,Q,R ::= 0 stop
⏐ M〈N1, . . . ,Nk〉 output (k ≥ 0)
⏐ a(x1, . . . ,xk).P input (k ≥ 0)
⏐ (νa)P restriction
⏐ P | P composition
⏐ !P replication
⏐ case M o f {x1, . . . ,xn}k : P else Q decryption (n ≥ 0)
⏐ i f M = N thenP else Q conditional

The syntax of the process calculus is shown in Table 26. In order to deal with asym-
metric communication, Abadi and Blanchet in [3] propose to follow the same approach
of the local pi calculus [40].

In the local pi calculus, input is possible only on channels that are syntactically rep-
resented by names (and not variables). Output is possible on channels represented by
names or variables. Thus, the input capability for a channel a remains within the scope
of the restriction (νa)P where a is created, while the output capability can be trans-
mitted outside. Further, this approach is extended to public-key encryption, as follows.
Decryption is possible only with keys that are syntactically represented by names (and
not variables). Encryption is possible with keys that are represented by names or vari-
ables. Thus we have a model where the encryption capability may be public while the
decryption capability remains private, in the scope where it is generated.

Thus, when a name a refers to a channel, it represents both end-points of the chan-
nels, that is the capabilities for output and input on the channel. A variable can confer
only the former capability, even if its run-time value is a. Similarly, a name k will not
represent a single encryption or decryption key, but rather the pair of an encryption
key and the corresponding decryption key. A variable can confer only the capability of
encrypting, even if its value is k at run-time.

As an example, consider the following process:

(νk)(a〈k〉 | b(x).case x o f {y}k : c〈y〉)

This process relies on three public channels, a,b,c. It generates a fresh key pair k; out-
puts the corresponding encryption key on a; and receives messages on b, filtering for
one encrypted under k, of which it outputs the plaintext on c.

The operational semantics of the calculus can be defined in a standard way using a
reduction relation and a structural congruence relation, see [3] for details.
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Secrecy by Typing. In the following we show a type system such that well typed pro-
cesses are proven to keep their secrets. In particular, we use a concept of secrecy similar
to that we discussed for the spi calculus and in Section 4 for the pi calculus. We say that
a process preserves the secrecy of a piece of data M if the process never publishes M, or
anything that would permit the computation of M, even in interaction with an attacker.
Moreover, we think of an attacker as any process Q of the calculus, represented by the
sets of its initial capabilities (i.e. the set of names on which it is able to output, input,
encrypt, and decrypt).

The types of our type system are defined by the following grammar:

Types ::= Public | Secret | CPublic[T1, . . . ,Tn] | CSecret[T1, . . . ,Tn]
| KPublic[T1, . . . ,Tn] | KSecret[T1, . . . ,Tn]

Let L range over {Public,Secret}, we will write CL[T1, . . . ,Tn]. We have a subtyping re-
lation that is the least reflexive relation such that CL[T1, . . . ,Tn]≤ L and KL[T1, . . . ,Tn]≤
L. Note that we do not have Secret ≤ Public or vice versa.

Public (resp. Secret ) is the type of public (resp. secret) data. CSecret[T1, . . . ,Tn] is
the type of a channel on which the opponent cannot send messages, and which car-
ries n-tuples with components of types Ti. Similarly, KSecret[T1, . . . ,Tn] is the type of
an encryption key that the adversary does not have, and which is used to encrypt n-
tuples with components of types Ti. CPublic[T1, . . . ,Tn] is the type of a channel on which
the opponent may send messages. The channel may be intended to carry n-tuples with
components of types Ti, but the adversary may send any data it has (that is, any public
data) along that channel. Similarly, KPublic[T1, . . . ,Tn] is the type of an encryption key
that the opponent may have. This key is intended for encrypting n-tuples with compo-
nents of types Ti, but the adversary may encrypt any data it has (that is, any public data)
under this key.

We do not show the typing rules for this process calculus (see [3]), we only discuss
the rationale of the type system.

– Any public data can be sent on a channel of type CPublic[T1, . . . ,Tn] or Public. This
use of the channel may not seem to conform to its declared type. However, it is
unavoidable, since we expect that an attacker can use the channel; moreover, it
does not cause harm from the point of view of secrecy.

– Since channels of type CSecret[T1, . . . ,Tn] may not be known by an attacker, we can
guarantee that only tuples with types T1, . . . ,Tn can be sent on such a channel.

– When typing the process a(x1,..,xn).P where a is a channel of type CPublic[T1,..,Tn],
two cases arise. In the first case input values are of type Public; in the second case
input values have the expected types T1, . . . ,Tn. In order to typecheck the process
a(x1, . . . ,xn).P, the type system thus checks that the process P executed after the
input is well typed in both cases.

– When reading from a channel a of type CSecret[T1, . . . ,Tn], the input values must be
of the expected types T1, . . . ,Tn since the channel a cannot be known to the attacker.
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– Rules for encryption are similar to those for output. Any public data can be en-
crypted under a public encryption key, and data of types T1, . . . ,Tn can be encrypted
under a key of type KL[T1, . . . ,Tn]. Dually, rules for decryption are similar to those
for input.

– Ciphertexts are always of type Public.

This type system reflects a binary view of secrecy, according to which the world is
divided into system and attacker, and a secret is something that the attacker does not
have. When we wish to express that a piece of data is a secret for a given set of princi-
pals, we define the system to include only the processes that represent those principals.
Note that the mechanism of group creation we discussed in Section 4, directly supports
a rich view of secrecy that does not simply divide the world in two parts. Even if that
approach does not treat cryptography, we think that the type system with group creation
can be extended to deal also with cryptographic primitives.

Properties of the Type System. We start with a lemma that says that every process is
well-typed, at least in a fairly trivial way that makes its free names public. This lemma is
important because it means that any process that represents an opponent is well-typed.
It is a formal counterpart to the informal idea that the type system cannot constrain the
adversary.

Lemma 2. Let P be an untyped process. If fn(P) ⊆ {a1, . . . ,an}, fv(P) ⊆ {x1, . . . ,xm},
and Ti ≤Public for all i = 1 . . .m, then a1 : Public, . . . ,an : Public,x1 : T1, . . . ,xm : Tm P.

We end with an informal statement of the secrecy theorem, see [3] for a complete for-
malization.

Theorem 11 (Secrecy). Let P be a well-typed, closed process. Then P preserves the
secrecy of names of type Secret against adversaries that can input, output, encrypt,
and decrypt on names declared Public, and output and encrypt on names declared
CPublic[. . .] and KPublic[. . .].

As an example, we can obtain a:Public,s:Secret  (νk)a〈{s}k,k〉 by letting k : KPublic

[Secret]. Then the theorem above implies that the process (νk)a〈{s}k,k〉 preserves the
secrecy of s form any opponent that can input, output, encrypt, and decrypt on a. In
other words, if Q is a closed process and fn(Q) ⊆ {a}, then Q | (νk)a〈{s}k,k〉 does not
output s on a. Thus, assuming that Q does not have s in advance, Q cannot guess s or
compute it from the message on a.

7.5 Further Reading

In [6], a final section shows how we could add to the syntax of pure spi calculus cryp-
tographic operations such as hashing, public-key encryption and digital signature.

A more general approach is that of [4], where authors introduce and study the so
called applied pi calculus, a uniform extension of the pi calculus that is parameterized
on a finite set of function symbols. Such functions can be instantiated as data structures
(e.g. pairs) but also as cryptographic functions as hashing, (a)symmetric encryption,
probabilistic encryption, message authentication codes (MACs). The main advantage
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of applied pi calculus is that its semantics and proof techniques represent a common
framework to reason about very different security protocols.

Beside secrecy, other security properties can be studied in the context of spi cal-
culus. As an example, see [6] for a formalization of authenticity property with testing
equivalence.

Finally, in [8, 7, 9] authors study the security properties of the join calculus (a vari-
ant of pi calculus with an emphasis on distributed programming [28]) enriched with
cryptography.
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Abstract. Many security properties of cryptographic protocols can be
all formalized as specific instances of a general scheme, called Generalized
Non Deducibility on Composition (GNDC ). This scheme derives from the
NDC property we proposed a few years ago for studying information flow
in computer systems. The theory is formulated for CryptoSPA, a process
algebra we introduced for the specification of cryptographic protocols.
One of the advantages of our unifying GNDC -based theory is that that
formal comparison among security properties become easier, being them
all instances of a unique general property. Moreover, the full generality
of the approach has helped us in finding a few undocumented attacks on
cryptographic protocols.
This paper is based on the results of [20,22,23,24,25] and covers the
second part of the course “Classification of Security Properties” given by
Roberto Gorrieri and Riccardo Focardi at the FOSAD’00 and FOSAD’01
schools.

1 Introduction

Many security properties of cryptographic protocols have been identified in re-
cent years, such as secrecy (confidential information should be available only to
the partners of the communication), authentication (capability of identifying the
other partner engaged in a communication), integrity (assurance of no alteration
of message content), non repudiation (assurance that a signed document can-
not be repudiated by the signer), fairness (in a contract, no party can obtain
advantage by ending the protocol first), and some others.

Even if there is a widespread agreement on what is the intended meaning of
these properties, under a closer scrutiny one realizes that they are very slippery
properties, especially authentication. As a matter of fact, formal definitions of,
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Fig. 1. Multilevel security: a high subject S1 cannot write a low object O2 and a low
subject S2 cannot read a high object O1.

e.g. authentication, have been given rarely, not widely agreed upon, usually not
compared and only recently proposed in the literature (see, e.g., [5,27,33,42]).
This is sometimes due to the fact that we first need a formal model on which
the problem is defined (and this is often a source of possible proliferation of
different proposals) and then a formal definition with respect to the chosen
model. Moreover, even when a formal definition is given, usually this is not
(easily) comparable to others, due to different mathematical assumptions of the
model.

Our claim is that a classic approach to security, used to study information
flow in multilevel [6] computer systems, can be profitably used also for the anal-
ysis of security properties in network protocols.

1.1 Multilevel Security and Non-interference
In a multilevel systems, processes/users and objects are bound to a specific
security level (e.g., in the military jargon, unclassified, classified, secret and top
secret) and information can only flow from low levels to higher ones. This is
usually implemented by constraining the possible actions of processes according
to the rules of no read-up and no write-down (see Fig. 1).

The advantage of this approach with respect to conventional approaches used
in commercially available operating systems (e.g., Unix) is that the possible
information disclosures caused by the inadvertent execution of a Trojan Horse
program is confined inside the level of the user that executed it. However, these
two rules are not enough as indirect information flows, usually called covert
channels, may be possible when using some shared resource. For instance, it is
not difficult to build a Trojan Horse program that, once executed by a high level
user, is able to downgrade information by synchronizing with a low level process
on the system side-effects generated by repeatedly filling the shared hard disk:
the high process can transmit a bit 0 by causing a disk-full error on the low level
attempt to write, or a bit 1 by allowing the low process to write.

To solve the problem of preventing unauthorized information flows, be they
direct or indirect, in the last two decades many proposals have been presented,
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starting from the seminal idea of non interference proposed in [26] for determinis-
tic state machines. In recent work [17,18,19], two of the authors have studied the
many non interference-like definitions in the literature, by defining all of them
uniformly in a common process algebraic setting, producing the first taxonomy
of these security properties reported in the literature.

In [17,18,19], we use a CCS-like process algebra [38], called Security Process
Algebra (SPA for short), where the set of actions is partitioned into two sets
L and H of low actions and high ones, respectively. Processes built by using
only actions in H (L) are called high (low) level processes. These processes are
secure by construction, because their activities (expressed by the actions they
perform) are confined inside the high (low) level. More interesting is the case
of mixed (built with actions from both L and H) processes, because only for
them information can flow between the two levels. Of course, we are interested
in detecting if information flow in the wrong direction (from high to low). Among
the many non interference-like properties, we advocate a particular one, called
Non Deducibility on Composition (NDC for short), that can be expressed as
follows:

P ∈ NDC iff ∀Π ∈ EH : (P ‖Π)\H ≈ P\H

where EH is the set of all high level processes, ≈ is a behavioural equivalence1

relation, ‖ is the CCS parallel composition and \ is the CCS restriction operator.
Hence, on the one hand, P\H is able to exhibit only the low level behaviour of
P , while (P ‖Π)\H is the low level behaviour of P ‖Π. The basic intuition is
that the requirement of

No information flow from high to low
is expressed by the extensional, behavioural condition

No high level process can change the low behaviour.

1.2 Non-interference for Security Protocols

When considering network security, other kinds of problems become relevant. In
particular, communication protocols are executed on unreliable networks (hence,
messages can be lost or duplicated) which are also insecure (hence, messages can
be intercepted, fabricated and possibly modified by third, malicious parties that
can control the network traffic). In order to achieve reasonable security services
(e.g., secrecy of the transmitted data), network protocols typically exploits cryp-
tographic primitives. Such enhanced protocols are usually called cryptographic
protocols.

In the analysis of cryptographic protocols, one has to cope with the insecurity
of the network. So, it is assumed that an external, possibly malicious, attacker
(sometimes called enemy or intruder) of the protocol has complete control over
the communication medium. On the other hand, it is also usually assumed perfect
cryptography, i.e., such an enemy is not able to perform cryptanalytic attacks:
1 Actually, NDC in [17,18] is this property when ≈ is trace equivalence; variations on

the theme are obtained by changing the relation, e.g., BNDC is as above where ≈
is weak bisimulation, as we will see in the sequel.
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an encrypted message can be decrypted by the enemy only if he knows (or is able
to learn) the relevant decryption key. Such an analysis scenario is often referred
to as the Dolev-Yao approach [12].

In order to model cryptographic protocols, the SPA process algebra is en-
riched with primitives for handling messages and cryptographic functions. The
resulting process algebra is called CryptoSPA [25].

Correspondingly, the NDC -based analysis technique for security in computer
systems has to be adapted. NDC essentially says that a system P is secure if
its low behaviour in isolation is the same as its low behaviour when exposed to
the interaction with any high level process Π. Analogously, we may think that a
protocol P is secure if its (low) behaviour is the same as its (low) behaviour when
exposed to the possible attacks of any intruder X. To set up the correspondence,
this analogy forces to consider the enemies as the high processes. Since the enemy
has complete control over the communication medium, the CryptoSPA public
channels in set C (i.e., the names used for message exchange) are the high level
actions. On the other hand, as a protocol specification is usually completely given
by message exchanges, it may be not obvious what are the low level actions. In
our approach, the low level actions are extra observable actions that are included
into the protocol specification to observe properties of the protocol. Of course,
the choice of these extra actions (and the place into the specification where
they are to be inserted) is property dependent. For instance, we will see that
to model some form of authentication as in [32], it is enough to include special
start/commit actions for all the honest participants.

Furthermore, enemies should not be allowed to know secret information in
advance: as we assume perfect cryptography, the initial knowledge of an enemy
must be limited to include only publicly available information, such as names
of entities and public keys, and its own private data (e.g., enemy’s private key).
Hence, by following [25,24,22], the set EφI

C of all the admissible attackers is as
follows: EφI

C = {X | sort(X) ⊆ C and ID(X) ⊆ D(φI)}, where C is the set of
public channel names, sort(X) is the set of channel names syntactically occurring
in X, ID(X) is the set of messages that syntactically appear in X, φI is the initial
knowledge given to any enemy X, and D is a deduction system that manipulates
(blocks of) messages in the obvious way (e.g., a crypted information can be
disclosed if the decryption key is known). By requiring that all the messages
in ID(X) are deducible from φI we are stating that the enemy cannot know in
advance messages that are not derivable by the explicitly given set φI . The NDC
property for a protocol P can hence be reformulated as:

P ∈ NDCΦI
C iff ∀X ∈ EφI

C : (P ‖X) \ C ≈ P \ C

On the one hand, P \ C represents the secure specification of the protocol
P running in isolation on perfectly secure channels. The visible behaviour of P
is given by the property dependent, extra observable actions included into the
specification. Hence, the behaviour of P \ C describes the protocol in isolation,
where the security property of interest holds. On the other hand, if P \ C is
equivalent to (P ‖X) \ C, then this clearly means that X is not able to modify
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in any way the observable execution of P , i.e., the security property holds even
when P is executed in any possible hostile environment with initial knowledge ΦI .
Intuitively, in the setting of cryptographic protocols, interferences may represent
possible attacks. As a consequence, non interference guarantees the absence of
attacks.

Interestingly enough, when the observational equivalence ≈ is trace equiva-
lence (two systems are equivalent if they perform the same set of traces), then
NDC can be characterized in a simpler way, by finding a canonical, most general
enemy that can be used in place of all. By removing the universal quantification,
NDC can be verified by one single, albeit huge, check. The most general enemy
is an attacker that can eavesdrop/intercept any message (adding the intercepted
information to its knowledge set), as well as produce new messages with pieces
of information he knows.

1.3 The GNDC Scheme

The Generalized NDC (GNDC ) scheme [25,23] relaxes, in some aspects, the
NDC property presented above, in order to express uniformly many security
properties. As we will see in the next sections, it is general enough to capture
many different properties of cryptographic protocols. To give the flavour of how
GNDC works, we present a very simple example of a key-exchange protocol. For
such a protocol, we consider two authentication properties and we show how
they can be formalized in terms of observable events. Finally, we show how such
formalizations can be seen as instances of GNDC.

The simple key-exchange protocol we consider has the aim of distributing
a fresh session-key Ks from Alice (A) to Bob (B) by using a long-term key K
shared between such users. The new key Ks will be used by Alice and Bob to
communicate inside the current session. Session-key distribution is a (standard)
way to reduce the risk of cryptanalytic attacks on cryptographic keys, as it allows
two parties to establish a new key for each new session.

A→ B : {Ks, A}K

The notation A → B : msg above represents A sending message msg to B;
moreover {M}K is used to denote the encryption of M with the key K.

In order for this protocol to be effective, it must intuitively provide both
authentication and secrecy of the session key Ks. In particular, B should be
guaranteed that Ks really comes from A and that nobody else knows it. Both
of these properties should be guaranteed by the encryption of Ks with K. Here
we focus on authentication and we consider two variants of it:

(i) key authenticity requires that key Ks is authentic from A; this should be
guaranteed by the fact that only A and B know the long-term key K: when
B decrypts the message he concludes that only A may have generated it.
In case this property is required on a generic message M (not necessarily a
key), we refer to it as message authenticity ;
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(ii) entity authentication requires that, at the end of the protocol, B is con-
vinced that A has been running the protocol with him; again, this should be
guaranteed by the fact that only A and B know the long-term key K.

In the following we show that the two properties above do not hold on the simple
protocol we are considering, when multiple sessions are considered.

Message Authenticity. A simple way to check message authenticity is to fix
in advance the key Ks that A is willing to distribute to B and require that in all
the possible (concurrent) runs of the protocol B always receives the correct key
Ks, i.e. the key that A wanted to send to B. If this is true, we can conclude that
the protocol guarantees that no one is able to force B accepting a fake session
key K ′

s. This notion of message authenticity is due to Abadi and Gordon [2].
A first important thing to observe is that considering all the possible runs is

not enough. At least we need to be more precise about what we mean by run. As
a matter of fact, we have to consider all the possible executions of the protocol
in every possible (potentially hostile) environment. It is certainly different if we
consider the protocol execution with or without the presence of some malicious
enemy which tries to send a fake K ′

s. We can thus rephrase the message (key)
authenticity property as follows:

“Whatever hostile environment is considered, B will never receive (as
part of Message 1), during all of his possible runs, a key which is different
from Ks”.

Notice that the property above looks really ad-hoc for the specific protocol we
are considering. As a matter of fact, we are requiring that a particular piece
of information sent inside a particular message differs from a certain fixed key
Ks. This specificity is a quite typical aspect of precise definitions of security
properties, since they often depend on the structure of the analyzed system or
protocol. We can improve the generality of the property by assuming to have
an event received(m) corresponding to the reception of message m by B and by
denoting with P (k) the protocol specification in which Alice is willing to send
the session-key k to Bob. We can now state that

“P (Ks) guarantees message (key) authenticity if whatever hostile envi-
ronment is considered, an event received(K ′

s) with K ′
s �= Ks can never

occur”.
We can now show that the simple protocol we have considered so far does not
guarantee message authenticity, when more than one protocol session is possible.
The flaw is due to a well-known replay attack, that allows the enemy to make B
accept an old session key. This is very dangerous as the enemy could have time
to break an old session key and force B using such a broken key again. Knowing
the key, the enemy can completely impersonate A in the just established session.
The attack sequence follows:

message 1a A→ B : {Ks, A}K The enemy stores this message
... ... ...
message 1b E(A)→ B : {Ks, A}K The enemy replays the old message

E(A) denotes the enemy impersonating A.
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To see why this attack is revealed by the definition of message authenticity
we have given, it is sufficient to consider the situation in which two (sequential)
instances of P are considered, with two different keys: P (K1

s ), P (K2
s ). Now it

is easy to see that P (K2
s ) does not guarantee message authenticity. Indeed, the

enemy may exploit the attack sequence above to make the B of P (K2
s ) accept

the session key K1
s exchanged in the first session P (K1

s ). As a consequence B
will produce the event received(K1

s ) instead of the expected one received(K2
s ).

This may be depicted as follows:

message 1a A→ B : {Ks, A}K received(K1
s )

... ... ...
message 1b E(A)→ B : {Ks, A}K received(K1

s )

Entity Authentication. We now consider another security property: entity
authentication. This property is more subtle. Informally, entity authentication
should allow the verification of an entity’s claimed identity, by another entity.
There are several attempts in the literature to formalize this notion. Here, we
follow the ones based on correspondence between actions of the participants (see,
e.g., [28,33,45]).

As an example, in our protocol we would like that whenever B receives
the protocol message (encrypted with the correct key) then A has indeed ex-
ecuted the protocol with him. To formalize this idea, we consider two events
commit(B, A) and run(A, B) representing the fact that B has successfully ter-
minated the protocol apparently with A and A has at least started the protocol
with B. It is now sufficient to require that each event commit(B, A) is always
matched by an event run(A, B) [33]. In other words commit(B, A) should never
happen if A has not started the protocol. We state entity authentication as
follows:

“P guarantees entity authentication of B with respect to A if, whatever
hostile environment is considered, an event commit(B, A) can never oc-
cur without a matching event run(A, B)”.

Note that the same attack considered for message authenticity is also an attack
for entity authentication:

message 1a A→ B : {Ks, A}K run(A, B), commit(B, A)
... ... ...
message 1b E(A)→ B : {Ks, A}K commit(B, A)

Notice that in the second message we have an event commit(B, A) without
the matching event run(A, B), representing the fact that A is not running the
protocol in the second session. This captures the replay attack performed by E,
in which E impersonates A. We conclude that B cannot be guaranteed of the
identity of the claimant, i.e., P does not guarantee entity authentication.

Remark 1. Entity authentication and message authenticity are different proper-
ties. As an example, if we do not have a message “to be sent” by the entity that
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we want to authenticate, message authenticity property becomes senseless. To
see this point, consider the following (faulty) authentication protocol:

message 1 A→ B : {NA}KAB
run(B, A)

message 2 B → A : NA commit(A, B)

In order to verify the identity of B, A sends a challenge NA (typically a random
number used only once, called nonce) to B encrypted with the symmetric key
KAB which is only known by A and B. Only B should be able to decrypt NA

and send it back to A. If A may play both the initiator and responder role
in parallel sessions of the protocol, the following well-known reflection attack
becomes possible:

message 1 A→ E(B) : {NA}KAB

message 1′ E(B)→ A : {NA}KAB

message 2′ A→ E(B) : NA

message 2 E(B)→ A : NA commit(A, B)

The enemy intercepts the first message and starts a new session of the protocol
with A. Basically, the enemy uses this second session to obtain from A the value
NA. Finally the enemy can conclude the first session successfully masking as B.
Note that, again, we have a commit(A, B) event with no run(B, A).

Notice that B has no private messages to send to A, thus it is not possible to
express the attack above as an attack on message authenticity. Indeed, B does
not send any message to A that should be authentic from him.

The General Scheme. We have seen that the two different properties of mes-
sage authenticity and entity authentication, can be both specified by requiring
that whatever hostile environment is considered, the protocol never shows some
particular bad behaviour. We have also observed that this set of bad behaviours,
in general, depends on the particular property and sometimes may also depend
on the protocol P . For example, for message authenticity we need the parameter
m of P in order to require that m is the message to be delivered. We take a
complementary approach (that is more manageable), and we denote with αS(P )
the set of all possible good behaviour of P with respect to the security property
S. Moreover we denote with γS(P ) the protocol P decorated with the suitable
events of property S. Informally, our general scheme becomes the following:

“P guarantees a security property S if, whatever hostile environment is
considered, γS(P ) always shows behaviours in αS(P )”.

The considerations above are at the base of the proposal of a uniform formal
framework where security properties can be defined. The proposed schema, called
Generalized NDC (GNDC for short), is as follows:

P is GNDCγS ,αS
� iff ∀X ∈ EφI

C : (γS(P ) ‖X) \ C � αS(P )

where � is a behavioural preorder, i.e., P � P ′ means that all the behaviours
shown by P are also shown by P ′.
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GNDCγS ,αS
� corresponds to the informal scheme sketched above. Indeed,

X ∈ EφI

C selects enemies with a knowledge limited by φI . Then, the decorated
protocol γS(P ) executed with X is required to show behaviours inside the set
αS(P ) of good ones.

Given the GNDC scheme, we can define a specific property S by suitably
instantiating the function αS(P ), the preorder � and the decoration function
γS . We will see that many (network) security properties can be instantiated in
the GNDC scheme. Here, we informally show how this is achieved for non inter-
ference (formalized as NDC), message authenticity and entity authentication:
– Non-interference (NDC): αNI(P ) = P \ C, � is ≈ and γNI(P ) = P . We

obtain the exact definition of NDC.
– Message authenticity : αMA(P (M)) is the process where event received(M ′)

may only occur with M ′ = M . � is the trace-preorder, i.e., P � P ′ if all
the execution sequences (i.e., trace) of P are execution sequences of P ′ and
γMA(P ) is the process that suitably performs received(m), whenever the
supposedly authentic message m is delivered by the protocol.

– Entity Authentication: αEA(P ) is the process where events commit(B, A)
are always preceded by matching events run(A, B); � is the trace-preorder,
as above, and γEA(P ) is the process that suitably performs run(A, B) and
commit(B, A), whenever A starts the protocol with B and B concludes the
protocol convinced to communicate with A, respectively.

1.4 Plan of the Paper
The primary goal of this paper is to substantiate our claim that most (maybe
all) security properties proposed for the analysis of cryptographic protocols are
expressible as suitable instances of the GNDC schema above, by suitably choos-
ing the property dependent (low) observable actions, the position where they
are to be inserted into the specification, as well as a suitable behavioural equiv-
alence. One interesting result that holds for trace semantics is that, once fixed
the function γ, NDC is the strongest property in the GNDCα family, for any
choice of the function α.

We think that the advantages of our approach include at least the following:
– formal comparison: as the definitions are now given in a uniform style, it

should be easier to compare the relative merits; this is especially true for
slippery properties such as the many varieties of authentication.

– one check for all: As all the properties are defined in the same NDC style
and NDC is the strongest property, it is possible to put into the specification
the extra actions for all the properties of interest, hence obtaining that one
successful NDC check for this rich case implies that all the properties are
satisfied.

– accuracy: So far we have analyzed about 40 protocols (with the help of
an automatic tool [13,15]) of a well-known library of crypto-protocols [10].
Two supposedly correct protocols have been shown incorrect and for a few
additional flawed protocols some new attacks have been found (see [14] for
details). Our experience hence supports our claim that a protocol passing
the NDC test is more likely to be flaw free.
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The paper is organized as follows. Section 2 introduces the process algebra
CryptoSPA that we use to formally define cryptographic protocols. Section 3
describes how the non interference approach, developed for SPA in [17,18,19],
is rephrased over CryptoSPA. In particular, we study how to describe security
properties by decorating the protocol specification with specific low level ac-
tions; we also study when an attacker (or enemy) is admissible (by imposing
restriction on its initial knowledge) and, finally, the behavioural semantics for
CryptoSPA we are interested in (trace, bisimulation), over which the NDC the-
ory is parametrized. Section 4 addresses some technical problems we have to
face in order to perform cryptographic protocol verification. For instance, the
problem of finding the most general enemy, in order to remove the universal
quantification in the NDC definition, as well as the problem of compositionality
of secure cryptographic protocols. In Section 5 the general GNDC scheme is
presented, as well as its instantiation to several security properties, including se-
crecy, message authenticity, entity authentication, non repudiation and fairness.
Section 6 provides some formal comparison among security properties. Among
the results reported there, we mention the proof that NDC is the strongest prop-
erty in the GNDC family. Section 7 concludes the paper with some comparison
with related work and some suggestions for future research.

2 The Model

In this section we describe the language we use for the specification of crypto-
graphic protocols and their security properties. It is called Cryptographic Security
Process Algebra (CryptoSPA for short), and is a variant of value-passing CCS
[38], where the processes are provided with some primitives for manipulating
messages [36]. In particular, processes can perform message encryption and de-
cryption, and also construct complex messages by composing together simpler
ones.

2.1 The CryptoSPA Syntax

The CryptoSPA syntax is based on the following elements:

– A set I = {a, b, . . .} of input channels and a set O = {ā, b̄, . . .} of output
channels, related through a function ·̄ : I ∪O → I ∪O which given an input
a ∈ I returns the corresponding output ā ∈ O and vice-versa, i.e., ¯̄a = a.

– A set M of basic messages. The setM of all messages is defined as the least
set such that M ⊆M and ∀m, m′, k ∈M we have that (m, m′) (pairs) and
{m}k (encryptions) also belong toM.

– A set C ⊆ I ∪ O of channels, ranged over by c, such that c ∈ C iff c̄ ∈ C;
these public channels represent the insecure network on which the enemy can
intercept and fake messages. Channels in (I∪O)\C are the private channels.

– A function Msg : I∪O −→ P(M) which maps every channel c into the set of
possible messages that can be sent and received along such a channel. Msg
is such that Msg(c) = Msg(c̄).
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– A set Act = {c(m) | c ∈ I, m ∈ Msg(c)} ∪ {c m | c ∈ O, m ∈ Msg(c)} ∪ {τ}
of actions (τ is the internal, invisible action), ranged over by a (with abuse
of notation).

– A set V ar of variables, raged over by x.
– A set Const of constants, ranged over by A.

The set L of CryptoSPA terms (or processes) is defined as follows:

P ::= 0 c(x).P c e.P τ.P P + P P ‖P P \ L P [f ]

[e = e′]P ; P [〈e1 . . . er〉 �rule x]P ; P A(e1, . . . , en)

where e, e′, e1, . . . , er are messages or variables, L is a set of input channels and
f : Act $→ Act is a function that relabels channel names inside actions2 and may
also relabel actions into the internal (invisible) action τ . Both the operators
c(x).P and [〈e1 . . . er〉 �rule x]P ; P ′ bind the variable x in P .

Most of the CryptoSPA operators are the same as in value-passing CCS.
Intuitively, 0 is the empty process, which cannot do any action; c(x).P reads
a value v from channel c and then behaves as process P in which all the free
occurrences of x are replaced by v; symmetrically, c e.P sends e as output on
channel c then behaving as P ; τ.P can do an internal action τ and then behaves
like P ; P1 + P2 can alternatively choose3 to behave like P1 or P2 ; P1 ‖P2 is
the parallel composition of P1 and P2, where the executions of the two systems
are interleaved, possibly synchronized on complementary input/output actions,
producing an internal τ ; P\L can execute all the actions P is able to do, provided
that inputs and outputs are not performed over channels belonging to L; if P
can execute action a, then P [f ] performs f(a); finally, [e = e′]P1; P2 behaves like
P1 if e = e′ and like P2 otherwise.

Besides the above described standard value-passing CCS operators, we have
an additional one that has been introduced in order to model message handling
and cryptography. Informally, the [〈m1 . . . mr〉 �rule x]P1; P2 process tries to
deduce a piece of information z from the tuple of messages 〈m1 . . . mr〉 through
one application of rule �rule; if it succeeds, then it behaves like P1[z/x], otherwise
it behaves like P2. See the next subsection for a more detailed explanation of
derivation rules.

Finally, let Def : Const $→ L be a set of defining equations of the form
A(x1, . . . , xn) def= P , where P may contain no free variables except x1, . . . , xn,
which must be distinct. Constants permit us to define recursive processes, but
we have to be a bit careful in using them. A term P is closed with respect
to Def if all the constants occurring in P are defined in Def (and, recursively,
for their defining terms). A term P is guarded with respect to Def if all the
constants occurring in P (and, recursively, for their defining terms) occur in a
prefix context [38]. A term P is finite with respect to Def if the set of constants
2 The relabeling functions map channels in C to channels in C and channels in (I ∪

O) \ C to channels in (I ∪ O) \ C.
3 For notational convenience, we use sometimes the

∑
operator (indexed on a set) to

represent a general n-ary (or even infinitary) sum operator.
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Fig. 2. Inference System for message manipulation, where m, m′, k, k−1 ∈ M.

occurring in P or, recursively, in their defining terms is finite. We call E the set
of all the CryptoSPA closed terms (i.e., with no free variables), that are closed,
guarded and finite with respect to Def. Terms in E are usually called CryptoSPA
processes. Let sort(P ) denote the sort of P , i.e., the set of channels occurring
syntactically in P . With EC we denote the processes P such that sort(P ) ⊆ C.

For the sake of readability, we always omit the termination 0 at the end of
process specifications, e.g., we write a in place of a.0. We also write [m = m′]P
in place of [m = m′]P ; 0 and analogously for [〈m1 . . . mr〉 �rule x]P ; 0. Finally,
we often replace constructive rules (encryption and pairing) with the resulting
messages, e.g., we use c {m}k as a shorthand for [〈m, k〉 �enc x]c x.

2.2 The Operational Semantics of CryptoSPA

In order to model message handling and cryptography, CryptoSPA may be
equipped with a set of suitable inference rules (inference system). Note that
CryptoSPA syntax, its semantics and the results obtained herein are completely
parametric with respect to the chosen inference system. For explanatory pur-
poses, in Figure 2 we provide a simple inference system which is quite simi-
lar to those used by many authors (see, e.g., [32,34]). However, it is possible
(and easy) to adopt other rules, e.g., for modeling different kinds of crypto-
graphic approaches as well as cryptographic weaknesses. We consider a function
·−1 : M → M which denotes, for each key k (i.e., a message possibly used as
encryption key), the corresponding decryption key. Note that there are no rules
to obtain the message k−1 from k (and vice-versa). In particular the inference
system can combine two messages obtaining a pair (rule �pair ); it can extract
one message from a pair (rules �fst and �snd); it can encrypt a message m with
a key k obtaining {m}k and, finally, decrypt a message of the form {m}k only
if it has the corresponding (inverse) key k−1 (rules �enc and �dec). As an ex-
ample, process [〈{m}k, k−1〉 �dec x]P1; P2 decrypts message {m}k through the
inverse key k−1 and behaves like P1[m/x], while [〈{m}k, k′〉 �dec x]P1; P2 (with
k′ �= k−1) tries to decrypt the same message with the wrong inverse key k′ and
(since it is not permitted by �dec) it behaves like P2.

Given an inference system, we say that a message m can be deduced from a
set of messages φ whenever there exists a proof tree whose nodes are messages,
such that the root is m, the leaves are contained in φ and each message in the
tree may be obtained by applying a rule instance of the inference system whose
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(input) m ∈ Msg(c)

c(x).P
c(m)−→ P [m/x]

(output) m ∈ Msg(c)
c m.P

c m−→ P
(internal)

τ.P
τ−→ P

(‖1)
P

a−→ P ′

P ‖ P1
a−→ P ′ ‖ P1

(‖2)
P

c(m)−→ P ′ P1
c m−→ P ′

1

P ‖ P1
τ−→ P ′ ‖ P ′

1
(+1) P

a−→ P ′

P + P1
a−→ P ′

(=1) m = m′ P1
a−→ P ′

1

[m = m′]P1; P2
a−→ P ′

1
(=2)

m 
= m′ P2
a−→ P ′

2

[m = m′]P1; P2
a−→ P ′

2
([f ]) P

a−→ P ′

P [f ]
f(a)−→ P ′[f ]

(\L)P
c(m)−→ P ′ c 
∈ L

P\L
c(m)−→ P ′\L

(D1)
〈m1 . . . mr〉 	rule m P1[m/x] a−→ P ′

1

[〈m1 . . . mr〉 	rule x]P1; P2
a−→ P ′

1

(D2)

 ∃m : 〈m1 . . . mr〉 	rule m P2

a−→ P ′
2

[〈m1 . . . mr〉 	rule x]P1; P2
a−→ P ′

2

(def)P [m1/x1, . . . , mn/xn] a−→ P ′ A(x1, . . . , xn) def= P

A(m1, . . . , mn) a−→ P ′

Fig. 3. Operational semantics (symmetric rules for +1, \L, ‖1 and ‖2 are omitted).

premises are the descendants of the message in the tree. We consider a function
D, from finite sets of messages to sets of messages, such that D(φ) is the set of
messages that can be deduced from φ. We assume that D(φ) is a decidable set.

Note that, in our model, we are assuming encryption as completely reliable.
Thus, we do not allow any kind of cryptographic attack, e.g., the guessing of
secret keys. Nevertheless, the goal of the theory we are going to present is to
capture those attacks that can be carried out even if cryptography is completely
reliable. The behavior of a CryptoSPA term is formally described by means of
the labeled transition system 〈E , Act, { a−→}a∈Act〉, where a−→a∈Act is the least
relation between CryptoSPA terms induced by the axioms and inference rules of
Figure 3.

The behaviour of a specific term P is the portion of the above labelled tran-
sition system, which is reachable starting from the state P . We write P ≡ P ′ if
P and P ′ show exactly the same behaviour, i.e., if they have isomorphic labelled
transition systems, up to state renaming.

Example 1. We give a simple example of CryptoSPA protocol specification. Con-
sider again the (flawed) key exchange protocol we presented in section 1.3:

A→ B : {Ks, A}K

It can be specified as the following CryptoSPA process P :

P = c {Ks, A}K .A′(Ks) ‖ c(y).[〈y, K〉 �dec w][w �fst z].B′(z)

where K−1 = K (symmetric encryption) and Msg(c) = M. Moreover, A′(Ks)
and B′(z) represent the continuations of A and B, respectively, that will pre-
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sumably communicate using the just established session key Ks. Notice that in
B′(z), variable z is bound to the received session key.

We want to analyze the execution of P with no intrusion; we thus consider
P \ {c}, since the restriction guarantees that c is now a secure channel between
A and B (no external attacker can access channel c). We obtain a process whose
only possible execution is the correct one where A sends to B message {Ks, A}K :

P \ {c} τ−→ (A′(Ks) ‖ [〈{Ks, A}K , K〉 �dec w][w �fst z]B′(z)) \ {c}
≡ (A′(Ks) ‖ B′(Ks)) \ {c}

Notice that, after the message exchange, the two continuations A′(Ks) and
B′(Ks) share the correct session key Ks.

3 Non-interference for CryptoSPA

In this section we want to rephrase the non-interference theory developed for
SPA to the richer setting of CryptoSPA. The following subsections are devoted
(i) to illustrate how security properties can be specified by decorating suitably
protocol specification, then (ii) to discuss the actual definition of admissible
attackers and, finally, (iii) to study behavioural semantics for CryptoSPA over
which the GNDC theory is parametrized.

3.1 Decorating Protocol Specifications

The first problem is to understand what are the high level actions and the low
level ones in this setting. NDC essentially says that a system P is secure if its
low behaviour in isolation is the same as its low behaviour when exposed to the
interaction with any high level process Π. Analogously, we may think that a
protocol P is secure if its (low) behaviour is the same as its (low) behaviour
when exposed to the possible attacks of any intruder X.

To set up the correspondence, this analogy forces to consider the enemies as
the high processes. Since the enemy has complete control over the communica-
tion medium, the CryptoSPA public channels in set C (i.e., the names used for
message exchange) are the high level actions while the private channels in set
(I∪O)\C are the low level ones. As a protocol specification is usually completely
given by message exchanges, it may be not obvious what are the low level ac-
tions. In our approach, they are extra observable actions that are included into
the protocol specification to observe properties of the protocol. Of course, the
choice of these extra actions (and the place into the specification where they are
to be inserted) is property dependent, as we will see in the next section.

This idea of decorating a protocol with extra low level actions is formalized
by considering a function γ, such that γ(P ) represents protocol P decorated
with suitable low level actions. The decoration function γ should not affect the
protocol behaviour, as its only purpose is to allow observing such a behaviour.
This is achieved by explicitly requiring that γ(P ) behaves as P once the low level
extra actions have been hidden (i.e., transformed into internal non-observable
actions).
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Let f((I∪O)\C) be the relabelling function that maps all the actions in ((I ∪
O) \ C) into τ and let ≈ denote a suitable behavioural equivalence such that
P ≈ P ′ only if P and P ′ behaves the same (equivalences of this kind will be
formally defined in section 3.3).

Definition 1. A function γ : EC → E is a decoration function if for every
CryptoSPA protocol P such that sort(P ) ⊆ C, we have P ≈ γ(P )[f((I∪O)\C)].

We will see that the requirement above for γ functions may be easily achieved
by considering γ’s that decorate the protocols by only adding output actions,
i.e., actions that simply make public some internal protocol values and do not
modify the protocol execution by reading new values.

Example 2. Consider again the CryptoSPA protocol specification of example 1:

P = c {Ks, A}K .A′(Ks) ‖ c(y).[〈y, K〉 �dec w][w �fst z].B′(z)

Recall that it models the (flawed) key exchange protocol we presented in sec-
tion 1.3:

A→ B : {Ks, A}K
In such a section we discussed how both message authenticity and entity au-
thentication might be verified by observing the suitable events received(Ks)
and run(A, B), commit(B, A), respectively. Here we show how such events may
be added to the specification P . We consider two decoration functions γMA and
γEA such that:

γMA(P ) = c {Ks, A}K .A′(Ks) ‖ c(y).[〈y, K〉 �dec w][w �fst z].received(z).B′(z)
γEA(P ) = run(A, B).c {Ks, A}K .A′(Ks)

‖ c(y).[〈y, K〉 �dec w][w �fst z].commit(B, A).B′(z)

γMA(P ) behaves as P apart from the fact that it sends the session key received
by B on the low level channel received; γEA(P ) only modifies P by perform-
ing the two low level outputs run(A, B) and commit(B, A) when A starts the
protocol and when B concludes it, respectively. Notice that these decorations
do not change the protocol behaviour observed on channel c. As an example,
γMA(P )[f((I∪O)\C)] corresponds to the protocol

c {Ks, A}K .A′(Ks) ‖ c(y).[〈y, K〉 �dec w][w �fst z].τ.B′(z)

which is equivalent to P for any reasonable weak (i.e., ignoring τ ’s) behavioural
equivalence.

3.2 The Enemy

Intuitively, an enemy can be thought of as a process which tries to attack a
protocol by stealing and faking the information which is transmitted on the
CryptoSPA public channels in set C. In principle, such a process could be mod-
eled as a generic process X which can communicate only through the channels
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belonging to C. However, in this way we obtain that X is a too powerful at-
tacker. A peculiar feature of the enemies is that they should not be allowed to
know secret information in advance: as we assume perfect cryptography, the ini-
tial knowledge of an enemy must be limited to include only publicly available
information, such as names of entities and public keys, and its own private data
(e.g., enemy’s private key). If we do not impose such a limitation, the attacker
would be able to “guess” every secret information, as illustrated in the following
example.

Example 3. Consider again the protocol P of Examples 1 and 2. Since only A
and B know kAB , this protocol should guarantee the authenticity of mA even in
the presence of an enemy, when only one protocol session is considered (we have
seen that authenticity is not guaranteed for multiple sessions). We assume that
c ∈ C is a public channel and we consider the following attacker that belongs to
EC :

X(m, a, k) def= c {m, a}k
Notice that this process may only communicate over the public channel c, i.e.,
sort(X(m, a, k)) ={c}. Consider now X(KX , A, kAB), which knows kAB and can
consequently send a faked message {KX , A}kAB

to B. In order to observe this,
we consider the decorated protocol γMA(P ) “under the attack” of X (note that
we put X inside the scope of restriction):

(γMA(P ) ‖X(KX , A, kAB)) \ C

After one τ communication step, the process above can perform received (KX , A)
which represents the fact that B has received KX instead of mA. This happens
since we are considering an attacker X(KX , A, kAB) which is in some sense
“guessing” kAB (X knows kAB in advance). As we are interested in attacks that
can be carried out even when cryptography is completely reliable, we would like
to forbid such infeasible attacks by restricting the set of admissible enemies.

The problem of guessing secret values can be solved by imposing some constraints
on the initial data known by the intruders. Given a process P , we call ID(P ) the
set of messages that occur syntactically in P . More formally, we define ID(P )
as I(P, ∅), where I : E × P(Const) −→ P(M) is given in Figure 4. Informally,
I(P, V ) is a function that recursively visits the sub-terms of P and the body of
the constants used. The argument V is used to check that the unwinding of a
constant definition is performed only once.

Example 4. Consider A(m1), where A(x) def= c x.0 ‖ c m2.A(m3). Note that:

I(A(m3), {A}) = {m3}
I(c x.0, {A}) = I(0, {A}) = ∅
I(c m2.A(m3), {A}) = {m2} ∪ I(A(m3), {A}) = {m2, m3}
I(A(x), {A}) = I(c x.0, {A}) ∪ I(c m2.A(m3), {A}) = {m2, m3}
I(A(m1), ∅) = {m1} ∪ I(A(x), {A}) = {m1, m2, m3}

Thus, we have ID(A(m1)) = I(A(m1), ∅) = {m1, m2, m3}.
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I(0, V ) = ∅
I(c(x).P, V ) = I(P, V )

I(c e.P, V ) = get−msg(e) ∪ I(P, V )
I(τ.P, V ) = I(P, V )

I(P1 + P2, V ) = I(P1, V ) ∪ I(P2, V )
I(P1 ‖ P2, V ) = I(P1, V ) ∪ I(P2, V )
I(P \ L, V ) = I(P, V )
I(P [f ], V ) = I(P, V )

I(A(e1, . . . , en), V ) =

⎧⎨
⎩

⋃
i∈{1,...,n} get−msg(ei) if A ∈ V

I(P, V ∪ {A}) ∪
⋃

i∈{1,...,n} get−msg(ei)
otherwise

where A(x1, . . . , xn) def= P
I([e = e′]P1; P2, V ) = get−msg(e) ∪ get−msg(e′) ∪ I(P1, V ) ∪ I(P2, V )

I([〈e1 . . . er〉 	rule x]P1; P2, V ) = (
⋃

i∈{1,...,r} get−msg(ei)) ∪ I(P1, V ) ∪ I(P2, V )

where

get−msg(e) =
{

{e} if e is a message
∅ if e is a variable

Fig. 4. Definition of I(P, V ).

Now, let φI ⊆ M be the finite, initial knowledge that we would like to give
to the intruders, i.e., the public information such as the names of the entities
and the public keys, plus some possible private data of the intruders (e.g., their
private keys or nonces). For a certain intruder X, we want that all the messages
in ID(X) are deducible from φI .

Definition 2. Given a finite set φI ⊆M, called the initial knowledge, we define
the set EφI

C of admissible enemies as EφI

C = {X ∈ E | sort(X) ⊆ C and ID(X) ⊆
D(φI)}.

To see how EφI

C prevents the problem presented in Example 3, consider again
the enemy X(KX , A, kAB) of that example. To indicate that kAB is secret, we
can now require that kAB �∈ D(φI). Since ID(X(KX , A, kAB)) = {KX , A, kAB},
we finally have that X(KX , A, kAB) �∈ EφI

C .

3.3 Behavioural Semantics

In this section we define some well-known behavioural semantics that we will
use in order to formalize security properties. As mentioned in the Introduction,
NDC as well as our general GNDC scheme is parametric with respect to the
chosen semantic preorder (or equivalence). The relevant ones for this paper are
essentially two: trace and weak bisimulation [38].

Trace Semantics. Most of the security properties that have been proposed
for the analysis of security protocols are based on the simple notion of trace:
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two processes are equivalent if they show exactly the same execution sequences
(called traces). Let us consider the following relations between CryptoSPA terms:
P

τ=⇒ P ′ (or P =⇒ P ′) if P
τ−→

∗
P ′, where τ−→

∗
is the reflexive (hence P =⇒ P

always holds) and transitive closure of the τ−→ relation; and then P
a=⇒ P ′ if

P
τ=⇒ a−→ τ=⇒ P ′.
For a trace σ = a1 . . . an we write P

σ=⇒ P ′ if P
a1=⇒ P1

a2=⇒ · · · an−1=⇒
Pn−1

an=⇒ P ′ for some P1, . . . , Pn−1. We say that P ′ is a derivative of P if there
exists a trace σ such that P

σ=⇒ P ′.
The set Tr(P ) of traces associated with P is then defined as Tr(P ) = {σ ∈

(Act \ {τ})∗ | ∃P ′ : P
σ=⇒ P ′}.

Definition 3. Let P, Q ∈ E. We write P ≤trace Q iff Tr(P ) ⊆ Tr(Q). We also
say that P and Q are trace equivalent (notation P ≈trace Q) iff P ≤trace Q and
Q ≤trace P .

Example 5. Consider again the protocol P and the (too powerful) enemy process
X(KX , A, kAB), both discussed in Example 3. It is easy to see that

(γMA(P ) ‖X(KX , A, kAB)) \ C �≈trace γMA(P ) \ C

Indeed,

Tr((γMA(P ) ‖X(KX , A, kAB)) \ C) = {received (KX , A), received (Ks, A)}
Tr(γMA(P ) \ C) = {received (Ks, A)}

This proves that X is able to attack the protocol, by guessing the key kAB .

We can also prove that the trace preorder is preserved by the parallel composition
and by the restriction operator.

Proposition 1. Let P, Q, R ∈ E be three processes and L a set of input channels.
If P ≤trace Q then: P ‖R ≤trace Q ‖R and P \ L ≤trace Q \ L.

Weak Bisimulation. The general notion of bisimulation [38] consists of a mu-
tual step-by-step simulation, i.e., given two processes E and F , when E executes
a certain action moving to E′ then F must be able to simulate this single step
by executing the same action and moving to a term F ′ which is again bisimi-
lar to E′, and vice-versa. A weak bisimulation is a bisimulation which does not
care about internal τ actions, i.e., when F simulates an action of E, it can also
execute some τ actions before or after that action.

We write E
â=⇒ E′ for E

a=⇒ E′ if a ∈ L, and for E( τ→)∗E′ if a = τ (note
that τ=⇒ requires at least one τ labelled transition while τ̂=⇒ corresponds to
( τ→)∗ and means zero or more τ labelled transitions).

The notion of weak bisimulation is defined as follows.
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Definition 4 (Weak Bisimulation). A binary relation S ⊆ E × E over pro-
cesses is a weak bisimulation if (E, F ) ∈ S implies, for all a ∈ Act,

– whenever E
a→ E′, then there exists F ′ such that F

â=⇒ F ′ and (E′, F ′) ∈ S;
– whenever F

a→ F ′, then there exists E′ such that E
â=⇒ E′ and (E′, F ′) ∈ S.

Two processes E, F ∈ E are (weakly) bisimulation equivalent, denoted by E ≈bis

F , if there exists a weak bisimulation S containing the pair (E, F ).

In [38] it is proved that ≈bis is the largest weak bisimulation and it is an
equivalence relation.

NDC for CryptoSPA. The family of security properties NDCΦI
C for Cryp-

toSPA, for any choice of the initial knowledge ΦI and for any choice of the
behavioural semantics ≈ is defined as follows. To simplify the notation, we will
write P ‖C X as a shorthand for (P ‖X)\C.

Definition 5. Let P ∈ E be a decorated CryptoSPA process and ≈ one of the
behavioural equivalences presented in the previous section. We say that

P ∈ NDCΦI
C iff ∀X ∈ EφI

C : P ‖
C

X ≈ P \ C

On the one hand, P \ C represents the secure specification of the protocol P
running in isolation on perfectly secure channels. The visible behaviour of P
is given by the property dependent, extra observable actions included into the
specification. Hence, the behaviour of P \C should describe the security property
of interest. On the other hand, if P \C is equivalent to P ‖C X, then this clearly
means that X is not able to modify in any way the observable execution of P ,
i.e., the security property holds.

Strictly speaking, NDC is used to denote the specific instance in the family
when ≈ is ≈trace, and BNDC when ≈ is ≈bis. Moreover, for notational conve-
nience, if the behavioural semantics is a preorder �, then the associated NDC
variant is denoted with NDC�.

4 Verification and Compositionality

In this section we want to address the issue of formal verification of the NDC
properties on cryptographic protocols.

First we will address the issue of the existence, in dependence of the be-
havioural semantics, of a most powerful enemy (mpe, for short), in such a way
that the universal quantification over all possible enemies can be removed in
favour of a single check against such a mpe.

We will also study the related problem of how to circumvent the universal
quantification in the absence of a mpe (this is the case when the semantics is
weak bisimulation) by, e.g., resorting to properties stronger than NDC (based
on bisimulation).

Then we will address the issue of composition of secure cryptographic proto-
cols: given two subprotocols that are NDC secure, under which conditions can
we compose them to get a NDC secure protocol?
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4.1 Most Powerful Enemy

A serious obstacle to the widespread use of NDC is the universal quantification
over all admissible enemies. While the proof that a protocol is not NDC can be
naturally given by exhibiting an enemy that breaks the semantic equality, much
harder seems the proof that a protocol is indeed NDC, as it requires an infinity
of equivalence checks, one for each admissible enemy. One reasonable way out
could be to study if there is an attacker that is more powerful (with respect to
the chosen behavioural semantics) than all the others, so that one can reduce
the infinity of checks to just one, albeit huge, check with respect to such a most
powerful enemy.

We will say that a preorder � is a pre-congruence (w.r.t. the operator ‖C) if
for every P, Q, R ∈ E if Q � R then P ‖C Q � P ‖C R. Thus it is easy to prove
the following [37].

Proposition 2. If � is a pre-congruence and if there exists a process Top ∈ EφI

C

such that for every process X ∈ EφI

C we have X � Top, then:

P ∈ NDC� iff P ‖
C

Top � P\C

Proof. (⇐) By the hypothesis that � is a pre-congruence, we have that X � X ′

implies P ‖C X �P ‖C X ′. Thus, if for every process X ∈ EφI

C we have X �Top,
then we will also have P ‖C X �P ‖C Top for every process X ∈ EφI

C , and so, as
by hypothesis P ‖C Top � P\C, we obtain P ‖C X � P ‖C Top � P\C, i.e., P is
NDC�.
(⇒) By definition of NDC�, since Top ∈ EφI

C .

If the hypotheses of the proposition above hold, then it is sufficient to check that
P\C is equivalent to P composed to the most powerful enemy Top.

We also have the following corollary for the congruence induced by �, which
essentially clarifies that NDC is requiring that P under the attack of the most
powerful enemy is equivalent to P under the attack of the less powerful enemy,
as well as to P in isolation.

Corollary 1. Let � be a pre-congruence and let ≈= � ∩ �−1. If there exist
two processes Bot, Top ∈ EφI

C such that for every process X ∈ EφI

C we have
Bot � X � Top then

P ∈ NDC≈ iff P ‖
C

Bot ≈ P ‖
C

Top ≈ P\C

Given these very general results, one may wonder if it is possible to apply them to
some of the semantics we have described in Section 3.3. Indeed, this is the case, at
least for the trace preorder ≤trace, which is a pre-congruence (cf Proposition 1).

The easy part is to identify the minimal element Bot in EφI

C w.r.t. ≤trace: it
is clear that the minimum set of traces is the empty-set, that is generated, e.g.,
by process 0. As a matter of fact, P ‖C 0 ≈ P\C, for most equivalences ≈.
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Let us now try to identify the top element Top in EφI

C w.r.t. ≤trace. A “most
powerful enemy” can be defined by using a family of processes TopC,φ

trace each
representing the instance of the enemy with knowledge φ:

TopC,φ
trace =

∑
c ∈ C

m ∈ Msg(c)

c(m).T op
C,φ∪{m}
trace +

∑
c ∈ C

m ∈ D(φ) ∩ Msg(c)

c m.TopC,φ
trace

The “initial element” of the family is TopC,φI

trace as φI is the initial knowledge. Note
that it may accept any input message, to be bound to the variable x which is
then added to the knowledge set φ∪{x}, and may output only messages that can
transit on the channel c and that are deducible from the current knowledge set
φ via the deduction function D. Note also that τ summands are not considered,
as inessential for the trace preorder. The following holds.

Proposition 3. If X ∈ Eφ
C then X ≤trace TopC,φ

trace.

Proof. We prove that R = {(X ′, T opC,φ′
trace) | X ′ is a derivative of X, X ′ ∈ Eφ′

C }
is a (weak) simulation relation [38] containing the pair (X, TopC,φ

trace). As the
simulation preorder is finer than the trace preorder, the thesis follows. There are
three possible cases.

- X ′ c(m)−→ X ′′ with c ∈ C, m ∈ Msg(c), X ′′ ∈ Eφ′′
C and φ′′ = φ′ ∪ {m}. Then,

TopC,φ′
trace

c(m)−→ TopC,φ′′
trace is derivable, and the pair (X ′′, T opC,φ′′

trace) ∈ R.
- X ′ c m−→ X ′′ with c ∈ C, m ∈ Msg(c) ∪ D(φ) and so X ′′ ∈ Eφ′

C . Then,

TopC,φ′
trace

c m−→ TopC,φ′
trace is derivable, and the pair (X ′′, T opC,φ′

trace) ∈ R.
- X ′ τ−→ X ′′, hence X ′′ ∈ Eφ′

C . Then, TopC,φ′
trace

τ̂=⇒ TopC,φ′
trace is derivable, and

the pair (X ′′, T opC,φ′
trace) ∈ R.

So, we have proved that there exists a top of the set EφI

C with respect to ≤trace

and it is indeed TopC,φI

trace. Now we want to prove that the single check against
the top element is enough to ensure NDC.

Corollary 2. Let P be a CryptoSPA protocol. We have that P ∈ NDCΦI

C iff
P ‖C TopC,φI

trace ≈trace P \ C.

Proof. By Corollary 1, it is enough to observe that ≈trace is a precongruence (cf
Proposition 1) and that the top element is TopC,φI

trace.

It is interesting to observe that TopC,φI

trace is the top element also for other
behavioural preorders, namely the simulation preorder [38] and the barbed pre-
congruence [40]. Hence the theory above can be rephrased also for these obser-
vational semantics.

On the other hand, for weak bisimulation semantics it seems that no (man-
ageable) mpe exist. Hence, in order to avoid the universal quantification we have
to follow an alternative strategy, that is the subject of the next subsection.
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Finally, observe that even if we have removed the universal quantification,
we are not yet in the condition of easy verification of protocols because the mpe
is in general an infinite state system. In order to perform an efficient verification,
we need to adopt the strategy illustrated in the next subsection, using however
a symbolic semantics (this is outside the scope of the current presentation).

4.2 Static Characterization of NDC

In this section we develop for NDC an alternative strategy to avoid the univer-
sal quantification over all the admissible enemies. The idea is based on a static
characterization for NDC in the setting of SPA [17,19], according to which NDC
is proved to coincide with another non interference property called Strong Non-
deterministic Non-Interference (SNNI for short).

A SPA process P is SNNI if P\H, where no high level activity is allowed,
behaves like system P where all the high level activities are hidden (i.e., trans-
formed into internal τ actions). To express this second system, we need to intro-
duce first the hiding operator P/L (where L is an arbitrary subset of L), which
is defined by means of the following rules.

P
a−→ P ′

P/L
a−→ P ′/L

(a �∈L∪L)

P
a−→ P ′ a ∈ L ∪ L

P/L
τ−→ P ′/L

(1)

Now we are ready to define the property for SPA as follows: P ∈ SNNI if and
only if we have P\H ≈trace P/H. It is rather intuitive to see that P/H can be
seen as (P ‖Top)\H, where Top is the top element of the trace preorder for SPA;
hence, such a static characterization is somehow a corollary of the existence of a
top element in the trace preorder (together with the fact that the trace preorder
is a precongruence).

The main goal of this section is to show that such a result is translatable
to CryptoSPA, with the proviso of handling the (initial) secrets properly. To
this aim we first introduce a properly enhanced definition of the hiding operator
/φ for CryptoSPA that will allow us to define the non interference property
SNNIφ

C , and then to prove that NDCφ
C is the same as SNNIφ

C .

P
a−→ P ′

P/φC
a−→ P ′/φC

(a �∈C∪C)

P
c m−→ P ′ c ∈ C ∪ C m ∈Msg(c) φ′ = φ ∪ {m}

P/φC
τ−→ P ′/φ′

C

P
c(m)−→ P ′ c ∈ C ∪ C m ∈ D(φ) m ∈Msg(c)

P/φC
τ−→ P ′/φC

(2)

We are now ready to define the family of SNNIφ
C properties, parametrized on

the behavioural semantics ≈.
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Definition 6. A process P is SNNIφ
C if P\C ≈ P/φC.

As for NDC, we will prefix SNNI with a letter characterizing the actual equiv-
alence ≈ we are considering; so, we will have SNNI for trace, but BSNNI for
weak bisimulation. When the chosen behavioural semantics ≈ is actually ≈trace,
we have the following results.

Proposition 4. If φ′ ⊆ φ then SNNIφ
C ⊆ SNNIφ′

C .

Proof. Let P be a SNNIφ
C process. In order to prove that P ∈ SNNIφ′

C , we
have to check that P\C ≈trace P/φ′

C, if P\C ≈trace P/φC. The thesis follows
by observing that Tr(P\C) ⊆ Tr(P/φ′

C) ⊆ Tr(P/φC).

Proposition 5. P ∈ NDCφ
C iff P ∈ SNNIφ

C .

Proof. If P ∈ NDCφ
C , then by Corollary 2 we have P ‖C TopC,φ

trace ≈trace P\C.
Hence, the thesis holds if P ‖C TopC,φ

trace ≈trace P/φC. We actually prove such
an equality for the simulation equivalence & [38], an equivalence which is finer
than trace equivalence. To this aim, we prove that the following two relations are
(weak) simulations.

R1 = {(P ′ ‖
C

TopC,φ′
trace, P

′/φ′
C) |

P ′ ‖
C

TopC,φ′
trace is a derivative of P ‖

C

TopC,φ
trace}

and

R2 = {(P ′/φ′
C, P ′ ‖

C

TopC,φ′
trace) | P ′/φ′

C is a derivative of P/φC}

Let us start with R1. We have the following three cases.

- P ′ ‖C TopC,φ′
trace

a−→ P ′′ ‖C TopC,φ′
trace with a �∈C∪C. Then, P ′/φ′

C
a−→ P ′′/φ′

C

and (P ′′ ‖C TopC,φ′
trace, P

′′/φ′
C) ∈ R1.

- P ′ ‖C TopC,φ′
trace

τ−→ P ′′ ‖C TopC,φ′′
trace as P ′ c m−→ P ′′ and TopC,φ′

trace

c(m)−→ TopC,φ′′
trace.

Hence, c ∈ C, m ∈ Msg(c), φ′′ = φ′ ∪ {m}. Then, it is derivable P ′/
φ′

C
τ−→ P ′′/φ′′

C and (P ′′ ‖C TopC,φ′′
trace, P

′′/φ′′
C) ∈ R1.

- P ′ ‖C TopC,φ′
trace

τ−→ P ′′ ‖C TopC,φ′
trace as P ′ c(m)−→ P ′′ and TopC,φ′

trace
c m−→ TopC,φ′

trace.
Hence, c ∈ C, m ∈ Msg(c), and m ∈ D(φ′). Then, it is derivable P ′/
φ′

C
τ−→ P ′′/φ′

C and (P ′′ ‖C TopC,φ′
trace, P

′′/φ′
C) ∈ R1.

Analogously for relation R2.

A consequence of the proposition above is that one may wonder why we should be
interested to SNNIΦ

C as, after all, it is equivalent to NDCΦ
C . There are some good

reasons of interest for SNNIΦ
C . First, even in the case of trace semantics, SNNIΦ

C

is of interest because it may lead to more efficient analysis, e.g., it is easier to
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formulate in a symbolic way. Second, it helps the formulation of compositionality
principle, as we will see in the following. Third, the new characterization does
not consider explicitly the notion of (admissible) enemy, while it considers only
the set of (initial) secrets. Hence, it is definable also for those preorders that do
not admit the top element (most powerful enemy mpe).

This last comment deserves more explanation. Assume we want to prove
that P satisfies BNDC; this may be useful, e.g., for security properties that
need some form of liveness (e.g., non repudiation). Hence in order to avoid the
universal quantification, we can try to prove that P satisfies the finer property
of SBSNNIΦ

C , that requires that BSNNIΦ
C holds for all the derivatives of P .

In this way, as the state space of P is (usually) finite, we have removed the
infinity of checks that BNDC requires in favour of a finite number (one for
each derivative of P ) of BSNNIΦ

C checks. A recent paper [7] has independently
proposed this approach and shown how to efficiently prove SBSNNIΦ

C by means
of a new, equivalent property (called P BNDC) that needs not to be verified
on all the derivatives of P .

4.3 Compositionality

In this section we illustrate a compositional proof method for SNNIφ
C , origi-

nally introduced in [29]. Within the SPA theory, SNNI is compositional, i.e.
if P, Q ∈ SNNI then P ‖Q ∈ SNNI. Unfortunately, the same does not hold
when considering enemies with limited knowledge, as for SNNIφ

C . For instance,
consider the processes:

P = c1m1.c2(x)[x = m2].c3m2
Q = c1m2.c2(x)[x = m1].c3m1

Now, assuming C = {c1, c2} and φ = ∅, we have that P, Q ∈ SNNIφ
C ; indeed,

P\C is equivalent to 0, as well as P/φC (it can perform two τ ’s and then stop).
However, P ‖Q /∈ SNNIφ. As a matter of fact, P ‖C Q is equivalent to 0, while
(P ‖Q)/φC may perform both c3m1 and c3m2.

However, if we strengthen the assumptions we can get a compositional rule
for establishing that a process belongs to SNNIφ

C . The stability assumption we
make is that the process cannot increment its knowledge.

Definition 7. We say that a process P is stable w.r.t. φ, whenever if P/φC =⇒
P ′/φ′

C then D(φ) = D(φ′).

Thus, the following proposition holds.

Proposition 6. Assume that P, Q ∈ SNNIφ
C and that P, Q are stable w.r.t. φ.

Then (P ‖Q) ∈ SNNIφ
C and P ‖Q is stable w.r.t. φ.

Example 6. We consider a simple example of the application of the principle
above. Consider the processes P = c{m}k.0 and Q = c?x.[x k �dec z]τ . Con-
sider also the process KEN ′ = c?x.[x = m].public m. Assuming φ = {{m}k}
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and C = {c}, we can establish that P, Q, KEN ′ ∈ SNNIφ
C and are all stable;

hence P ‖Q ‖KEN ′ ∈ SNNIφ
C , which means that P ‖Q keeps m secret. As a

matter of fact, (P ‖Q ‖KEN ′)\C ≈trace 0.

Considering bisimulation semantics, it is not difficult to see that the compo-
sitionality principle above scales to SBSNNIφ

C .

Proposition 7. Assume that P, Q ∈ SBSNNIφ
C and that P, Q are stable w.r.t.

φ. Then P ‖Q ∈ SBSNNIφ
C and P ‖Q is stable w.r.t. φ.

5 A General Schema for Security Properties

In this section we formally define the GNDCα
� family of properties. The proposed

family of security property is the following4:

Definition 8. Let P ∈ E be a CryptoSPA process. We say that

P ∈ GNDCγ,α
� iff ∀X ∈ EφI

C : γ(P ) ‖
C

X � α(P )

where � ∈ E × E is a relation between processes, γ : EC → E is a decoration
function and α : E → E is a function between processes.

We propose a sufficient criterion for a static characterization (i.e. not involving
the universal quantifier ∀) of GNDCγ,α

� properties.

Proposition 8. If � is a pre-congruence w.r.t. ‖C and if there exists a process
Top ∈ EφI

C such that for every process X ∈ EφI

C we have X � Top, then:

P ∈ GNDCγ,α
� iff γ(P ) ‖

C

Top � α(P )

In particular, if the hypotheses of the proposition above hold then it is sufficient
to check that α(P ) is satisfied when P is composed with the most general (i.e.,
most powerful) environment Top. The proposition above is a generalization to
GNDC of Proposition 3. The following corollary for the congruence induced by
�, generalizes Corollary 2:

Corollary 3. Let � be a pre-congruence w.r.t. ‖C and let ≈= �∩�−1. If there
exist two processes Bot, Top ∈ EφI

C such that for every process X ∈ EφI

C we have
Bot � X � Top then

P ∈ GNDCγ,α
≈ iff γ(P ) ‖

C

Bot ≈ γ(P ) ‖
C

Top ≈ α(P )

4 Indeed GNDC depends on the set EφI
C , hence on φI and C, but we will omit them

for the sake of readability.
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5.1 Compositionality

We have a compositionality principle for the GNDCγ,α
≤trace

schema, also in this
case under the assumption that the involved processes are stable. It basically
states that security properties, represented as specification processes αi(Pi) i =
1, 2, can be composed resulting in the property represented by the composition of
the specification processes α1(P1) ‖α2(P2). As far as decorations are concerned,
we assume that the compound process P1 ‖P2 is decorated componentwise, hence
below we omit the explicit mention to γs functions.

Proposition 9. Given the set of initial knowledge φ and the set of public chan-
nels C, assume Pi ∈ GNDC

αi(Pi)
≤trace

, with i = 1, 2, and P1, P2 are stable w.r.t. φ.

It follows that (P1 ‖P2) ∈ GNDC
α1(P1) ‖ α2(P2)
≤trace

and P1 ‖P2 is stable w.r.t. φ.

Example 7. Consider the following family of processes S(i), each sending a mes-
sage (mi, i) after every time unit:

S(i) = [(mi, i) pkA �enc z].cz.S(i + 1))

Consider also a family of receivers of this kind:

R(i) = c(y)[y pk−1
A �dec t][t �snd t2][t2 = i][t �fst t1]out t1.R(i + 1)

Basically, we have that (S(0) ‖R(0))\C, where C = {c}, is trace included into
Spec(0) where

Spec(i) = out mi.Spec(i + 1)

Consider φ = {{(mi, i)}pkA
| 0 ≤ i} ∪ {pkA} as the intruder’s knowledge set.

Then, we have that S(0) and R(0) are stable w.r.t. φ and S(0) ∈ NDCφ
C , with

S(0)\C =trace 0, and R(0) ∈ GNDC
Spec(0)
≤trace

. By Proposition 9, we have that

(S(0) ‖R(0) ‖TopC,φ
trace)\C ≤trace 0 ‖Spec(0) ≤trace Spec(0)

5.2 Non-deducibility on Compositions

Since GNDCγ,α
� is a generalization of NDC it can be instantiated in order

to obtain NDC and also the bisimulation based NDC, called BNDC. Let IdC

be the identical decoration function. Then, NDC and BNDC correspond to
GNDC

IdC ,E\C
≈trace

and GNDC
IdC ,E\C
≈bisim

, respectively.
For NDC it is also possible to apply Corollary 3 obtaining an interesting

static characterization.

Proposition 10. P is NDC iff P ‖C TopC,φI

trace ≈trace P \ C.

This result is the analogous of the one in [17], for multilevel security. Note that
here we have found it as a particular case of the more general result of Corollary 3.
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5.3 The Agreement Property

In this section we show that also the approach proposed in [33] for the analysis
of authentication properties, inside the framework of CSP [31] process algebra,
can be rephrased in terms of our specification schema. Agreement is a formal-
ization, in the CSP calculus, of the correspondence idea proposed in [45], and
previously discussed in section 1.3. The basic idea of the Agreement property is
the following:

“A protocol guarantees to a responder B Agreement with an initiator A
on a set of data items ds if, whenever B (acting as responder) completes
a run of the protocol, apparently with initiator A, then A has previ-
ously been running the protocol, apparently with B, and A was acting
as initiator in her run, and the two agents agreed on the data values cor-
responding to all the variables in ds, and each such run of B corresponds
to a unique run of A”.

What is technically done in the Agreement property is to have for each party an
action representing the running of the protocol and another one representing the
completion of it. For example, consider an action commit res(B, A, d) represent-
ing a correct termination of B as a responder that is convinced to communicate
with A and agrees on data in d. Moreover we have an action running ini(A, B, d)
that represents the fact that A is running the protocol as initiator, apparently
with B and with data d. If we have these two actions specified in the proto-
col, the Agreement property requires that when B executes commit res(B, A, d)
then A has previously executed running ini(A, B, d). This means that every
time B completes the protocol with A convinced that the relevant data are the
ones represented by d, then A must have been running the protocol with B using
exactly the data in d.

We can see the actions representing the runs and the commits as output
actions over two particular channels running ini and commit res. In [33], it is
assumed that the actions representing the runs and the commits are correctly
specified in the protocol. Here, we consider protocols of the form:

P
def= C1(U1, U

′
1, d1) ‖ . . . ‖Cn(Un, U ′

n, dn) ‖V y1
1 (Z1, Z

′
1) ‖ . . . ‖V yn

n (Zn, Z ′
n)

Where each claimant process Ci(Ui, U
′
i , di) and each verifier process V yi

i (Zi, Z
′
i)

are all sequential processes, i.e., processes composed only of sequences of actions,
and represent user Ui willing to authenticate with user U ′

i , agreeing on data di,
and user Zi verifying the identity of user Z ′

i, agreeing on data contained in
variable yi. Given this specific (but reasonable) protocol form, we can easily give
a decoration γAgree(P ) as follows:

γAgree(P ) def= running ini (U1, U
′
1, d1).C1(U1, U

′
1, d1) ‖ . . .

‖ running ini (Un, U ′
n, dn).Cn(Un, U ′

n, dn)
‖ Ṽ1(Z1, Z

′
1, d

′
1) ‖ . . . ‖ Ṽn(Zn, Z ′

n, d′
n)
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where Ṽi is the process Vi in which 0 is replaced by commit res (Zi, Z
′
i, yi), i.e.,

it terminates with action commit res (Zi, Z
′
i, yi).

Now that we have defined how to decorate a protocol, we need to specify
which are the good behaviours α(P ), of a process P . For simplicity, we only
analyze the case where A is the initiator and B is the responder, and the set ds
of variables is composed only by d which can assume values in a set D. However,
the specification can be easily extended in order to cover all the cases studied in
[33]. Function α(P ) can be defined as follows:

P ′ = Top
Sort(P )\{running ini,commit res},M
trace

P ′′(x, y) =
∑

d∈D running ini (x, y, d) . commit res (y, x, d)
αAgree(P ) = P ′ ‖P ′′(A, B)

Given P , α(P ) represents the most general system which satisfies the agreement
property and has the same sort as P . As a matter of fact in α(P ) the action
running ini (A, B, d) always precedes commit res (B, A, d) for every datum d,
and every combination of the other actions of P can be executed. In order to
analyze more than one session, it is sufficient to consider an extended α which
has several processes P ′′(A, B) in parallel. For example, for n sessions we can
consider the following:

αAgree(P ) = P ′ ‖P ′′(A, B) ‖ . . . ‖P ′′(A, B)︸ ︷︷ ︸
n

We want that even in the presence of an hostile process X, P does not execute
traces that are not in α(P ) ,i.e., we require that P ‖C X ≤trace α(P ). So we can
give the following definition:

Definition 9. P satisfies Agreement iff P is GNDC
γAgree,αAgree

≤trace
.

Example 8. Consider once more the protocol first presented in Example 1. It
can be easily written in the form discussed above as follows:

P = C(A, B, Ks) ‖V z(B, A)
C(a, b, k) = c {k, a}K .0
V z(b, a) = c(y).[〈y, K〉 �dec w][w �fst z].0

Notice that V z(B, A) specifies z as the variable which should contain the datum
the processes are willing to agree on, i.e., the session key Ks. Now we have that

γAgree(P ) = running ini (A, B, Ks).c {Ks, A}K .0
‖ c(y).[〈y, K〉 �dec w][w �fst z].commit res (B, A, z)

It is possible to prove that ∀X ∈ EφI

C : γAgree(P ) ‖C X ≤trace αAgree(P ), i.e.,
that P ∈ GNDC

γAgree,αAgree

≤trace
, if K �∈ φI . However, as noticed in Section 1.3,

this protocol is flawed when more the one session is considered. Two sessions
of P can be modelled by just replicating P twice, i.e., by considering P ‖P .
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Now let X = c(w).c (w).c (w) be the enemy that intercepts the message sent
over c and replays it twice. It is easy to see that Tr(γAgree(P ‖P ) ‖C X) =
{running ini (A, B, Ks).commit res (B, A, Ks).commit res (B, A, Ks)} that is
not included in Tr(αAgree(P ‖P )), as the second commit is not matched by any
running action.

Note that in [33] it is only required that Agreement holds when the system is
composed with a particular intruder, which turns out to be equivalent to the most
general one. In the following we exploit Proposition 8 in order to formally prove
that such a (static) requirement is indeed sufficient (and necessary) to guarantee
our GNDC -based version of Agreement. As a matter of fact, by Propositions 3
and 8 we immediately have the following result:

Proposition 11. P satisfies Agreement iff it holds γAgree(P ) ‖C TopC,φI

trace ≤trace

αAgree(P ).

In [33], other versions of Agreement are defined. We can rephrase all of them in
our model by simply changing the α function5.

5.4 Message-Oriented Authentication

Now, we consider the message-based approach to authentication defined in [43,42]
using the CSP language. The idea is to observe when a set of messages T authen-
ticates another set of messages R. Informally, T authenticates R if the occurrence
of some element of T implies the occurrence of some element of R (it is required
that T and R are disjoint). When a system P satisfies this property we say that
P satisfies T authenticates R.

In [43] the net is represented by a process Medium which acts like a router
by receiving and forwarding the messages to the correct process. In CSP, it is
possible to observe the communication between the processes and the medium
since they are not “internalized” as in CCS. However, we can simulate this by
assuming that the Medium echoes every routing of messages through particular
output actions on two reserved channels send and rcv which do not belong to
C. Action send (i, m) corresponds to the sending of message m performed by
agent i and, symmetrically, rcv (i, m) represents the reception of it by agent
i. (We assume to have a set Agents of agent identities with X denoting the
intruder identity). In this way we can observe communication as done in CSP.
This message echoing is obtained by suitably decorating the specification as
follows:

γauth(P ) = (P [f ] ‖Medium) \W

Medium =
∑

c∈C,i,j∈Agents

ci
send(x).send (i, x).(Medium ‖ cj

rcv x.rcv (j, x).0)

5 Indeed, recentness cannot be immediately rephrased in our CCS-based model, be-
cause of the difference in handling communication with respect to CSP. This could
be overcome by extending our language with time as done in [21,29]. This is only
related to the differences in the model, and is not caused by a weakness of our
schema.
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where f is a relabelling function that maps all the output actions c (m), per-
formed by agent i, into ci

send (m) and all the input actions c(m), performed by
agent i, into ci

rcv(m)6. Moreover, W = {ci
∗ | i �= X and ∗ = send, rcv}, i.e., W

is the set of all the Medium channels that are not used to communicate with
the intruder X. This relabelling has the effect of forcing all the communication
through the Medium, which can consequently make observable every message
exchange through the special channels send and rcv. Notice that messages are
buffered so that the Medium is always ready to “route” new messages.

Sets T and R range over these reserved actions. We can now define the
αauthT

R
(P ) function as follows:

αauthT
R
(P ) = P ′

P ′ = (
∑

a ∈ Act
a �∈ R ∪ T

a.P ′) +
∑

a ∈ Act
a ∈ R

a.P ′′

P ′′ = Top
Sort(P ),M
trace

Process αauthT
R
(P ) can execute actions in T only after it has executed some

actions in R. This can be seen by noticing that αauthT
R
(P ) moves to P ′′ (which

can execute also actions in T ) only after it performs at least one action in R.
This is exactly what we require by our system P and αauthT

R
(P ) is indeed the

most general system (with the same sort as P ) satisfying T authenticates R.
So we can give the following definition:

Definition 10. P satisfies T authenticates R iff P is GNDC
γauth,α

authT
R

≤trace

As in the section above, we can prove that the approach followed in [43], where
it is considered only the most powerful intruder, guarantees that the property
holds in the presence of whatever hostile process. By Propositions 3 and 8 we
obtain that:

Proposition 12. P satisfies T authenticates R iff γauth(P ) ‖C TopC,φI

trace

≤trace αauthT
R
(P ).

5.5 Secrecy

In this section we show that NDC can be easily adapted for analysing secrecy
in networks. Consider now a protocol P (M) and assume that we want to verify
if P (M) preserves the secrecy of message M . This can be done by proving that
every enemy which does not know message M , cannot learn it by interacting
with P (M). Thus, we need a mechanism that notifies whenever an enemy is
learning M . We implement it through a simple process called knowledge notifier
which reads from a public channel ck ∈ C \ sort(P (M)) not used in P (M) and
6 We are implicitly assuming that channels with subscripts send and rcv are not used

in protocol specification. This assumption is trivially met by a syntactical renaming
of channels. We are also assuming that every agent has a unique name i. This is also
done in [43] and will be exploited when considering non-repudiation.
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executes a learntM action if the read value is exactly equal to M . For a generic
message m, it can be defined as follows:

KN(m) def= ck(y).[m = y]learntm

We assume that learnt is a special channel that is never used by protocols and
is not public, i.e., learnt �∈ sort(P ) ∪ C. We now decorate P (m) as follows:

γsecret(P (m)) = P (m) ‖KN(m)

Intuitively, γsecret(P (m)) is a modified protocol where the learning of m is now
notified. To guarantee the secrecy of m, it is enough to require that for every
secret M and for every enemy X, process (γsecret(P (M)) ‖X)\C never executes
a learntM action. On the one hand, if (γsecret(P (M)) ‖X)\C executes learntM
then M has been sent over the public channel ck by either P (M) or X. In both
cases the message is not secret anymore. In the former situation P (M) is making
M public, while in the latter X has for sure learned M before sending it over
ck. On the other hand, if an enemy X is able to learn message M then there
also exists an enemy X ′ that will send such a message over channel ck and thus
(γsecret(P (M)) ‖X ′) \ C will eventually execute learntM .

This can be formalized by considering a simple function αsecret that can
execute all the protocol actions but the special action learnt:

αsecret(P ) = Top
Sort(P ),M
trace

Definition 11. P (m) preserves the secrecy of m iff for all (secret) messages
M ∈M \D(φI) P (M) is GNDCγsecret,αsecret

≤trace
.

Notice that αsecret(P (M)) never executes action learnt, thus forbidding its ex-
ecution even when every possible intruder is considered.

An Example. In this section we show through a simple example how the NDC -
based secrecy verification works. We consider a simplified version of the Wide
Mouthed Frog Protocol [9].

Consider two processes A and B respectively sharing keys kAS and kBS with
a trusted server S. In order to establish a secure channel with B, A sends a fresh
key kAB encrypted with kAS to the server S. Then, the server decrypts the key
and forwards it to B, this time encrypted with kBS . Now B has the key kAB and
A can send a message mA encrypted with kAB to B. The protocol is composed
of the following three messages (see also Figure 5):

message 1 A→ S : A, B, {kAB}kAS

message 2 S → B : {A, kAB}kBS

message 3 A→ B : {mA}kAB

The main differences with respect to the original protocol is that here messages 1
and 2 do not contain timestamps (as studied in [2] for authentication). Moreover,
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Fig. 5. Graphical description of the WMF protocol.

in message 1 the identifier B is sent as plaintext while in the original protocol it
is encrypted with the session key (this modification generates, as we will show,
a secrecy attack). We specify the protocol as follows7:

A(m, k) def= c1 ((A, B), {k}kAS
) . c3 {m}k

B
def= c2(y) . [〈y, kBS〉 �dec z] [z �snd s] c3(t) . [〈t, s〉 �dec w]

S
def= c1(x) . [x �fst i] [i �fst s] [i �snd r]

[x �snd c] [〈c, K(s)〉 �dec z] c2 {(s, z)}K(r) . S

P (n) def= A(n, kAB) ‖B ‖S

where K(id) is a function that returns the key shared between the server and
entity id (e.g., K(A) returns kAS). Moreover we have that {c1, c2, c3} ⊆ C.
Consider now the following enemy:

X̃
def= c1(x) [x �snd y] % intercepts message 1

c1 ((A, E), y). % replaces B with E, sends it

c2(z) [〈z, kES〉 �dec w] [w �snd k]. % intercepts msg 2, obtains k

c3(j)[〈j, k〉 �dec m] % decrypts msg 3

ck m % sends message to KN

It is easy to see that process (γsecret(P (M)) ‖ X̃) \ C �≤trace αsecret(P (M)) as
the former process can execute learnt M . The attack performed by X̃ is the
following:

message 1 A→ E(S) : A, B, {KAB}KAS

message 1′ E(A)→ S : A, E, {KAB}KAS

message 2′ S → E : {A, KAB}KES

message 3 A→ E(B) : {M}KAB

7 We encode tuples through a left associative canonical form, e.g., the first message
A, B, {kAB}kAS becomes ((A, B), {kAB}kAS ).
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By message 2′ the enemy learns KAB and, by message 3 which is addressed to
B, it finally learns M .

Consider now the protocol where, in the first message, B is encrypted with
the session key:

message 1 A→ S : A, {B, KAB}KAS

Here the secrecy attack is not possible anymore since cryptography protects the
identifier from being modified by the intruder.

5.6 Non-repudiation

In this section, we show that also non-repudiation properties can be formulated
within the GNDC schema. Non repudiation protocols aim at producing evidence
about the execution of services, among parties that do not trust each other (see
[46,47]).

In [41] Schneider shows how to apply verification methods based on CSP
process algebra to the analysis of a (fair) non repudiation protocol proposed in
[46]. Among the non repudiation properties studied in [41,47], we briefly recall:

– Non Repudiation of Origin (NRO) is intended to protect the receiver from
the false denial of another party to have sent a message.

– Non Repudiation of Receipt (NRR) is intended to protect the sender form
the false denial of another party to have received a message.

Intuitively, the analysis performed by Schneider is similar to his message based
authentication (see section above). As an example, consider NRO verification:
if the receiver is able to produce an evidence of the sending of a certain message
m, then m should have been sent. In other words, such an evidence should
“authenticate” m (in the sense of message-based authentication).

Non-repudiation protocols differ from the protocols discussed so far, which
always involve communication among two or more trusted parties in an hos-
tile environment. In non-repudiation protocols, parties do not trust each other,
and in particular, one of them could try to act maliciously in order to obtain
some advantage. As we will see, this can be modelled in the GNDC schema by
considering the malicious party as a whole with the hostile environment.

In the verification of NRO (NRR) we assume that a Judge should be able
to establish that a certain message has been sent (received) if he obtains some
evidence of it from the receiver (sender). This verification should be carried out
by only assuming that both the sender and the receiver have not sent on the
net some secret information which could invalidate the evidence, like, e.g., their
signature keys. In case of a dispute, the Judge cannot assume that both the
parties have followed the protocol but she will always assume that none of them
has compromised his own secret key.

Schneider models both the sender and the receiver similarly to the most
general intruder with the constraint that long-term keys are never compromised.
In order to apply the GNDC schema, we consider a weaker (but still reasonable)
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notion of NRO; in particular, we require that if the receiver B, after following
the protocol, is able to give evidence of origin, then the sender A has actually
sent that message. We call this NRO with honest receiver written NROhr. It
can be encoded in the GNDC schema by considering a process PB where only
the receiver B and the fragment of A, TA, related to encryption with long-term
(secret) keys, are specified. PB has the following form:

PB
def= TA ‖ . . . ‖TA ‖By1

1 (Z1, Z
′
1) ‖ . . . ‖Byn

n (Zn, Z ′
n)

Where each process Byi

i (Zi, Z
′
i) is sequential and represent Zi getting the evi-

dence of origin of the message contained in variable yi sent by user Z ′
i. Given this

specific (but reasonable) protocol form, we can easily give a decoration γnro(PB)
as follows:

γnro(PB) def= γauth(P̃B)

where γauth is the decoration function defined in section 5.4 for message-oriented
authentication, and P̃B is process PB in which all the 0’s of processes Byi

i (Zi, Z
′
i)

are replaced by ev of or (Zi, Z
′
i, yi). For instance, action ev of or (B, A, m) is

the action which signals that B has evidence of origin of m from A. This latter
decoration is similar to the one we used for adding commit actions in Section 5.3.

Now, recall that in process Medium send(A, m) represents the sending of
message m by agent A. Then αnro can be simply defined as α

auth
{ev of or(B,A,m)}
{send(A,m)}

.

Definition 12. PB guarantees NROhr iff PB is GNDCγnro,αnro

≤trace

We show how this definition works through a simple example.

Example 9. A typical way of guaranteeing non-repudiation of origin, is to use
digital signature. Consider the message exchange:

message 1 A→ B : M, signA(M)

Since only A may generate signA(M), then B is guaranteed that A has origi-
nated such a message. To see how the formalization of non-repudiation works,
we consider a flawed version of the protocol above, in which shared key is used
instead of signature:

message 1 A→ B : M, MACK(M)

K is a key shared between A and B. The protocol uses a Message Authentication
Code (MAC), i.e., a keyed hash function such that MACK(M) can be efficiently
calculated if and only if the key K is known. A MAC can be modelled in SPA
by making the inverse key k−1 �= k not available to both the principals and the
enemy. This is a simple way of simulating the unidirectionality provided by the
(one-way) hashing. This protocol does not guarantee non-repudiation since both
A and B might have generated MACK(M). We specify B as follows:

Responderj(b, a, k) def= c(x).[x �fst i] [x �snd j] [{i}k = j].0
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As mentioned above, we also need to model the honest fragment of A, i.e.,
the part of A that deals with long-term keys. Indeed, A can never repudiate a
message by declaring she has erroneously disclosed her long-term key. It is her
responsibility to keep keys securely stored. The remaining part of Alice is not
modelled in order to let her (possibly) behave dishonestly:

Initiator(a, k) def= d(x).d ({x}k).Initiator(a, k)

Notice that this honest fragment of A uses a new channel d. This channel is
used to communicate with the intruder which implicitly describes the dishonest
fragment of A.

We first consider PB = Initiator(A, K) ‖ Responderj(B, A, K), in which A
and B only play the Initiator and Responder roles, respectively. Since A is the
only entity which generates messages encrypted with key k, NRO is guaranteed,
i.e., every action ev of or (B, A, j) executed by γnro(PB) will be preceded by a
send (A, j) generated by the Medium. Notice that Responderj(B, A, K), once
decorated by γnro, executes a ev of or (B, A, j) only if j is of the form {i}K ,
i.e., only if the MAC is valid.

To see a potential vulnerability of this protocol it is sufficient to consider two
parallel sessions with exchanged roles:

P ′
B = Initiator(A, K) ‖ Responderj(B, A, K) ‖

Initiator(B, K) ‖ Responderj(A, B, K)

Consider now the intruder XA = dX
send (M).dX

rcv(x).cX
send (M, x).0, which asks

one of the initiators to produce a MAC of M and then sends the pair
(M, MACK(M)) to one of the responders. A non-repudiation problem arises
when the same entity is producing the MAC and checking it. We show an execu-
tion sequence where B is convinced to receive a MAC from A but he is actually
the creator of the MAC. Recall that γnro(P ′

B) introduces the medium Medium
of section 5.4 in between the communicating parties.

XA ‖ γnro(P ′
B)

send (X, M)
rcv (B, M)
send (B, {M}K)

=⇒ dX
rcv(x).cX

send (M, x).0 ‖ γnro(P ′
B)

‖ dX
rcv {M}K .rcv (X, {M}K).0

rcv (X,{M}K)
=⇒ cX

send (M, {M}K).0 ‖ γnro(P ′
B)

send (X,(M,{M}K))
=⇒ γnro(P ′

B) ‖ cB
rcv (M, {M}K).rcv (B, (M, {M}K)).0

rcv (B, (M, {M}K))
ev of or (B, A, {M}K)

=⇒ γnro(Initiator(A, K) ‖ Initiator(B, K)
‖Responderj(A, B, K))
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The execution trace is:

send (X, M), rcv (B, M), send (B, {M}K), rcv (X, {M}K),
send (X, (M, {M}K)), rcv (B, (M, {M}K)), ev of or (B, A, {M}K)

corresponding to the enemy X sending M to B playing the initiator role, B
responding with {M}K and, finally, X forwarding message {M}K to B playing
the responder role, who finally executes ev of or (B, A, {M}K).

Notice that there is no send (A, {M}K) matching the ev of or (B, A, {M}K)
event (indeed A is doing nothing). This is due to the fact that the encrypted
message {M}K has been generated by B himself (in the Initiator role) at the
execution step corresponding to send (B, {M}K). Thus this trace is not a trace
of αnro(P ′

B), proving that P ′
B does not guarantee NRO.

Analogously, we define non-repudiation of origin with honest sender, i.e.,
NROhs. This property can be encoded in the GNDC schema by simply con-
sidering process PA instead of PB . NRO can be defined as the intersection of
NROhr and NROhs, i.e., PA, PB ∈ GNDCαnro

≤trace
.

An analogous definition may be given for weak-NRR, even though the sit-
uation is slightly more complicated since, in this case, also liveness properties
should be considered. In fact, it is not necessary that the message has been ef-
fectively received: it is sufficient to require that the message is “available” for
reception, through, e.g. , a Trusted Third Party which makes the message down-
loadable, as proposed in [46]. We do not address this issue in details, since we
prefer to focus our attention to another property which is also based on liveness.
The property is fairness [47]:

– Fairness: At no point in the protocol run does either of participants have an
advantage. In other words no one of the party can get his own evidence and
avoid the other to get his corresponding evidence.

As observed in [41], this property cannot be defined as a safety property (i.e.
nothing bad happens). Indeed we have to prove that whenever one of the two
participants obtains his own evidence, then the other must be in the position to
get his own evidence too. This can be seen as a liveness property (i.e. something
good happens). For this reason, in the analysis of this property it is used the
failure model [31] instead of the trace one. As a matter of fact, failure equivalence
is actually able to observe potential deadlocks in the executions, and so it permits
to see if something can be executed or not (i.e., if an evidence can be obtained
or not).

The verification technique for the fairness property proposed in [41] directly
fits in the GNDC schema. Indeed, it is reasonable to assume that an agent
can require fairness from the other one only in the case he behaves correctly,
i.e., if it follows the protocol. For example, the fairness for the sender A of
receiving evidence of message receipt can be defined in the GNDC schema by
considering a suitable relation ≤failure which takes into account failures, and
a function αfair which models the fact that after the receiver gets evidence
of the origin (ev of or) then the sender has the possibility to obtain his own
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evidence of receipt (ev of re). This is modeled in αfair by making the action
ev of re always executable after that ev of or has been engaged. We show how
this formalization of fairness works, through a simple example.

Example 10. Consider the following non-repudiation protocol, where Bob re-
quires non-repudiation of origin and Alice requires non-repudiation of receipt of
the same message M :

message 1 A→ B : B, M, signA(B, M)
message 2 B → A : A, signB(A, M)

In order for this protocol to be fair, we need to guarantee that whenever Alice
gets her evidence of receipt, then Bob eventually gets his evidence of origin,
and vice-versa. If A and B execute the ev of re and ev of or actions just after
checking the received signatures, we easily find out that the protocol does not
guarantee fairness: it is sufficient for B to quit the protocol session after he
has received his evidence of origin. This corresponds to an execution trace in
which ev of or is executed but no ev of re is possible after it. This failure in
executing the latter action is revealed by the failure preorder, and, consequently,
the attack is captured. We leave the formalization of this example as an exercise
to the interested reader.

In [7,8], an extension of the bisimulation-based BNDC property is applied to
the verification of non-repudiation protocols.

5.7 Authentication in the Spi-Calculus

In [2,1] an interesting notion of authentication is proposed. The basic idea is the
following: consider a protocol P (M), which tries to transmit message M from
one party (say A) to another one (say B). The authentication of the message
M is checked by verifying if P (M) is equivalent to a specification Pspec(M)
where M is always delivered correctly. In Pspec(M) the receiver B always knows
M and whatever happens on the communication channel, B will continue its
execution exactly as it had received the correct message M . In other words,
Pspec(M) represents the situation where M is always received and no enemy is
able to replace it with a different message. If P (M) is equivalent to Pspec(M)
then also P (M) is clearly able to avoid any possible attack. The language used
in [2,1] is the spi-calculus. Moreover the may-testing equivalence [11], denoted
with ≈may, is used in order to check that P (M) is equivalent to Pspec(M) with
respect to any possible interaction with the (hostile) environment. The definition
of authentication in the spi-calculus has the following form: P (M) guarantees
spi-authentication if and only if for all M we have that

P (M) ≈may Pspec(M)

There are many similarities between spi-calculus authentication and NDC :
both properties are based on a notion of behavioral equivalence; moreover, they
both check whether the “process under attack” behaves like a secure specifi-
cation. It is however important to notice that this is done in a quite different
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Fig. 6. Testers as “observers and attackers” in spi-authentication.

way. In the spi-calculus the process is implicitly checked against all the possible
interactions with the (hostile) environment through the use of the may-testing
equivalence. There, the tester plays simultaneously both the role of the attacker
and the role of the observer (see Fig. 6). On the other hand, the NDC -based
approach performs an explicit quantification over all possible intruders, then
observing the outcome of the attack (see Fig. 7).

In [20] we have proved that spi-authentication can be equivalently expressed
as an instance of NDC. To see how this is done it is useful to write a protocol
in a particular style that we call normal form. We assume that, after delivering
message M , protocol P (M) executes a continuation process F (M). In general,
more than one continuation could be present. Given a protocol S, we denote all
of its occurrences of continuations as {F1(x1), . . . , Fn(xn)}, where xi represents
the only free variable of Fi. From S we derive a process Snf (m1, . . . , mn) in
normal form as follows:

(S′ ‖Πi∈1...n pFi
(xi).Fi(xi)) \ p (3)

where S′ is the process S where every continuation Fi(xi) is replaced by pFi
(xi),

and p = {pF1 , . . . , pFn} is a set of channels that are used neither in S nor in Fi

and are not contained in C. Note that the channels in p are indexed with the
continuations Fi. This is useful for managing multiple concurrent sessions be-
tween senders and receivers which can be modeled by considering n copies of the
sender and n copies of the receiver in parallel. We assume that syntactically equal
continuations (up to renaming of bound variables, i.e., α-conversion) correspond
to the same protocol between two users but in different parallel sessions.
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Fig. 7. Separated attackers and observers in NDC -authentication.

Given this particular form for protocols, it is quite natural to derive a secure
specification. More precisely, given the normal form Snf (m1, . . . , mn) as in (3),
it is sufficient to define Sspec(m1, . . . , mn) as follows:

(S′ ‖Πi∈1...n pFi(xi).[xi = mi]Fi(mi)) \ p (4)

Note that every continuation is enabled only if the received message xi is equal to
the correct message mi. Note also that in the case of multiple sessions, this simply
requires that a “correct” multiset of messages is delivered from one process to
another one, in whatever possible order (see the example below in this section).

We require some reasonable properties of the specification Sspec. First we
require that it guarantees NDC, for all vector of messages m. In [20] we prove
that any specification Sspec guarantees NDC, under the following well-formedness
condition:

WFC1 For every vector of messages m, Sspec(m) \ C ≈may Πk∈1..nFk(mk)

This condition is a very natural one as it requires that all the continuations
of the specifications when there is no attacker at all, are eventually enabled.
In other words, the specification is well-formed for not containing unreachable
continuations. If it does, then some useless redundancy is present in Sspec.

We have an additional well-formedness condition:

WFC2 For every vector of messages m, S(m) \ C ≈may Sspec(m) \ C

The condition above is an obvious requisite for Sspec: the process S and its spec-
ification Sspec behave in the same way when the public channels are protected
through the restriction (i.e., when no attack is possible).

Let SF ′
denote the protocol S where continuations are replaced by F ′

i (xi) =
outF ∗

i
(xi). These special continuations just send the received messages on the

observable channels outF ∗
i
. In [20] it is proved the following result:
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Theorem 1. Let S be a protocol which guarantees the well-formedness condi-
tions WFC1 and WFC2. Then, S guarantees spi-authentication if and only if
SF ′

guarantees NDC, for all m.

An Example: The Wide Mouthed Frog Protocol. In this section we show
how to use NDC to analyze a simplified version (also studied in [2]) of the
Wide Mouthed Frog Protocol [9], we already discussed in Section 5.5. We still
consider a version of the protocol with no time-stamps, which makes the protocol
sensitive to a replay attack (as already remarked in [1]). Notice that, differently
from Section 5.5, in the first message B is encrypted, as required by the original
protocol.

message 1 A→ S : A, {B, kAB}kAS

message 2 S → B : {A, kAB}kBS

message 3 A→ B : {mA}kAB

We specify two sessions of the protocol as the following CryptoSPA normal
form8:

A(m, k) def= c1 (A, {(B, k)}kAS ) . c3 {m}k

B
def= c2(y) . [〈y, kBS〉 	dec z] [z 	snd s] c3(t) . [〈t, s〉 	dec w] pF w

S
def= c1(u) . [〈u〉 	snd x] [〈x, kAS〉 	dec y] [y 	snd z] c2 {(A, z)}kBS . S

P (m, m′) def= (A(m, kAB) ‖ A(m′, k′
AB) ‖ B ‖ B ‖ S ‖ pF (z).F (z) ‖

‖ pF (z).F (z)) \ pF

where c1, c2 and c3 are the three channels over which messages 1,2 and 3 are
communicated, respectively. Note that we have considered two instances of A
and B in order to observe the replay attack. If we consider only one instance of
A and B no attack is possible here. Note also that A has different messages and
session keys in the two sessions.

Let us see if the protocol guarantees the well-formedness conditions. First, it
is easy to see that P (m,m′) with no enemy, i.e., P (m,m′) \ {c1, c2, c3}, is trace
equivalent to F (m) ‖F (m′). This represents the intended execution of the proto-
col. As a matter of fact the two sessions can be executed in any possible interleav-
ing. It is also easy to prove that Pspec(m,m′) \ {c1, c2, c3} ≈trace F (m) ‖F (m′).
Thus, we finally have P (m,m′)\C ≈trace Pspec(m,m′)\C ≈trace F (m) ‖F (m′).

Since P (m,m′) is well-formed, in order to check spi-authentication on it, we
can verify if PF ′

(m,m′) guarantees NDC -authentication. Note that PF ′
(m,m′)

is obtained from P (m,m′) by replacing F (w) with outF w. Note also that in the
two instances of B the continuation is exactly the same (this allows to model
multiple sessions).
8 This protocol specification is a bit simplified since there are only two users and the

possible sessions are fixed in advance. However, this modelling is sufficient to show
how the attack can be revealed.
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We show that PF ′
(m,m′) does not guarantee such a property. Consider

the enemy X
def= c2(x).c2 x.c2 x.c3(y).c3 y.c3 y. It is easy to see that P ‖C X

is able to execute the trace outF m.outF m that is not a trace for process
outF m ‖ outF m′. Hence, PF ′

(m,m′) ‖C X �≤trace outF m ‖ outF m′ ≈trace

PF ′
(m,m′) \ C and NDC -authentication is not satisfied.
The enemy X intercepts messages 2 and 3 and replays them, inducing B to

commit twice on message m (as shown by trace outF m.outF m). This attack
is quite critical in some situations. As an example, m could be a request of
money transfer that would be executed twice. In order to avoid this attack, it is
possible to modify the protocol (as done in [2]) by adding nonce-based challenge
responses.

6 Some Simple Comparison Results

In this section, we show that having a uniform treatment of security properties
make it easier to study the relationships and the differences among them. First,
we show that NDC may be seen as a sufficient condition for every property
which is based on trace-preorder. This result is interesting since it relates the
non-interference property NDC, originally proposed for modeling information
flow security, to network security properties like, e.g., authentication. The result
holds for what we will call good candidates for a pair of functions γ, α, i.e.,
processes P such that γ(P ) \ C ≤trace α(P ). This condition is quite reasonable
since we certainly want that at least the (decorated) protocol under no attacks,
i.e., γ(P ) \ C, “satisfies” α(P ).

Proposition 13. Let γ be a decoration function, let α be a function between
processes and let P be a good candidate for γ, α, i.e., γ(P ) \ C ≤trace α(P ).
Then, γ(P ) is NDC implies that P is GNDCγ,α

≤trace
.

Proof. The fact that γ(P ) is NDC can be equivalentely expressed by the fact that
P is GNDC

IdC ,γ(P )\C
≈trace

. Then, for every X ∈ Eφ
C we have IdC(γ(P )) ‖C X ≤trace

γ(P )\C, i.e., γ(P ) ‖C X ≤trace γ(P )\C. By the hypothesis that P is a good
candidate, i.e., γ(P )\C ≤trace α(P ), we obtain γ(P ) ‖C X ≤trace γ(P )\C ≤trace

α(P ) and so P is GNDCγ,α
≤trace

.

Note that if a pair γ, α does not have good candidates then it represents an
empty property (no process satisfies it).

The result above shows that NDC, required on a process γ(P ), is stronger
than any GNDCγ,α

≤trace
property, for all the good candidates P . For example,

γAgree(P ) ∈ NDC implies GNDC
γAgree,αAgree

≤trace
and γauth(P ) ∈ NDC implies

GNDC
γauth,α

authT
R

≤trace
, for their respective good candidates. This is quite intuitive

since NDC basically requires that the protocol behaviour is completely preserved
even under attack. So if γ(P ) satisfies a certain property under no attacks (i.e.,
it is a good candidate), the fact that γ(P ) is NDC will preserve such a property
under every possible attack.
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Example 11. Consider once more the protocol first presented in Example 1 writ-
ten in the form required by the agreement property (Example 8).

P = C(A, B, Ks) ‖V z(B, A)
C(a, b, k) = c {k, a}K .0
V z(b, a) = c(y).[〈y, K〉 �dec w][w �fst z].0

Recall that

γAgree(P ) = running ini (A, B, Ks).c {Ks, A}K .0
‖ c(y).[〈y, K〉 �dec w][w �fst z].commit res (B, A, z)

It is trivial to prove that P is a good candidate for γAgree, αAgree, i.e., γAgree(P )\
C ≤trace αAgree(P ). As a matter of fact the only trace of γAgree(P ) \ C is
running ini (A, B, Ks), commit res (B, A, Ks). Thus, we can use NDC to check
the agreement property, i.e., if we prove that γ(P ) is NDC then, by Proposi-
tion 13, we also have that P ∈ GNDC

γAgree,αAgree

≤trace
.

It can be checked (e.g., using the tools described in [15]) that γAgree(P ) is
NDC whenever K �∈ φI . However, as noticed in Section 1.3, this protocol is
flawed when more then one session is considered. As a consequence we have that
γAgree(P ‖P ) cannot be NDC (otherwise we would get a contradiction). As done
in Example 8 we consider an enemy X = c(w).c (w).c (w). It is easy to see that
trace running ini (A, B, Ks).commit res (B, A, Ks). commit res (B, A, Ks) is
in the set Tr(γAgree(P ‖P ) ‖C X) but not in Tr(γAgree(P ‖P )\C), as the second
commit is not matched by any running action. So, as expected, γAgree(P ‖P ) is
not NDC.

In general, we observe that if � ⊆ �′ then GNDCγ,α
� ⊆ GNDCγ,α

�′ , furthermore
if for all P ∈ E we have α(P ) � α′(P ) and γ′(P ) � γ(P ) 9 then GNDCγ,α

� ⊆
GNDCγ′,α′

� .
As an example, we study the natural extension of secrecy to two messages.

Consider a protocol P (m1, m2) and let us define two different γ decoration func-
tions: γ1 requiring the secrecy of m1 and γ2 requiring the secrecy of both the
messages:

γ1
secret(P (m1, m2)) = P (m1, m2) ‖KN(m1)

γ2
secret(P (m1, m2)) = P (m1, m2) ‖KN(m1) ‖KN(m2)

It is trivial to see that, for all P (m1, m2) we have γ1
secret(P (m1, m2)) ≤trace

γ2
secret(P (m1, m2)). Thus we obtain GNDC

γ2
secret,αsecret

≤trace
⊆ GNDC

γ1
secret,αsecret

≤trace
,

reflecting the intuition that requiring the secrecy of both the messages is stronger
than requiring the secrecy of the first one only.

We give another simple example, by considering message-oriented authentica-
tion. It is easy to prove that αauthT

R
(P ) ≤trace αauthT ′

R′
(P ) whenever T ≥ T ′ and

9 Notice that α and γ are counter-variant here.
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R ≤ R′. As a consequence GNDC
γauth,α

authT
R

≤trace
⊆ GNDC

γauth,α
authT ′

R′
≤trace

, reflecting
the intuition that actions in T are executable only after at least one action in R
has been executed. If we increment the set R, the number of processes satisfying
message-oriented authentication increases. The same happens when we decrease
set T , because the actions that are no more in T become direcly executable.

We end this section by showing how to apply the theory developed so far
in order to check multiple properties with just one NDC check. We have ob-
served that enlarging the decoration γ makes the resulting property stronger,
i.e., if, for all P , γ′(P ) � γ(P ) then GNDCγ,α

� ⊆ GNDCγ′,α
� . Thus, given

two different properties characterized by the pairs (γ1, α1) and (γ2, α2), we can
try to find a larger γ3 that contains both the two decorations, i.e., such that
γ1(P )� γ3(P ) and γ2(P )� γ3(P ), for all P . Intuitively, this corresponds to con-
sidering the sum of the two decorations. By Proposition 13 we directly obtain
that if γ3(P ) \ C ≤trace α1(P ) and γ3(P ) \ C ≤trace α2(P ) then γ3(P ) is NDC
implies that P is GNDCγ1,α1

≤trace
and GNDCγ2,α2

≤trace
. Thus, NDC may be used to

simultaneously check both the two properties. Notice that, in general, the two
conditions γ3(P ) \ C ≤trace α1(P ) and γ3(P ) \ C ≤trace α2(P ) are not restric-
tive, as α1(P ) and α2(P ) impose restrictions only on the actions added by their
respective decorations. Thus, e.g., γ1(P )\C ≤trace α1(P ) should imply that also
γ3(P ) \ C ≤trace α1(P ).

Example 12. Consider once more the protocol P discussed in Example 11 and
let us write it as P (Ks), i.e., parametric with respect to the session key.

P (Ks) = C(A, B, Ks) ‖V z(B, A)
C(a, b, k) = c {k, a}K .0
V z(b, a) = c(y).[〈y, K〉 �dec w][w �fst z].0

Recall that

γAgree(P (Ks)) = running ini (A, B, Ks).c {Ks, A}K .0
‖ c(y).[〈y, K〉 �dec w][w �fst z].commit res (B, A, z)

Suppose that we also want to check whether or not the secrecy of the session
key is guaranteed. Recall that

γsecret(P (Ks)) = P (Ks) ‖KN(Ks)

Now if we simply consider the new decoration function

γA&S(P (Ks)) = γAgree(P (Ks)) ‖KN(Ks)

we obtain that γAgree(P (Ks)) ≤trace γA&S(P (Ks)) and γsecret(P (Ks)) ≤trace

γA&S(P (Ks)). Intuitively, γA&S(P (Ks)) is the sum of the two decorations. Now,
it is trivial to prove that P (Ks) is still a good candidate for γA&S , αAgree, i.e.,
γA&S(P )\C ≤trace αAgree(P ). As a matter of fact the only trace of γA&S(P )\C
is running ini (A, B, Ks), commit res (B, A, Ks). For the same reason, it is also
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trivial to see that P (Ks) is a good candidate for γA&S , αsecret. Thus, we can use
NDC to simultaneously check agreement and secrecy. It can be checked (e.g.,
using the tools described in [15]) that γA&S(P (Ks)) is NDC whenever K �∈ φI .
Thus, for a single session, P (Ks) guarantees both agreement and the secrecy
of the session key. We have seen that for multiple sessions agreement is not
guaranteed. As a matter of fact, trying to check NDC on γA&S(P (Ks) ‖P (K ′

s))
fails because of the attack on authentication discussed in Example 11.

7 Conclusion

In this paper we have proposed a general scheme, called GNDC, that allows us
to specify different security properties in a uniform setting. Rephrasing different
properties in our uniform scheme is interesting from different perspectives: (i)
it allows to better understand and compare the properties of interest, (ii) it
allows to reuse general results and proof techniques, (iii) it allows to check all
the rephrased properties as just one NDC check, (iv) since NDC is supported
by the automated tools CVS/CoSeC [15], the GNDC scheme allows us to apply
such tools to all the rephrased properties.

This analysis technique has been applied to many case studies, sometimes
finding new failures or variant of known failures [14].

There are many extensions to the model presented in this paper that have
already been developed. Extensions with time [21] allow us to detect attacks
due to timing covert-channels and to analyze real-time cryptographic protocols
[29]. Extensions with probabilities [3,4] allow us to refine process specification
in order to detect flaws that are related to event probabilities. The extension
of probabilistic models to deal with cryptographic protocols is currently under
development. We are planning to compare our approach with other ones, based
on different process calculi. Some preliminary results in this direction can be
found in [30]. An alternative approach based on logical specification of the cor-
rect behavior and on partial model checking techniques has been proposed in
[35,36,37].

References

1. M. Abadi and A. D. Gordon. Reasoning about cryptographic protocols in the spi
calculus. In Proceedings of CONCUR’97, pages 59–73. Lecture Notes in Computer
Science 1243, 1997.

2. M. Abadi and A. D. Gordon. A calculus for cryptographic protocols: The spi
calculus. Information and Computation, 148(1):1–70, 1999.

3. A. Aldini, M. Bravetti, R. Gorrieri. A Process-algebraic Approach for the Analysis
of Probabilistic Non-interference. To appear on Journal of Computer Security,
2003.

4. A. Aldini. Probabilistic Information Flow in a Process Algebra. In 12th Int. Con-
ference on Concurrency Theory (CONCUR’01), Springer LNCS 2154:152-168, Aal-
borg, Denmark, August 2001.



Classification of Security Properties 183

5. C. Bodei, P. Degano, R. Focardi, and C. Priami. Authentication via localized
names. In Proceedings of CSFW’99, pages 98–110. IEEE press, 1999.

6. D. E. Bell, L. J. La Padula. Secure Computer Systems: Unified Exposition and
Multics Interpretation. ESD-TR-75-306, MITRE MTR-2997, 1976.

7. M. Bugliesi, A. Ceccato, S. Rossi. Non-Interference Proof Techniques for the Anal-
ysis of Cryptographic Protocols. In Proceedings of 2003 IFIP WG 1.7, ACM SIG-
PLAN and GI FoMSESS Workshop on Issues in the Theory of Security (WITS’03),
April 5 - 6, 2003, Warsaw, Poland.

8. M. Bugliesi, A. Ceccato, and S. Rossi. Context-Sensitive Equivalences for Non-
Interference based Protocol Analysis. In Proc. of the 14th International Symposium
on Fundamentals of Computation Theory, FCT 2003, LNCS 2751, pag. 364-375,
Springer-Verlag, 2003.

9. M. Burrows, M. Abadi, and R. Needham. A logic of authentication. Proceedings
of the Royal Society of London, 426:233–271, 1989.

10. J. Clark and J. Jacob. A Survey of Authentication Protocol Literature: Version
1.0. http://www.cs.york.ac.uk/∼jac/papers/drareview.ps.gz, November 1997.

11. R. De Nicola and M. Hennessy. Testing equivalences for processes. Theoretical
Computer Science, 34:83–133, 1984.

12. D. Dolev, A.C. Yao. On the Security of Public Key Protocols. IEEE Transactions
on Information Theory, 29(2), 1983.

13. A. Durante, R. Focardi, and R. Gorrieri. CVS: A compiler for the analysis of
cryptographic protocols. In Proceedings of CSFW’99, pages 203–212. IEEE press,
1999.

14. A. Durante, R. Focardi, and R. Gorrieri. CVS at Work: A Report on new Failures
upon some Cryptographic Protocols. In Procs. International Workshop Mathemat-
ical Methods, Models and Architectures for Computer Networks Security, LNCS
2052, 287-299, Springer, St. Petersburg, Russia, 2001.

15. A. Durante, R. Focardi, and R. Gorrieri. A compiler for analysing cryptographic
protocols using non-interference. ACM Transactions on Software Engineering and
Methodology (TOSEM), 9(4):488–528, October 2000.

16. R. Focardi, A. Ghelli, and R. Gorrieri. Using non interference for the analysis of
security protocols. In Proceedings of DIMACS Workshop on Design and Formal
Verification of Security Protocols, 1997.

17. R. Focardi and R. Gorrieri. A classification of security properties for process
algebras. Journal of Computer Security, 3(1):5–33, 1994/1995.

18. R. Focardi and R. Gorrieri. The compositional security checker: A tool for the
verification of information flow security properties. IEEE Transactions on Software
Engineering, 23(9):550–571, 1997.

19. R. Focardi, R. Gorrieri. Classification of Security Properties. Part I: Information
Flow. in Foundations of Security Analysis and Design (R.Focardi, R.Gorrieri eds),
LNCS 2171, 331-396, Springer, 2001.

20. R. Focardi, R. Gorrieri, and F. Martinelli. A Comparison of Three Authentication
Properties. Theoretical Computer Science, Volume 291(3), Pages 285-327, January
2003, Elsevier Science.

21. R. Focardi, R. Gorrieri and F. Martinelli. Real-Time Information Flow Analysis.
IEEE Journal on Selected Areas in Communications. January 2003, Volume 21,
Number 1. IEEE press.

22. R. Focardi, R. Gorrieri, and F. Martinelli. Message authentication through non-
interference. In Proceedings of 8th International Conference in Algebraic Method-
ology and Software Technology (AMAST 2000), pages 258–272. Springer Lecture
Notes in Computer Science 1816, 2000.



184 Riccardo Focardi, Roberto Gorrieri, and Fabio Martinelli

23. R. Focardi, R. Gorrieri, and F. Martinelli. Non interference for the analysis of cryp-
tographic protocols. In proceedings of 27th International Colloquium on Automata,
Languages and Programming (ICALP’00), (U. Montanari, ed.), pages 354–372.
Lecture Notes in Computer Science 1853, July 2000.

24. R. Focardi, R. Gorrieri, and F. Martinelli. Secrecy in security protocols as non-
interference. Workshop on secure architectures and information flow, ENTCS 32,
2000.

25. R. Focardi and F. Martinelli. A uniform approach for the definition of security
properties. In Proceedings of World Congress on Formal Methods (FM’99), pages
794–813. Springer, Lecture Notes in Computer Science 1708, 1999.

26. J. A. Goguen and J. Meseguer. Security policy and security models. In Proceedings
of the 1982 Symposium on Security and Privacy, pages 11–20. IEEE Press, 1982.

27. D. Gollman. What do we mean by entity authentication? In Proceedings of Sym-
posium in Research in Security and Privacy, pages 46–54. IEEE Press, 1996.

28. D. Gollman. On the verification of cryptographic protocols - a tale of two com-
mittees. In Workshop on secure architectures and information flow, volume 32 of
ENTCS, 2000.

29. R. Gorrieri, E. Locatelli, F. Martinelli. A Simple Language for Real-Time Cryp-
tographic Protocol Analysis. In Proceedings of 12th European Symposium on Pro-
gramming, (ESOP 2003), Springer LNCS 2618, pages 114-128, April 2003.

30. R. Gorrieri, F. Martinelli. Process Algebraic Frameworks for the Specification and
Analysis of Cryptographic Protocols. In procs. 28th International Symposium on
Mathematical Foundations of Computer Science (MFCS03), LNCS 2747, 46-67,
Springer, Bratislava (SK), August 2003.

31. C.A.R. Hoare. Communicating Sequential Processes. Prentice-Hall, 1985.
32. G. Lowe. Breaking and fixing the Needham-Schroeder public-key protocol using

FDR. In Proceedings of TACAS’96, pages 146–166. Lecture Notes in Computer
Science 1055, 1996.

33. G. Lowe. A hierarchy of authentication specification. In Proceedings of the 10th
Computer Security Foundation Workshop, pages 31–43. IEEE press, 1997.

34. W. Marrero, E. Clarke, and S. Jha. A model checker for authentication protocols. In
Proceedings of DIMACS Workshop on Design and Formal Verification of Security
Protocols. Rutgers University, Sep. 1997.

35. F. Martinelli. Analysis of security protocols as open systems. Theoretical Computer
Science 290(1): 1057-1106 (2003)

36. F. Martinelli. Languages for description and analysis of authentication protocols.
In Proceedings of ICTCS’98, pages 304–315. World Scientific, 1998.

37. F. Martinelli. Partial model checking and theorem proving for ensuring security
properties. In Proceedings of CSFW’98, pages 44–52. IEEE press, 1998.

38. R. Milner. Communication and Concurrency. Prentice-Hall, 1989.
39. P. Y. A. Ryan and S. Schneider. Process algebra and non-interference. In Proceed-

ings of CSFW’99, pages 214–227. IEEE press, 1999.
40. D. Sangiorgi. Expressing Mobility in Process Algebra: First-Order and Higher-

Order Paradigms. PhD thesis, University of Edinburgh, 1992.
41. S. Schneider. Formal analysis of a non-repudiation protocol. In Proceedings of

CSFW’98, pages 54–65. IEEE Press, 1998.
42. S. Schneider. Verifying authentication protocols in CSP. IEEE Transactions on

Software Engineering, 24(9), September 1998.
43. P. Ryan, S. Schneider, M. Goldsmith, G. Lowe, and B. Roscoe. The Modelling and

Analysis of Security Protocols: the CSP Approach. Addison-Wesley, 2001.



Classification of Security Properties 185

44. J. T. Wittbold and D. M. Johnson. Information flow in nondeterministic systems.
In Proceedings of the 1990 IEEE Symposium on Research in Security and Privacy,
pages 144–161. IEEE Computer Society Press, 1990.

45. T. Y. C. Woo and S. S. Lam. A semantic model for authentication protocols.
In Proceedings of the 1993 IEEE Computer Society Symposium on Security and
Privacy (SSP ’93), pages 178–195. IEEE Press, May 1993.

46. J. Zhou and D. Gollmann. A fair non-repudiation protocol. In Proc. of Symposium
in Research in Security and Privacy, pages 55–61. IEEE Press, 1996.

47. J. Zhou and D. Gollmann. Towards verification of non-repudiation protocols. In
International Refinement Workshop and Formal Methods Pacific, 1998.



Cryptographic Algorithms
for Multimedia Traffic

Rosario Gennaro

I.B.M. T.J.Watson Research Center
P.O.Box 704, Yorktown Heights, NY 10598, USA

rosario@watson.ibm.com

Abstract. We survey several cryptographic algorithms that provide au-
thentication and confidentiality for multimedia traffic over the Internet.
We focus in particular on the problem of authenticating streams of data
and on the problem of secure multicast, where streamed information is
sent to a dynamic group of users.

1 Introduction

This paper describes various cryptographic algorithms for security of multimedia
traffic over the Internet. There are several issues that are specific to multimedia
data. Usually the data takes the form of streams rather than single message units.
Also the data is usually delivered to large groups of users that might dynamically
change. Efficiency and scalability are of utmost importance. These issues prevent
a straightforward application of basic cryptographic tools for authentication and
confidentiality and often require ad hoc solutions.

Streams Defined. A stream is a potentially very long (infinite) sequence of
bits that a sender sends to a receiver. The stream is usually sent at a rate which
is negotiated between the sender and the receiver or there may be a demand-
response protocol in which the receiver repeatedly sends requests for additional
(finite) amount of data. The main feature of streams which distinguish them
from messages is that the receiver must consume the data it receives at more
or less the input rate, i.e., it can’t buffer large amounts of unconsumed data. In
fact in many applications the receiver stores relatively very small amounts of the
stream. In some cases the sender itself may not store the entire sequence, i.e.,
it may not store the information it has already sent out and it may not know
anything about the stream much beyond of what it has sent out.

There are many examples of digital streams. Common examples include dig-
itized video and audio which is now routinely transported over the Internet and
also to television viewers via various means, e.g., via direct broadcast satellites
and very shortly via cable, wireless cable, telephone lines etc. This includes both
pre-recorded and stored audio/video programming as well as live feeds. Apart
from audio/video, there are also data feeds (e.g., news feeds, stock market quotes
etc.) which are best modeled as a stream.
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Multicast Security. In multicast communication, messages are exchanged
between members of a potentially dynamic group. In most applications these
messages are usually streams. The basic secrecy problem is that messages should
be visible only to legitimate members of the group (e.g. paying subscribers).
Messages should also be authenticated so that receivers can make sure that
they have not been tampered with. A more complex problem is that of source
authentication which should allow the receivers to identify the sender of the
message among the members of the group.

2 Cryptographic Preliminaries

In this section we recall some cryptographic concepts and terminology which will
be useful later. For a good survey of basic cryptographic algorithms the reader
is referred to [18]. In the following we denote with n the security parameter. We
say that a function ε(n) is negligible if for all c, there exists an n0 such that, for
all n > n0, ε(n) < 1/nc.

Collision-Resistant Hash Functions. Let H be a family of functions that
map arbitrarily long binary strings into binary strings of a fixed length k. We
say that H is a collision-resistant family of hash functions if any polynomial
time algorithm who is given as input a description of a random element H ∈ H,
finds a collision, i.e., a pair (x, y) such that x �= y and H(x) = H(y), only with
negligible probability ε(k).

SHA-1 [15] is a conjectured collision-resistant hash functions, i.e., it can be
thought as a random representative of a family H with the above property.

Signature Schemes. A signature scheme is a triplet (G, S, V ) of probabilistic
polynomial-time algorithms satisfying the following properties:

– G is the key generation algorithm. On input 1n it outputs a pair (SK, PK) ∈
{0, 1}2n. SK is called the secret (signing) key and PK is called the public
(verification) key.

– S is the signing algorithm. On input a message M and the secret key SK,
it outputs a signature σ.

– V is the verification algorithm. For every (PK, SK) = G(1n) and σ =
S(SK, M), it holds that V (PK, σ, M) = 1.

In [10] security for signature schemes is defined in several variants. The strongest
variant is called “existential unforgeability against adaptively chosen message
attack”. That is, we require that no efficient algorithm will be able to produce
a valid signed message, even after seeing several signed messages of its choice.

One-Time Signatures. A special kind of signature schemes satisfy the [10]
definition of security only if we allow the adversary to see a limited number of
signed messages. In particular there exists signature schemes that are secure only
if used to sign a single message. The main advantage of this type of schemes is
that they are usually much faster to execute than regular signature schemes.
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Message Authentication Codes. A message authentication code (MAC) is
a pair (Auth, V er) of probabilistic polynomial-time algorithms satisfying the
following properties:

– Auth is the authenticating algorithm. On input a message M and the secret
key K ∈ {0, 1}n, it outputs a tag τ .

– V er is the verification algorithm. For every K ∈ {0, 1}n and τ =Auth(K, M),
it holds that V er(K, τ, M) = 1.

Security for MACs can be defined analogously to signature schemes. That is, we
require that no efficient algorithm will be able to produce a valid authenticated
message, even after seeing several signed messages of its choice, without knowing
the key K which is selected at random from {0, 1}n.

The main difference between MACs and Signature Schemes is that the latter
provide non-repudiation, i.e. the receiver can prove to a third party that the
message originated with the sender (the owner of the secret key). This is not
possible for MACs since both sender and receiver share the secret key. MACs
are usually much more efficient algorithms than digital signatures.

Public-Key Encryption. A public key encryption scheme is a triplet (G, E, D)
of probabilistic polynomial-time algorithms satisfying the following properties:

– G is the key generation algorithm. On input 1n it outputs a pair (SK, PK) ∈
{0, 1}2n. SK is called the secret (decryption) key and PK is called the public
(encryption) key.

– E is the encryption algorithm. On input a message M and the public key
PK, it outputs a ciphertext c.

– D is the decryption algorithm. For every (PK, SK) = G(1n) and c =
E(PK, M), it holds that D(SK, c) = M .

There are several levels of security for encryption schemes, depending if the
attacker is active or passive. For the purpose of this paper we will stick to
the lowest level of security: indistinguishability. The requirement is that the
ciphertext space of a message M should be computationally indistinguishable
from the ciphertext space of a different message M ′. Basically it requires a
randomized encryption algorithm so that given a ciphertext c and a candidate
message M , the attacker cannot verify if c is an encryption of M or not.

Private-Key Encryption. A private-key encryption scheme is a pair (Enc,
Dec) of probabilistic polynomial-time algorithms satisfying the following prop-
erties:

– Enc is the encryption algorithm. On input a message M and the secret key
K ∈ {0, 1}n, it outputs a ciphertext c.

– Dec is the decryption algorithm. For every K ∈ {0, 1}n and c = Enc(K, M),
it holds that Dec(K, c) = M .

Security for private-key encryption schemes can be defined analogously to public-
key schemes. Private-key encryption schemes are more efficient in practice, but
they require sender and receiver to agree on a secret key in advance.
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Commitment Schemes. Commitment schemes simulate the role of envelopes.
A commitment scheme is a protocol between a Sender and a Receiver. In a first
phase, the Sender who commits to a message m, and the Receiver engage in an
exchange of messages, at the end of which the Receiver has no idea what m is.
This first phase is followed by a revealing phase in which the Sender opens the
commitment to produce a decommitment string d, which includes the message
m and a sort of “proof” that m is the correct value. There should be a unique
way in which a Sender can open a commitment (i.e. the first phase committed
the Sender to m).

We limit ourselves to non-interactive commitment schemes, i.e. those in which
commitment and reveal phase consist of a single message from the Sender to
the Receiver. Thus a commitment scheme consists of a pair of probabilistic
polynomial-time algorithms Comm, Decomm such that:
(1) Decomm(Comm(m)) = m;
(2) the random variable Comm(m) should be computationally indistinguishable
Comm(m′) for a different message m′;
(3) it is computationally infeasible to generate a commitment string c and two
valid decommit strings d �= d′ such that d and d′ include respectively different
messages m �= m′.

3 How to Authenticate or Sign Digital Streams

If we go back to the definition of streams, it becomes clear that message-oriented
signature schemes cannot be directly used to sign streams since the receiver
cannot be expected to receive the entire stream before verifying the signature. If
a stream is infinitely long (e.g., the 24-hours news channel), then it is impossible
for the receiver to receive the entire stream and even if a stream is finite but
long the receiver would have to violate the constraint that the stream needs to
be consumed at roughly the input rate and without delay.

3.1 Simple Authentication of Streams

Notice that if the receiver were only interested in establishing the identity of the
sender, a solution based on MACs would suffice. Indeed, once the sender and
receiver share a secret key, the stream could be authenticated block by block
using a MAC computation on it. Since MACs are usually faster than signatures
to compute and verify, this solution would fit the bill in terms of efficiency as
well.

However, a MAC-based approach would not enjoy the non-repudiation prop-
erty. In this section we are going to describe a scheme which achieves non-
repudiation. In order for this property to be meaningful in the context of streams
we need to require that each prefix of the stream to be non-repudiable. That is,
if the stream is B = B1, B2, . . . where each Bi is a block, we require that each
prefix Bi = B1 . . . Bi be non-repudiable. This rules out a solution in which the
sender just attaches a MAC to each block and then signs the whole stream at
the end.
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This is to prevent the sender from interrupting the transmission of the stream
before the non-repudiability property is achieved. Also it is a guarantee for the
receiver. Consider indeed the following scenario: the receiver notices that the
stream she is downloading is producing damages to her machine (streams can also
model Java applets). She interrupts the transfer in order to limit the damage, but
at the same time she still wants some proof to bring to court that the substream
downloaded so far did indeed come from the sender.

In general non-repudiation is crucial when the stream is being sold as an
electronic merchandise. With the advent of music and video distribution over the
internet, it is clear that such transactions must be protected with mechanisms
that allow the resolution of disputes through non-repudiation.

Later on we will also see that in the context of secure multicast a solution
based on digital signatures could be preferable to one based on MACs. Indeed
in that scenario (even if non-repudiation is not required) to simply sign the
content may end up being the simplest and most efficient solution, since it avoids
problems of key management among a large number of users.

3.2 Non-optimal Solutions for Signing of Streams

We first describe some solutions which are lacking optimality in various ways.
One type of solution splits the stream in blocks. The sender signs each indi-

vidual block and the receiver loads an entire block and verifies its signature before
consuming it. This solution also works if the stream is infinite. However, this so-
lution forces the sender to generate a signature for each block of the stream and
the receiver to verify a signature for each block. With today’s signature schemes
either one or both of these operations can be very expensive computationally.
Which in turns means that the operations of signing and verifying can create a
bottleneck to the transmission rate of the stream.

Another type of solution works only for finite streams which are known in
advance. In this case, once again the stream is split into blocks. Instead of signing
each block, the sender creates a table listing cryptographic hashes of each of the
blocks and signs this table. When the receiver asks for the authenticated stream,
the sender first sends the signed table followed by the stream. The receiver first
receives and stores this table and verifies the signature on it. If the signature
matches, then the receiver has the authenticated cryptographic hash of each of
blocks in the stream and thus each block can be verified when it arrives. The
problem with this solution is that it requires the storage and maintenance of a
potentially very large table on the receiver’s end. In many realistic scenarios the
receiver buffer is very limited compared to the size of the stream, (e.g., in MPEG
a typical movie may be 20 GBytes whereas the receiver buffer is only required
to be around 250Kbytes). Therefore the hash table can itself become fairly large
(e.g., 50000 entries in this case or 800Kbytes for the MD5 hash function) and
it may not be possible to store the hash table itself. Also, the hash table itself
needs to be transmitted first and if it is too large then there will be a significant
delay before the first piece of the stream is received and consumed. To address
the problem of large tables one can also come up with a hybrid scheme in which
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the stream is split in consecutive pieces and each piece is preceded by a small
signed table of contents.

The above solution can be further modified by using an authentication tree:
the blocks are placed as the leaves of a binary tree and each internal node takes as
a value the hash of its children (see [13].) This way the sender needs to sign and
send only the root of this tree. However, in order to authenticate each following
block the sender has to send the whole authentication path (i.e., the nodes on the
path from the root to the block, plus their siblings) to the receiver. This means
that if the stream has k blocks, the authentication information associated with
each block will be O(log k).

The solution described next eliminates all these shortcomings. The basic idea
works for both infinite and finite streams, only one expensive digital signature is
ever computed, there are no big tables to store, and the size of the authentication
information associated with each block does not depend on the size of the stream.

3.3 An Optimal Solution to Sign Streams

In order to describe this optimal solution we make some reasonable/practical
assumptions about the nature of the streams being authenticated. First of all we
assume that it is possible for the sender to embed authentication information
in the stream. This is usually the case in most real-world situations like MPEG
video/audio. We also assume that the receiver has a “small” buffer in which
it can first authenticate the received bits before consuming them. Finally we
assume that the receiver has processing power or hardware that can compute a
small number of fast cryptographic checksums faster than the incoming stream
rate while still being able to play the stream in real-time.

The basic idea is to divide the stream into blocks and embed some authenti-
cation information in the stream itself. The authentication information of the ith

block will be used to authenticate the (i + 1)st block. This way the signer needs
to sign just the first block and then the properties of this single signature will
“propagate” to the rest of the stream through the authentication information.
Of course the key problem is to perform the authentication of the internal blocks
fast. We distinguish two cases: if the stream is finite or infinite.

Finite Streams. In the first scenario the stream is finite and is known in
its entirety to the signer in advance. This is not a very limiting requirement
since it covers most of the Internet applications (digital movies, digital sounds,
applets). In this case we will show that a single hash computation will suffice
to authenticate the internal blocks. The idea is to embed in the current block
a hash of the following block (which in turns includes the hash of the following
one and so on...)

Assume for simplicity that the stream is such that it is possible to reserve
20 bytes of extra authentication information in a block of size c. The stream is
logically divided into blocks of size c. The receiver has a buffer of size c. The
receiver first receives the signature on the 20 byte hash (e.g., SHA-1) of the first
block. After verification of the signature the receiver knows what the hash of
the first block should be and then starts receiving the full stream and starts
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computing its hash block by block. When the receiver receives the first block,
it checks its hash against what the signature was verified upon. If it matches,
it plays the block otherwise it rejects it and stops playing the stream. How are
other blocks authenticated? The key point is that the first block contains the
20 byte hash of the second block, the second block contains the 20 byte hash of
the third block and so on... Thus, after the first signature check, there are just
hashes to be checked for every subsequent block.

In more detail, let (G, S, V ) be a regular signature scheme. The sender has a
pair of secret-public key (SK, PK) = G(1n) of such signature scheme. Also let
H be a collision-resistant cryptographic hash function. If the original stream is

B = B1, B2, . . . , Bk

and the resulting signed stream is

B′ = B′
0, B

′
1, B

′
2, . . . , B

′
k

the processing is done backwards on the original stream as follows:

B′
k =< Bk, 00 . . . 0 >

B′
i =< Bi, H(B′

i+1) > for i = 1, . . . , k − 1

B′
0 =< H(B′

1, k), S(SK, H(B′
1, k)) >

Notice that on the sender side, computing the signature and embedding the
hashes requires a single backwards pass on the stream, hence the restriction that
the stream is fully known in advance. Notice also that the first block B′

0 of the
signed stream contains an encoding of the length of the stream (k).

The receiver verifies the signed stream as follows: on receiving B′
0 =< B, A0 >

she checks that
V (PK, A0, B) = 1

and extracts the length k in blocks of the stream (which we may assume is
encoded in the first block). Then on receiving B′

i =< Bi, Ai > (for 1 ≤ i ≤ k)
the receiver accepts Bi if

H(B′
i) = Ai−1

Thus the receiver has to compute a single public-key operation at the beginning,
and then only one hash evaluation per block. Notice that no big table is needed
in memory.

Infinite Streams. The second case is for (potentially infinite) streams which
are not known in advance to the signer (for example live feeds, like sports event
broadcasting and chat rooms). In this scenario it is important that the operation
of signing (and not just verification) also be fast, since the sender himself is bound
to produce an authenticated stream at a potentially high rate.

The solution in this case is more complicated as it requires several hash
computations to authenticate a block (although depending on the embedding
mechanism these hash computations can be amortized over the length of the
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block). The size of the embedded authentication information is also an issue in
this case. The idea here is to use fast 1-time signature schemes (introduced in
[11,12]) to authenticate the internal blocks. So block i will contain a 1-time public
key and also the 1-time signature of itself with respect to the key contained in
block i− 1. This signature authenticates not only the stream block but also the
1-time key attached to it.

More in detail: let us denote with (G, S, V ) a regular signature scheme and
with (g, s, v) a 1-time signature scheme. With H we still denote a collision-
resistant hash function. The sender has long-lived keys (SK, PK) = G(1n). Let

B = B1, B2, . . .

be the original stream (notice that in this case we are not assuming the stream
to be finite) and

B′ = B′
0, B

′
1, B

′
2, . . .

the signed stream constructed as follows. For each i ≥ 1 let us denote with
(ski, pki) = g(1n) the output of an independent run of algorithm g. Then

B′
0 =< pk0, S(SK, pk0) >

(public keys of 1-time signature schemes are usually short so they need not to
be hashed before signing)

B′
i =< Bi, pki, s(ski−1, H(Bi, pki)) > for i ≥ 1

Notice that apart from a regular signature on the first block, all the follow-
ing signatures are 1-time ones, thus much faster to compute (including the key
generation, which does not have to be done on the fly.)

The receiver verifies the signed stream as follows. On receiving B′
0 =<

pk0, A0 > she checks that

V (PK, A0, pk0) = 1

and then on receiving B′
i =< Bi, pki+1, Ai > she checks that

v(pki−1, Ai, H(Bi, pki)) = 1

whenever one of these checks fails, the receiver stops playing the stream. Thus
the receiver has to compute a single public-key operation at the beginning, and
then only one 1-time signature verification per block.

Hybrid Schemes. In the on-line scheme, the length of the embedded authen-
tication information is of concern as it could cut into the throughput of the
stream. In order to reduce it, hybrid schemes can be considered. In this case we
assume that some asynchrony between the sender and receiver is acceptable.

Suppose the sender can process a group (say 20) of stream blocks at a time
before sending them. With a pipelined process this would only add an initial
delay before the stream gets transmitted. The sender will sign with a one-time
key only 1 block out of 20. The 20 blocks in between these two signed blocks will
be authenticated using the off-line scheme. This way the long 1-time signatures
and the verification time can be amortized over the 20 blocks.
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A useful feature of various proposed 1-time signature scheme is that it allows
the verification of (the hash of) a message bit by bit. This allows to actually
“spread out” the signature bits and the verification time among the 20 blocks.
Indeed, if we assume that the receiver is allowed to play at most 20 blocks of
unauthenticated information before stopping if tampering is detected we can do
the following. We can distribute the signature bits among the 20 blocks and
verify the hash of the first block bit by bit as the signature bits arrive. This
maintains the stream rate stable since we do not have long signatures sent in
a single block and verification now takes 3-4 hash computations per block, on
every block.

The biggest drawback of the schemes we presented is that they are not very
resilient to the problem of packet losses. Indeed if a block is missing then the au-
thentication chain is broken and the rest of the scheme cannot be authenticated.
An hybrid scheme helps in this case as well since the chain can be restarted when
the next signed packet arrives.

3.4 Bibliographical Note

The scheme for stream signing described above was presented in [9]. The paper
contains full proofs of security by reduction: i.e. it is shown that an attacker that
is able to forge a signed stream in the schemes above must necessarily be able to
either break the underlying signature schemes (either the long-lived or the one-
time scheme in the on-line solution) or the collision-resistant hash function. The
paper also discusses issues related to the choices of parameters and algorithms.
In particular the choice of one-time signatures in the on-line case is important
since the size of the signatures and keys could become problematic.

A different kind of efficient signature schemes, valid for a small number of
messages, rather than just one is discussed in [17]. The paper also discusses their
application to stream signing.

Some techniques to deal with the issue of packet loss are described in the
original paper [9]. A modification of the basic scheme which is highly tolerant
to packet loss is presented in [16].

4 Authentication in Secure Multicast

In Multicast Communication there is a dynamic group of users who exchange
messages. These are usually in the form of streams (video, audio, stock quotes,
teleconferencing etc.) There are two basic authentication problems in secure
multicast: message and source authentication.

Message Authentication: Here the problem is to make sure that the message
was not tampered with during transit. This problem is easily solvable by using
MAC algorithms. The users in the group all share a key which is used to compute
and verify MACs. When a message is received and verified, the users know that
it was sent by a member of the group and it was not modified.
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Source Authentication: Here the problem is to identify who sent the message
inside the group. Here basic MACs do not work anymore since the receiver can
also impersonate the user. Notice that the property we require is weaker than
non-repudiation. Indeed we are only asking that a member of the group can
identify the source of the message, but not necessarily be able to prove to a
third party that this is the case. In the following we will focus only on the source
authentication problem.

Clearly the previous solution for stream signing works here as well. Each
member of the group holds a public key and uses the previously described algo-
rithms to sign the streamed messages. However, it is a little bit of an overkill,
especially in the on-line case, since we are doing more work than it’s really re-
quired by the problem. In this section we will show some algorithms for source
authentication which are more efficient than full stream signing. These algo-
rithms can be considered something of a hybrid between signatures and MACs.

When we talk about efficiency, we stress that we are talking about the fol-
lowing important parameters:

– Work overhead: how much computation is required per packet to authenti-
cate and verify;

– Bandwidth: how much packet expansion is required to include authentication
data;

– Secure Memory: key length at sender and receiver.

4.1 Timed Authentication

This solution uses public-key techniques but in a limited way. It does not achieve
non-repudiation, even if it uses digital signatures.

A sender in the group has a key pair PK, SK used to compute signatures
under the signature scheme G, S, V . Also let Comm, Decomm and Auth, V er be
respectively a commitment scheme and a MAC scheme known to all members
of the group. If the original stream is

B = B1, B2, B3 . . .

then the resulting signed stream is

B′ = B′
1, B

′
2, B

′
3, . . .

computed as follows:

B′
1 =< B1, Comm(K1), S(PK, B1 ◦ Comm(K1)) >

B′
2 =< B2, Comm(K2), MAC(K1, B2 ◦ Comm(K2)) >

B′
3 =< B3, Comm(K3), Decomm(K1), MAC(K2, B3 ◦ Comm(K3)) >

and following that

B′
i =< Bi, Comm(Ki), Decomm(Ki−2), MAC(Ki−1, Bi ◦ Comm(Ki)) >
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Notice that on the sender side, apart from the first packet, computing the au-
thentication data requires only a MAC, a commitment and a decommitment
step, which are all quite fast computations.

Verification proceeds as follows. B′
1 can be authenticated upon receipt since

it contains a digital signature of its content. B′
2 will be authenticated when B′

3
arrives. The procedure is the following: take K1 out of B′

3 and verify that it
is a proper decommitment of the value contained in B′

1. Since B′
1 is already

authenticated this will authenticate the value K1. Now use K1 to verify the
MAC on B′

2. The verification proceeds similarly for all the following blocks.
It should be clear why the scheme does not achieve non-repudiation. Once

the MAC keys are known, the receiver can modify the previous blocks (with the
respective MACs).

By the same reasoning we have the following attack: if the receiver gets B′
i+1

before B′
i then it cannot trust any of the following packets, since B′

i+1 may come
from an adversary who has already seen the key. There are two possible solutions
to this problem.

Two-way Acknowledgments. The simplest thing to do is for the sender to
wait to send B′

i+1 until the receiver acknowledge receipt of B′
i. This solution is

however quite cumbersome in multicast scenarios where the size of the recipient
group might be quite large.

Timing Assumption. Assume that sender and receiver synchronize clocks with
the first block. And also assume that the two clocks do not drift too much apart
(i.e. we have an upper bound δt on the drift after t time units from synchroniza-
tion). Then the receiver accepts block B′

i if

ArrivalT imei + δt < DepartureT imei+1

and the departure time can be estimated as

DepartureT imei = DepartureT ime0 +
i

r

where r is the sending rate.
The main problem with the above approach is that the sending rate must be

slower than possible network delays, which may be a severe limitation in some
applications. Moreover this basic scheme does not tolerate packet loss since as
soon as a block is missing the whole authentication chain is broken. Notice that
a block might be missing not just because the network dropped it, but also
because it might have been rejected by the receiver because of the timing rule.

Dealing with Packet Loss. We can solve this problem by using a specific
implementation of the commitment function. Let F be a pseudo-random func-
tion which is also collision-resistant (several conjectured examples exist in the
literature, basically any family of collision-resistant hash function can be also
considered a family of PRF functions). Then we define

Ki = Fn−i(K0)
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where K0 is a random initial value. We also commit to K1 = Fn− 1(K0) in the
usual manner1. Now if a packet is lost we can still authenticate the following
keys, by iterating the function F enough times to get to the first authenticated
key that was not lost.

Improving Transfer Rate. There are several possible approaches to this
problem. Rather than sending the key in the next packet we wait for d packets.
This increases the time from which the packet is received to when it’s authenti-
cated.

Another possible approach is to schedule the revealing time of the key, on
a time-interval basis rather than on a number of packets basis. This allows the
sender to accommodate variable transfer rates.

Finally if we embed more than one authentication chain in the stream, we
can accommodate different receivers with varying receiving rates.

4.2 A MAC-Only Solution

It would seem that the requirement for source authentication in multicast groups
require the use of public-key solutions. Yet in this section we will show that
if we relax the notion of security a little bit, it is possible to achieve source
authentication by using only MACs.

Clearly a MAC-only solution could be obtained by having each pair of group
users exchange a key, and a sender would MAC each message N times (where
N is the number of users), once with each key. Clearly this does not scale well
for large groups.

The scheme we are going to describe uses a different idea. The sender holds
a set of 
 keys. Each receiver holds a subset of these keys. Clearly if a group of
receivers covers the whole set of keys of the sender they could easily impersonate
him. Thus we relax our security definition by asking that any coalition of less
than w receivers cannot impersonate the sender. The parameter w is called the
impersonation threshold of the system.

Let R = {K1, K2, . . . , K�} be the keys held by the sender. A user u is given
a subset Ru ⊂ R of the keys. Each key Ki is included in Ru with probability

1
w+1 , independently for every i and every u.

The sender sends a message M and attaches 
 MACs, one with each key
he holds. The user u accepts if all the MACs created with the keys in Ru are
correct.

Now that we specified the scheme, we only need to pinpoint a sufficiently
large value for 
. In [4] the following theorem is proved, by a simple probability
argument.

Theorem 1. If 
 = e(w + 1)ln1
q then the probability that a coalition of w users

can impersonate the sender to a specific user u is less than q.

1 To save on code we can also use F , for the commitment purpose i.e. Comm(K1) =
F n(K0).
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Theorem 1 holds with respect to a specific subset of w parties. We want
security with respect to any coalition. If we fix

q =
[
n ·

(
n

w

)]−1

(i.e. one over the number of all pairs of one player and w-coalitions), then a
probabilistic argument tells us that there exists a key assignment for which no
Ru is covered by a w-coalition. The proof is not really constructive, but it is
possible to test key assignments until a correct one is found.

Notice that the total number of keys is ≈ e(w + 1)2lnN , while each player
holds ≈ e(w + 1)lnN keys.

Reducing the Bandwidth. We can reduce the communication overhead by
considering shorter (thus weaker) MACs but more keys. At the extreme the
MACs could be one-bit long (thus forgeable with probability 1/2).

For example if we set 
 = 4e(w+1)ln1
q , with one-bit MACs, by repeating the

probabilistic argument mentioned above it is possible to claim that with high
probability a coalition of w players does not know up to log 1

q keys of a receiver.
Before we could only prove that the coalition missed at least one key.

Since one-bit MACs are forgeable with probability 1/2, the probability of
fooling the user is at most q.

4.3 Bibliographical Note

The timed authentication scheme described in Section 4.1 was presented inde-
pendently in several papers [1,2,5,16].

The MAC-only solution described in Section 4.2 originates from [4]. The
reader is referred to the full paper for a more detailed description of the solution,
including the case of multiple senders.

5 Secrecy in Secure Multicast

Protecting the confidentiality of multicast communication is easier, especially
if the group is static. The members of the group all share the same key for a
symmetric encryption scheme which is used to encrypt the data.

Technically, things become more interesting when the group is dynamic. User
addition is easily handled by communicating the common key directly to the new
user. If previous communications should be kept secret from the new user, a new
key can be generated for the whole group.

User deletion or revocation is the most problematic issue. We are going to
deal with this problem for the rest of the section. In the literature this problem
has been referred also as Broadcast Encryption.
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5.1 A Simple Tree Scheme

Let u0, . . . , uN−1 be the users. Think of them as leaves in a binary tree. In
the following we will denote with p(v) and s(v) respectively the parent and the
sibling of a node v.

Each node v in the tree is associated with a key Kv. Each user receives the
keys on the path from its leave to the root. The root key is used to encrypt
traffic, since every user knows it.

If a user u is removed, new keys K ′
v are generated for the nodes in the path

from u to the root. The new keys are communicated as follows.

– K ′
p(u) is encrypted with Ks(u);

– for all the other nodes v in the path, K ′
p(v) is encrypted with K ′

v and Ks(v).

It should be clear that the new keys can be decrypted by (and only by) all the
users that are supposed to know them.

Each user holds log N +1 keys and the revocation of a user creates a message
of 2 log N − 1 ciphertexts.

It is possible to improve the communication overhead by a factor of 2, by
using pseudorandom number generators. Let G be a PRG that doubles its input
G(x) = L(x) ◦R(x). When u is removed the new keys are computed using some
random seeds r’s. The new key K ′

v = L(rv) where the seeds are set as follows:

– rp(u) is set to a random value r.
– for all the other nodes v in the path, rp(v) is set to R(rv).

Each value rv is encrypted with Ks(v) and clearly from rv one can compute
K ′

v, K ′
p(v), . . . , K

′
root.

5.2 Stateless Receivers

In the previous scheme we change the keys continously as the group changes.
We expect the group members to update their internal state with the new keys.
A large class of applications however deal with stateless receivers, i.e. devices
that cannot update their internal state. Thus these devices are initialized with
some long-lived keys which must be able to decrypt the data for any group
configuration in which the device is enabled. In this section we present a general
framework called Subset Cover for stateless receivers.

An algorithm defines k subsets S1, . . . , Sk of the set of group members U .
Each subset Si is associated with a long-lived key Li which does not change over
time. If the user u ∈ Si then u must know Li.

When a subset R of members must be revoked, the set N/R is partitioned
into disjoint subsets Si1 , Si2 , . . . , Sim . The session key K (which is changed con-
tinously) is encrypted with keys Li1 , Li2 , . . . , Lim . The ciphertext is

< i1, . . . , im, E(Li1 , K), . . . , E(Lim , K), E′(K, M) >

where E, E′ are symmetric encryption schemes.
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Decryption is performed by having user u determining for which ij u ∈ Sij

and then decrypt the session key using the correct key Lij
.

Thus a specific algorithm in this framework is determined by

1. the collection of subsets Si;
2. the assignment of key Li to subset Si;
3. a method to cover N/R by disjoint subsets of the Si’s;
4. a method for user u to find its cover Si.

The parameters to keep in mind are the following: (a) message length, (b)
storage size at the receiver’s end, (c) message processing time at the receiver’s
end. These are functions of n = |U | the size of the universe of members, and
r = |R| the size of the revoked group.

We present two instantiations of the framework:

– Complete Subtree: which has parameters (a) r log n
r , (b) log n, (c) O(log

log n).
– Subset Difference: which has parameters (a) 2r, (b) log2 n

2 , (c) O(log n).

The Complete Subtree Method. This algorithm can be considered a gener-
alization of the previous tree algorithm to the case of stateless receivers.

Think of users as the n leaves of a binary tree. The collection of sets Si in
this method consists of all the complete subtrees of this full tree. An user u ∈ Si

if root(Si) is an ancestor of u.
Each subset Si is assigned a random key Li which is given to all the users in

the set.
Now suppose we want to remove r users R = {u1, . . . , ur}. Consider the min-

imal subtree T (R) that contains such users and the root. The cover is composed
by all the subsets Si1 , . . . , Sim

that “hang off” T (R). In other words all the sub-
trees whose root is adjacent to nodes of outdegree 1 in T (R) (and do not belong
to T (R)). Clearly Si1 , . . . , Sim is a partition of U/R.

How big is m? An easy upper bound on m is r log n, since there are at most
r paths from the root to a leave in T (R) and each path has length log n. An easy
induction argument actually improves this to r log n

r .
Clearly each user belongs to log n sets, so it has to store that many keys.
Finally a user u belongs to the subtree Sij in the cover, if and only if u and

root(Sij ) have the longest common prefix. This can be computed in O(log log n)
time if given the appropriate preprocessing.

If one compares this scheme to the basic tree algorithm, it can be seen that
this scheme requires a single decryption, while the other one requires O(log n)
decryptions, when users are revoked.

The Subset Difference Method. In this scheme we totally remove the de-
pendency on n from the message expansion parameter (n may grow a lot). The
tradeoff is that we square the number of keys held by each player.
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Again, think of the n users as leaves of a full binary tree. Each subset Sij

can be described as a subtree minus another subtree. More specifically a subset
Sij is associated with two nodes vi and vj in the tree, such that vi is an ancestor
of vj . The users in Sij are the users in the subtree rooted at vi minus the ones
in the subtree rooted at vj .

Suppose we want to revoke r users R = {u1, . . . , ur}. We need to find a
cover Si1j1 , . . . , Simjm

which partitions U/R. As before we consider the minimal
subtree T (R) that contains such users and the root. The cover is found via an
iterative procedure which looks for maximal chains of nodes with outdegree 1 in
T (R). More specifically, such a chain [vi1 , . . . , vi�

] is such that: (1) vi� is either
a leaf or a node of outdegree 2; (2) the parent of vi1 is either the root or a node
of outdegree 2; (3) each intermediate node vi1 , . . . , vi�−1 has outdegree 1. Note
that all nodes of outdegree 1 in T (R) belong to precisely one of such chains.

For each such chain, where 
 ≥ 2, the procedure adds the subset Si1,i�
to the

cover. It is not hard to see that the cover size is at most 2r − 1.
If we assign a random key Lij to each subset Sij , it would result in O(N)

keys held by each player. Indeed consider each complete subtree Tk such that
u ∈ Tk. For each sub-subtree of Tk, on the path from u to root(Tk), such that u
does not belong to it, u must store a number of keys proportional to the number
of nodes in the sub-subtree. That is

log n∑
k=1

(2k − k) ≈ O(n)

We would like to reduce this to O(log n) per sub-subtree. We do that by using
pseudorandom generators.

Let G be a PRG that triples its input

G(s) = GL(s) ◦GM (s) ◦GR(s)

First of all we give random labels to each node which is not a leaf. Let LABi the
label of node vi. Now consider the subtree Ti rooted at vi. We apply a top-down
labeling procedure which assigns more labels to each node. The label of the left
(resp. right) child is GL (resp. GR) applied to LAB of the parent.

Now a node vj has log n labels. If vi is an ancestor of vj , with LABij we
denote the label assigned to vj by the labeling procedure started at vi. The
subset Sij is assigned the key Lij = GM (LABij).

This labeling system has the following properties:

– given LABi it is possible to compute the keys of all the subsets Sij ;
– without knowing LABi (or any intermediate label in the labeling procedure

started at vi) the keys of all subsets Sij are pseudorandom.

So if u is a user, what does it get? For each subtree Ti in which u is a leaf,
consider the path from the root(Ti) to u. Give to u all the labels of the roots
of the “hanging” subtrees. Thus u gets up to O(log n) labels per subtree which
makes O(log2 n) total.
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How do we decrypt? The cover can be found in O(log log n) steps. User u can
compute the right key from the labels in its possession, via O(log n) applications
of the PRG G. Once the key is found a single decryption is required.

5.3 Bibliographical Note

The problem of broadcast encryption was introduced in [8], where a combinato-
rial solution was presented. Their solution is similar in spirit to the MAC-only
multicast authentication algorithm presented in Section 4.2. In fact the work in
[8] predates and inspired the MAC-only algorithm.

The simple tree scheme in Section 5.1 was independently proposed in [19]
and [20]. The stateless receiver solution was presented in [14].

6 Tracing Traitors

The previous broadcast encryption schemes, guarantee that only the correct
subset of users is allowed to decrypt the data. However the system can be easily
circumvented by a single authorized user who reveal its private information to
allow other non-authorized users to decrypt.

Consider the example of an encrypted Pay-TV station. A legitimate receiver
can do two things:

– re-broadcast the clear data that it receives. This is however, costly, compli-
cated and easily detectable.

– copy the secret key in its possession and “sell” a “pirate” decoder box on
the black market.

The second attack is much harder to detect. It is usually countered by providing
users with tamper-resistant decoders, which prevents direct reading or copying
of the internal keys. However, very secure tamper-proof hardware is extremely
costly, while basic solutions can easily be reversed-engineer.

Thus we are interested in trying to devise a software-only solution to help
against the “traitors” problem.

The basic idea is to somehow “fingerprint” the keys of each user. When these
keys are found inside a decoder box, then we can trace them back to the “traitor
user”.

It should be possible to trace at least one such traitor, even if the pirate
decoder box was built using the information from a coalition of up to k traitors
(k being a parameter in the scheme).

Moreover, we are not sure if when we find a pirate decoder box, we will be
able to open it and read its content (the pirate box might be tamper-resistant as
well). Thus we would like the tracing mechanism to be black-box, i.e. it should
identify the traitor by simple I/O interaction with the pirate box.

In this section we will discuss some “tracing traitors” algorithms. Such a
scheme should be implemented on top of any of the broadcast encryption schemes
presented before. A general way to do this is to split the message being sent as
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M = M1⊕M2 and then encrypt M1 with the broadcast encryption scheme, and
M2 with the traitor tracing scheme.

The parameters of a traitor tracing scheme are n, the number of users, and
k, the maximum size of a coalition of traitors that the scheme tolerates.

6.1 Tracing Traitors in the Subset Cover Framework

The Subset Cover framework for broadcast encryption (discussed in Section 5.2)
provides a seamless integration of broadcast encryption with traitor tracing.

We are going to present a traitor tracing mechanism that works for any
instantiation of the subset cover mechanism that satisfies the so-called subset
bifurcation property.

Recall that in the subset cover framework we partition the privileged set
N −R into m disjoint subsets Si1 , . . . , Sim from a predetermined family. We say
that the subset bifurcation property is satisfied if there exists a constants a1, a2
such that, for all Si in the family, there exists SiL, SiR

also in the family, such
that: (1) SiL

∪ SiR
= Si, SiL

and SiR
are disjoint, a1|SiL

| < |Si| < a2|SiL
|.

Before we show how to use the subset bifurcation property to perform traitor
tracing, we show that the two instantiations of the subset cover framework shown
in Section 5.2 have this property.

The Complete Subtree Method. Each subset is formed by the leaves of a
complete subtree. Each subtree can be split as the left and the right subtree.
Thus the constant a = 1/2.

The Subset Difference Method. Each subset Sij can be split as the left
and tight subtree of i. The worst case is when i is the grandparent of j, in which
case one side gets 2/3 of the elements, while the other only 1/3.

The Tracing Mechanism. We use the bifurcation property to perform a sort
of binary search on the users. We are given a pirate box which decodes with a
certain cover, i.e. decrypts the ciphertext2

C =< i1, . . . , im, EL1(K), . . . , ELm
(K), E′

K(M) >

Suppose we have a way to identify a subset Sij in the cover, such that a traitor
belongs to Sij

(clearly at least one traitor must belong to a least one subset).
If |Sij

| = 1 then we are done. Otherwise we split Sij
using the bifurcation

property and continue on.
Thus all we need to show is how to identify such a subset Sij

. Recall that we
may have many traitors, thus the box may have several keys in it. Recall also
that we can only query the box to get decrypted values (black-box access).

We look at the behavior of the box when it is fed ciphertexts of the following
form:

< i1, . . . , im, EL1(RK), . . . , ELj (RK), ELj+1(K), . . . , ELm(K), E′
K(M) >

2 We are going to assume that the pirate box decrypts with probability 1 given a
certain cover. This is not necessary, since we can adjust for a “threshold” probability
of decryption p.
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We denote with pj the probability that the box decrypts correctly this “faulty”
ciphertext. Basically if pj is sufficiently high, we know that the box must contain
Lik

for some k > j and thus the traitor is in one of the subsets Sik
, for k > j.

Notice that p0 = 1, while pm = 0, thus we must have that for some j

|pj−1 − pj | ≥
1
m

If pj is substantially different from pj−1 it means that the box is using the correct
key Lij

and thus Sij
must contain a traitor.

Once again we find the relevant pj by a sort of binary search using the
following procedure:

ST (0, m)
1. a← 0;
2. b← 0;
3. c← a+b

2 ;
4. Estimate pa, pb, pc;
5. If |pc − pa| ≥ |pb − pc|;
6. Then ST (a, c);
7. Else ST (c, b);

6.2 A Public-Key Scheme

We conclude with a public-key scheme. It is mostly of theoretical interest since
in this scenario, private-key encryption is usually adopted for efficiency reasons.
However it is interesting because it shows that algebraic techniques, and not just
combinatorial ones, can be used for these applications. Also being a public-key
scheme it allows anybody to broadcast messages to the receivers, and not just a
pre-determined sender.

ElGamal Encryption. Let Gq be a group of prime order q. Let g be a gener-
ator for Gq. The public key of the ElGamal encryption scheme is a value y = gx

with x ∈R Zq, which is the secret key. A message m ∈ Gq is encrypted by a pair
(α, β) where α = gr and β = yr ·m with r ∈R Zq. The decryption step consists
of retrieving m = β · α−x.

The traitor tracing scheme. The new scheme is a generalization of the
ElGamal scheme. The public key is modified as follows. For each i = 1, . . . , 2k
we choose ri, αi ∈R Zq and set hi = gri , y =

∏2k
i=1 hαi

i . The public key is
< y, h1, h2, . . . , h2k >. Notice that given the public key, there are several possible
combinations of the α’s (exactly q2k−1) that yield y =

∏2k
i=1 hαi

i . Such a vector
< α1, . . . , α2k > is called a representation of y with respect to < h1, . . . , h2k >.

Finally we also assume that there is a publicly known code Γ , which is a
collection of n codewords in Z2k.

Γ = {γ(1), . . . , γ(n)} with γ(i) =< γ
(i)
1 , . . . , γ

(i)
2k >

User ui gets a value θi ∈ Zq such that θi · γ(i) is a representation of y:
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θi =
∑

rjαj∑
rjγ

(i)
j

mod q

We denote with d(i) = θi · γ(i) the representation held by ui.
To encrypt m ∈ Gq we generalize ElGamal as follows:

Er(m) =< hr
1, h

r
2, . . . , h

r
2k, yr ·m >

To decrypt a ciphertext c =< H1, . . . , H2k, S > the user ui computes m =
S ·U−θi where U =

∏2k
J=1 Hjγ

i
j . Notice that this is a good decryption given any

representation.
The code Γ is what enables the tracing mechanism. Indeed it is easy to show

that if an adversary gets d(1), . . . , d(�), the representations of 
 users, where 
 < k,
then she can only compute new representations d which are convex combinations
of the d(i)’s i.e.

d =
�∑

i=1

aid
(i) where

�∑
i=1

ai = 1

If we instantiate the code Γ as the Reed-Solomon code, then it is possible, given
d, to identify all the components d(i) used in the linear combination.

Notice that the above approach requires d and as such is not a black-box
tracing mechanism. The paper also presents a black-box mechanism, but it is
inefficient since it runs in time O(

(
n
k

)
) so it is feasible only for small coalitions.

6.3 Bibliographical Note

The problem of tracing the source of pirate decoders was introduced in [6], which
appeared in its final journal form in [7]. The tracing mechanism for stateless
receivers was proposed in [14] The public-key scheme originates from [3].
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Abstract. We show how to use static analysis to provide information
about security issues related to mobility. First the syntax and semantics
of Mobile Ambients is reviewed and we show how to obtain a so-called
0CFA analysis that can be implemented in polynomial time. Next we
consider discretionary access control where we devise Discretionary Am-
bients, based on Safe Ambients, and we adapt the semantics and 0CFA
analysis; to strengthen the analysis we incorporate context-sensitivity to
obtain a 1CFA analysis. This paves the way for dealing with mandatory
access control where we express both a Bell-LaPadula model for confi-
dentiality as well as a Biba model for integrity. Finally, we use Boxed
Ambients as a means for expressing cryptographic key exchange proto-
cols and we adapt the operational semantics and the 0CFA analysis.

1 Introduction

Mobile Ambients (see Section 2) were introduced by Cardelli and Gordon [13,16]
as a formalism for reasoning about mobility. Ambients present a high-level view
of mobile computation and give rise to a high-level treatment of the related
security issues.

An ambient is a named bounded place and the boundary determines what is
outside and what is inside. Ambients can be nested inside each other and thereby
form a tree structure. Mobility is then represented as navigation inside this
hierarchy. Each ambient contains a number of multi-threaded running processes;
the top-level processes of each ambient have direct control over it and can instruct
it to move and thereby change its future behaviour. The ambient names are
unforgeable and are essential for controlling access to the ambients. As in [12]
we shall impose a simple type structure by assigning groups to ambients.

The basic calculus has three so-called subjective mobility capabilities: an
enclosing ambient can be instructed to move into a sibling ambient, it can be
instructed to move out of its enclosing ambient, and a sibling ambient can be
dissolved. The literature contains a number of extensions to the basic calculus:
so-called objective moves, various forms of communication and primitives for
access control etc; we shall begin by considering the basic calculus in Section 2,
then add access control features in Sections 3 and 4, and finally revert to the
basic calculus in order to add communication primitives in Section 5.

The operational semantics is a standard reduction semantics with a structural
congruence relation. The static analysis is modelled on the simple 0CFA analysis

R. Focardi and R. Gorrieri (Eds.): FOSAD 2001/2002, LNCS 2946, pp. 207–265, 2004.
c© Springer-Verlag Berlin Heidelberg 2004
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originally developed for functional programs. In the case of Mobile Ambients
the control structure is expressed by the hierarchical structure of ambients (with
separate components taking care of the communication, if present). Hence we aim
at modelling the father-son relationship between the nodes of the tree structure
[31,30].

The precision of the 0CFA analysis is roughly comparable to that of early
type systems for Mobile Ambients [11,14] and may be used for validating security
properties related to crossing control and opening control [12]. In the spirit of
type systems the main semantic result showing the correctness of the 0CFA
analysis is a subject-reduction result expressing that the analysis information
remains valid during execution.

The efficiency of the analysis is good and the worst-case complexity is cubic
[36]. In practical terms we find it convenient to translate the analysis into a
fragment of first order logic known as Alternation-free Least Fixed Point Logic
(ALFP) and implemented by our Succinct Solver [35].

Discretionary access control (see Section 3) imposes conditions on when an am-
bient can perform a given mobility primitive on another ambient. As an example,
an ambient (the subject) may move into another ambient (the object) by execut-
ing a suitable capability (an access operation). In the Safe Ambients of Levi and
Sangiorgi [24] there is a simple notion of access control; here the object must
agree to being entered and this is expressed by requiring the object to execute
the corresponding co-capability (an access right).

This rudimentary kind of access control does not fully model the usual no-
tion of access control where an access control matrix lists the set of capabilities
that each subject may perform on each object. (In the classical setting [22],
the subjects correspond to programs, the objects correspond to files, and the
access operations could be the read, write, and execute permissions of UNIX.)
We overcome this shortcoming by designing the Discretionary Ambients where
co-capabilities not only indicate the access rights but also the subject that is
allowed to perform it.

We then adapt the semantics to incorporate the necessary checks and hence
to block execution whenever an inadmissible access operation is performed. Simi-
larly we adapt the analysis and later strengthen it using context-sensitivity; this
is a standard technique from data flow and control flow analysis that can be
used to improve the precision of a simple 0CFA analysis in order to obtain a so-
called 1CFA analysis [29]. As mentioned above the 0CFA analysis approximates
the hierarchical structure of the ambients by a binary father-son relationship.
Context-sensitivity then is based on the observation that more precise results are
likely to be obtained using a ternary grandfather-father-son relationship between
ambients. This 1CFA analysis still has reasonable complexity and we report on
practical experiments confirming that the use of ternary relations strikes a use-
ful balance between precision and efficiency. (A considerably more precise and
costly analysis is presented in [37,38].)
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Mandatory access control (see Section 4) imposes confidentiality and/or integrity
by combining the access control matrices with additional information [22]. The
Bell-LaPadula model assigns security levels to objects and subjects and imposes
confidentiality by preventing information from flowing downwards from a high
security level to a low security level. The Biba model assigns integrity levels to
objects and subjects and then imposes integrity by preventing trusted high-level
entities from being corrupted by dubious low-level entities — thus information
is prevented from flowing upwards.

These security models were originally developed in a setting much more static
than the one of Discretionary Ambients. For comparison, an ambient may be
viewed as a system with a distributed access control matrix that dynamically
evolves and that is concerned with multiplicities whereas classically the access
control matrix is partly centralised and static. In this paper we show how the
security policies may be re-formulated in the dynamic and mobile setting of the
Discretionary Ambients.

The formal development amounts to adapting the semantics so as to incor-
porate reference monitors that block execution whenever an inadmissible access
operation is performed (according to the mandatory access control policy con-
sidered). The analysis is extended to perform tests comparable to those of the
reference monitors, and as an extension of the subject reduction theorem we show
that if all static tests are satisfied then the reference monitor can be dispensed
with.

Cryptographic protocols (see Section 5) are most naturally expressed using com-
munication. The full calculus of Mobile Ambients includes a notion of local
communication where there is a communication box inside each ambient; this
naturally leads to dealing with asynchronous communication. For some purposes
it is more convenient to allow communication between adjacent layers of ambi-
ents and this motivated the design of Boxed Ambients [9,8]. Here an ambient
can directly access not only its local communication box but also the commu-
nication box of its parent (but not grandparents) as well as its children (but
not grandchildren). We show that perfect symmetric cryptography as well as
a number of cryptographic key exchange protocols (Wide Mouthed Frog, Ya-
halom and the Needham-Schroeder symmetric key protocol) can be expressed in
a rather natural manner in Boxed Ambients. We adapt the semantics and the
0CFA analysis to this setting and prove the usual results; thanks to a small sim-
plification also the implementation is relatively straightforward. This analysis
may additionally be used for validating security properties related to exchange
analysis as presented in [12].

In the Conclusion (see Section 6) we summarise the development performed and
briefly discuss extensions of the work as well as directions for future research: the
notion of hardest attackers as a means for characterising all Dolev-Yao attackers
to a firewall [31,30], and the possibility of extending this to capture all Dolev-Yao
attackers to the protocols considered [5].
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(1)

site A
packet p

•
site B

−→

(2)

site A packet p

•
site B

−→

(3)

site A
site B

packet p

• −→

(4)

site A
site B

•

Fig. 1. A packet p moves from site A to site B and finally gets dissolved.

2 Mobile Ambients

In the ambient view of the world each ambient is a bounded place where compu-
tations take place. The boundary determines what is inside and what is outside
and as such it represents is a high-level security abstraction. Additionally it pro-
vides a powerful abstraction of mobility where ambients move as a whole. This
view is sufficiently flexible to apply to a variety of scenarios: applets, agents,
laptops, etc.

Ambients can be nested inside other ambients forming a tree structure. Mo-
bility is then represented as navigation within this hierarchy of ambients. As an
example, consider Figure 1 where a packet p moves from one site A into another
site B. First we move the packet out the enclosing ambient (2) and then into the
new enclosing ambient (3). Finally in (4), the payload of the packet is opened
inside site B and the packet p is, thereby, dissolved.

Each ambient contains a number of multi-threaded running processes. The
top-level processes of an ambient have direct control over it and can instruct it to
move and thereby change the future behaviour of its processes and sub-ambients;
consequently, the processes of sub-ambients only control the sub-ambient in
which they are placed. Processes continue to run while being moved.

Each ambient has a name. Only the name can be used to control the access
to the ambient (entry, exit, etc.) and the ambient names are unforgeable.

The mobility primitives of ambients are based on the notion of subjective
moves. Here the movements of an ambient are caused by the threads running at
top-level inside it. The in-capability directs an ambient to move into a sibling
(i.e. another ambient running in parallel). This can be depicted as:

m

inn.P Q

n

R −→

n

R

m

P | Q
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The left hand side shows two sibling ambients named m and n; the ambient
m has a thread instructing it to move into the ambient n. The right hand side
of the figure then shows the result of this action.

The out-capability directs an ambient to move out of its father (i.e. the en-
closing ambient). In the figure below the ambient m contains a thread instructing
it to move out of its father named n:

n

R

m

outn.P | Q −→
m

P | Q
n

R

The open-capability allows a process to dissolve the boundary around a sibling
ambient (named n below):

open n.P
n

Q −→ P Q

The ambient view of systems directly focuses on the ability to express a
number of high-level security issues related to mobility; as for example, ensuring
that packets with sensitive information can only pass through classified sites, or
that packets with sensitive information may pass through unclassified sites but
can only be opened at classified sites.

2.1 Syntax and Semantics of Mobile Ambients

To make this precise we formally define the syntax of processes, P , and capabil-
ities, M , by the following grammar:

Processes based on the π-calculus:

P ::= (ν n : μ) P introduces a process with private name n in group μ
| (ν μ) P introduces a new group named μ with its scope
| 0 the inactive process
| P1 | P2 two concurrent processes
| !P replication: any number of occurrences of P

| n [P ] an ambient named n containing P (drawn as P
n

)
| M.P a capability M followed by P

Capabilities of the core calculus:

M ::= inn move the enclosing ambient into a sibling named n
| outn move the enclosing ambient out of a parent named n
| open n dissolve a sibling ambient named n

In the graphical representation the inactive process is usually not written
explicitly. Our syntax of ambients follows [12] and extends the basic calculus of
[13,16] in not having an operation (ν n)P for introducing a new private name
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Table 1. The structural congruence relation.

P ≡ P
P ≡ Q ∧ Q ≡ R ⇒ P ≡ R
P ≡ Q ⇒ Q ≡ P

P ≡ Q ⇒ (ν n : μ) P ≡ (ν n : μ) Q
P ≡ Q ⇒ (ν μ) P ≡ (ν μ) Q
P ≡ Q ⇒ P | R ≡ Q | R
P ≡ Q ⇒ !P ≡ !Q
P ≡ Q ⇒ n [P ] ≡ n [Q]
P ≡ Q ⇒ M. P ≡ M. Q

P | Q ≡ Q | P
(P | Q) | R ≡ P | (Q | R)
P | 0 ≡ P

!P ≡ P | !P
!0 ≡ 0
(ν n : μ)0 ≡ 0
(ν μ)0 ≡ 0

(ν n : μ) (ν n′: μ′) P ≡
(ν n′: μ′) (ν n : μ) P if n 
= n′

(ν μ) (ν μ′) P ≡ (ν μ′) (ν μ) P
(ν n : μ) (ν μ′) P ≡ (ν μ′) (ν n : μ) P if μ 
= μ′

(ν n : μ) (P | Q) ≡ P | (ν n : μ) Q if n /∈ fn(P )
(ν μ) (P | Q) ≡ P | (ν μ) Q if μ /∈ fg(P )

(ν n′ : μ) (n [P ]) ≡ n [(ν n′ : μ) P ] if n 
= n′

(ν μ) (n [P ]) ≡ n [(ν μ) P ]

(ν n : μ) P ≡ (ν n′ : μ) (P{n ← n′}) if n′ 
∈ fn(P )

Table 2. The transition relation for Mobile Ambients.

P → Q

(ν n : μ) P → (ν n : μ) Q

P → Q

(ν μ) P → (ν μ) Q

P → Q

n [P ] → n [Q]
P → Q

P | R → Q | R

P ≡ P ′ ∧ P ′ → Q′ ∧ Q′ ≡ Q

P → Q

m [in n. P | Q] | n [R] → n [m [P | Q] | R]

n [m [out n. P | Q] | R] → m [P | Q] | n [R]

open n. P | n [Q] → P | Q

n for use in P but instead two operations: (ν μ) P for introducing a new group
name μ for use in P and then (ν n : μ) P for introducing a new private name n
belonging to the group μ. A group can be viewed as the “type” of a name and
has no semantic consequence.

The importance of groups becomes clear in the 0CFA analysis where we will
need that the group name is stable under α-renaming of names. We achieve
this by means of a careful definition of the structural congruence (see Table 1
and the explanation below). For simplicity there will be no α-renaming of group
names; for this to work we make the simplifying assumption that all (ν μ) must
be distinct and must not occur inside some replication operator (!).

The semantics of mobile ambients consists of a structural congruence rela-
tion, written P ≡ Q, and a transition relation, written P → Q. The structural
congruence relation allows to rearrange the syntactic appearance of processes
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as the pictorial representation suggests (e.g. P | Q ≡ Q | P ), it deals with the
semantics of replication (e.g. !P ≡ !P | P ) and allows to perform α-renaming;
the details are fairly standard and may be found in Table 1. We write fn(P )
and fg(P ) for the free names and the free groups of P , respectively. The transi-
tion relation formalises the three subjective moves and clarifies that capabilities
deeply nested inside ambients may execute provide they are not prefixed with
other capabilities; the details are fairly standard and may be found in Table 2.

Example 1. Let us consider a packet p moving from a site A to another site B
as in Figure 1. The first configuration (1) in Figure 1 could be the process:

A [p [out A. in B]] | B [open p]

Using the transition relation of Table 2 we can get an execution sequence corre-
sponding to that of Figure 1:

(1) A [p [out A. in B]] | B [open p] →
(2) A [ ] | p [in B] | B [open p] →
(3) A [ ] | B [open p | p [ ]] →
(4) A [ ] | B [ ]

�

2.2 A 0CFA Analysis for Mobile Ambients

The aim of the static analysis is to determine which ambients and capabilities
may turn up inside given ambients. Fixing our attention on a given ambient
process P our aim is to find an estimate I of this information that describes all
configurations reachable from P . In the Flow Logic approach to static analysis
[28,39] we proceed in the following stages:

Specification: First we define what it means for the estimate I to be an ac-
ceptable description of the process P .

Correctness: Then we prove that all acceptable estimates will remain accept-
able during execution.

Implementation: Finally, we show that a best acceptable estimate can be
calculated in polynomial time.

This approach should be rather natural to readers familiar with type systems:
first one formulates the type system (thereby making precise the notion of type
checking), then one shows semantic soundness of the type system (usually in the
form of a subject-reduction result), and finally one shows how to obtain principal
types for processes (thereby making precise the notion of type inference).

Example 2. Consider the Mobile Ambient process of Example 1

A [p [out A. in B]] | B [open p]

site A
packet p
•

site B
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Fig. 2. The nature of approximation.

where ambients A and B belong to the group S of sites, and the ambient p belongs
to the group P of packets. The analysis will provide a safe approximation of which
ambients may turn up inside other ambients.

The exact answer is that p may turn up inside A, p may turn up inside B, but
that A and B never turn up inside p nor inside each other. In terms of groups we
shall simply say that P may turn up inside S but that S never turns up inside P

nor inside S. We shall represent this using a mapping

I : Group→ P(Group ∪Cap)

that for each ambient group μ ∈ Group tells us not only which ambient groups
may be inside an ambient in group μ but also which group capabilities may be
possessed by an ambient in group μ; here a group capability m∈Cap is given by:

m ::= inμ | outμ | open μ

The optimum value of I for the example discussed above is given by

I(�) = {S, P}
I(S) = {P, open P}
I(P) = {in S, out S}

where � denotes the group of the overall system (i.e. the top level). A somewhat
less precise over-approximation of I, where extra elements are included, is

I(�) = {S, P}
I(S) = {P, S, in S, out S, open P}
I(P) = {in S, out S}

and it will turn out that this is the one that will be obtained using the simplest
of our analyses (the 0CFA analysis developed in this subsection). �

Remark 3. The choice of the domain of I determines which kind of informa-
tion the analysis can provide about a process and, consequently, what it cannot
record.

For example, with the choice of I as in Example 2 we can record whether an
ambient or a capability is present inside some other ambient, but not the number
of ambients and capabilities that are present. To get such information we will
have to change the domain of the analysis estimate as done in e.g. [37,23,38].
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Furthermore, we can only records the presence of capabilities but not the
order in which they appear. Thus, we do not capture the order in which capabil-
ities are executed and cannot determine whether one capability is executed before
another; in other words the analysis is not flow-sensitive. Adding sequences of
capabilities have been studied in [23].

In the remainder of this paper we do not consider neither multiplicities nor
flow-sensitivity. As we will see, even these “simple” analyses are able to give
analysis estimates that are sufficiently precise to determine interesting security
properties. �

Specification of the 0CFA Analysis. In the above example we displayed
the best value of I that one can hope for. In general this is not always possible
since the problem of finding the best value of I is really undecidable due to
the Turing completeness of Mobile Ambients. Hence we will have to settle for
more approximate estimates saying that S may turn up inside P, whereas we
shall never accept an estimate saying that P never turns up inside S. In terms
of approximation this means that we opt for an over-approximation of the set
of containments; this is illustrated in Figure 2.

To make precise when an estimate I : Group → P(Group ∪ Cap) de-
scribes an acceptable over-approximation of the behaviour of a process P under
consideration we shall axiomatise a judgement

I |=μ
Γ P

meaning that I is an acceptable analysis estimate for the process P when it
occurs inside an ambient from the group μ and whenever the ambients are in
groups as specified by the type environment Γ (e.g. Γ (p) = P and Γ (A) =
Γ (B) = S). The judgement is defined by structural induction on the syntax of
the process P (as shown below).

Analysis of Composite Processes. Each acceptable analysis estimate for a com-
posite process must also be an acceptable analysis estimate for its sub-processes;
perhaps more imprecise than need be. This is captured by the following clauses
where Γ is the current type environment and � is the ambience i.e. the group
associated with the enclosing ambient.

I |=�
Γ (ν n : μ) P iff I |=�

Γ [n �→μ] P update type env.; check process

I |=�
Γ (ν μ) P iff I |=�

Γ [μ�→�] P update type env.; check process

I |=�
Γ 0 iff true nothing to check

I |=�
Γ P1 | P2 iff I |=�

Γ P1 ∧ I |=�
Γ P2 check both branches

I |=�
Γ !P iff I |=�

Γ P check process; ignore multiplicity

I |=�
Γ n [P ] iff μ ∈ I(�) ∧ I |=μ

Γ P μ is inside �; check process

where μ = Γ (n)
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In the first clause we update the type environment with the type of the newly
introduced name; in the second clause we update the type environment with a
special placeholder * indicating a group name; in the last clause we ensure that
the analysis estimate I records that the group of n occurs inside the ambience
� and we analyse the internals of n in an appropriately updated ambience.
Remark 4. Elaborating on the analogy to type systems explained above, one
could coin the slogan:

Flow Logic is the approach to static analysis that presents Data
and Control Flow Analysis as a Type System.

To make this more apparent we could formulate the first clause above as an
inference rule I |=�

Γ [n �→μ] P

I |=�
Γ (ν n : μ) P

and similarly for the other clauses presented here. These formulations are equiv-
alent1 whenever the judgement is defined by structural induction on processes.
The formulation chosen here is perhaps more in the spirit of the equational
approach of Data Flow Analysis. �

In-Capability. Each acceptable analysis estimate must mimic the semantics: if
the semantics allows one configuration to evolve into another then it must be
reflected in the analysis estimate. For the in-capability this is achieved by the
following clause:
I |=�

Γ inn. P iff in μ ∈ I(�) ∧ I |=�
Γ P ∧

∀ μa, μp : in μ ∈ I(μa) ∧ μa has the capability in μ

μa ∈ I(μp) ∧ μp is the parent of μa

μ ∈ I(μp) μa has a sibling μ

⇒ μa ∈ I(μ) μa may move into μ

where μ = Γ (n)

Here the first line records the presence of the actual capability and also analyses
the continuation – this is in line with what happened for ambients above. The
remaining lines model the semantics. To understand the formulation it may be
helpful to recall the semantics of the in-capability as follows (writing n : μ to
indicate that Γ (n) = μ and writing · : μ when the ambient name is of no
importance for the analysis):

· : μa

in n.P

n : μ

· : μp

−→
n : μ
· : μa

P

· : μp

1 For some applications of Flow Logic to programming languages with higher-order
features this need not be the case and then the inference system presentation amounts
to an inductive definition rather than the desired co-inductive definition [29,39];
however, this subtle but important point will not be an issue in the present paper
where the inductive definition turns out to coincide with the co-inductive definition.
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The precondition of the universally quantified implication above recognises the
structure depicted to the left of the arrow by querying if the relevant entries
already are in I; the conclusion then records the only new structural ingredient
depicted to the right of the arrow.

Example 5. Let Γ be given by Γ (p) = P and Γ (A) = Γ (B) = S and let I be
given by the second estimate in Example 2:

I(�) = {S, P}
I(S) = {P, S, in S, out S, open P}
I(P) = {in S, out S }

Checking that
I |=�

Γ A [p [out A. in B ] ] | B [open p]

involves checking
I |=P

Γ in B

which holds because in S ∈ I(P) and

in S ∈ I(μa) ∧ μa ∈ I(μp) ∧ S ∈ I(μp)⇒ μa ∈ I(S)

holds for all non-trivial (μa, μp) ∈ {(S, �), (S, S), (P, �), (P, S)}. �

Out-Capability. For the out-capability the clause is

I |=�
Γ outn. P iff out μ ∈ I(�) ∧ I |=�

Γ P ∧
∀ μa, μg : out μ ∈ I(μa)∧ μa has the capability out μ

μa ∈ I(μ) ∧ μ is the parent of μa

μ ∈ I(μg) μg is the grandparent of μa

⇒ μa ∈ I(μg) μa may move out of μ

where μ = Γ (n)

corresponding to the operational semantics:

· : μa

P

n : μ

· : μg

−→
n : μ
· : μa

out n.P

· : μg

Example 6. Continuing Example 5, checking

I |=�
Γ A [p [out A. in B] ] | B [open p]

involves checking
I |=P

Γ out A. in B

which holds because I |=P

Γ in B (see Example 5) and out S ∈ I(P) and

out S ∈ I(μa) ∧ μa ∈ I(S) ∧ S ∈ I(μg)⇒ μa ∈ I(μg)

holds for all (μa, μg) ∈ {(S, �), (S, S), (P, �), (P, S)}. �
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Open-Capability. For the open-capability the clause is

I |=�
Γ open n. P iff open μ ∈ I(�) ∧ I |=�

Γ P ∧
∀ μp : open μ ∈ I(μp) ∧ μp has the capability open μ

μ ∈ I(μp) μ is a sibling of open μ

⇒ I(μ) ⊆ I(μp) everything in μ may be in μp

where μ = Γ (n)

corresponding to the operational semantics:

P

· : μp

−→open n.P

n : μ

· : μp

Example 7. Continuing Example 5 and Example 6, checking that

I |=�
Γ A [p [out A. in B ]] | B [open p]

involves checking
I |=S

Γ open p

which holds because open P ∈ I(S) and

open P ∈ I(μp) ∧ P ∈ I(S)⇒ I(P) ⊆ I(μp)

holds for μp = S. �

This concludes the Flow Logic definition of the judgement I |=�
Γ P in a style

close to that of a type system.

Example 8. Ensuring that the analysis estimate I of Example 5 is an acceptable
analysis estimate for the entire process A [p [out A. in B] ] | B [open p] amounts
to checking that

I |=�
Γ A [p [out A. in B] ] | B [open p]

This involves checking the clauses for composite processes. The top-level parallel
composition gives rise to the two checks that

I |=�
Γ A [p [out A. in B]] and I |=�

Γ B [open p]

which, for the first part, leads to the checks that

S ∈ I(�) and I |=S

Γ p [out A. in B]

In turn, checking the clauses for composite processes leads to the checks of
capabilities performed in Example 5, 6, and 7. Performing all the required checks
we find that the analysis estimate I of Example 5 is indeed an acceptable analysis
estimate for the 0CFA analysis. �
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P1 → P2 → · · · → Pi → · · ·�� |=

Γ

�� |=

Γ

�� |=

Γ

I I · · · I · · ·

Fig. 3. Subject reduction: the analysis estimate remains acceptable under execution.

Correctness of the 0CFA Analysis. Although the specification of the judge-
ment in the previous subsection was motivated by the transition relation it was
not formally linked to it. To do so we take the rather natural approach, famil-
iar from type systems, that the analysis estimate should not only describe the
initial configuration in an acceptable way but it must remain acceptable under
execution; then we know that all reachable configurations will be described by
the analysis estimate.

This is the “subject reduction” approach to correctness; it is illustrated in
Figure 3 and formalised by the following theorem:

Theorem 9. If I |=�
Γ P and P →∗ Q then I |=�

Γ Q.

For the proof we first show that the analysis estimate is invariant under the
structural congruence:

If P ≡ Q then I |=�
Γ P if and only if I |=�

Γ Q.

This amounts to a straightforward induction on the inference of P ≡ Q.
Next we prove that the analysis estimate is preserved under the transition

relation:
If P → Q and I |=�

Γ P then I |=�
Γ Q.

This amounts to a straightforward induction on the inference of P → Q.
Finally we prove the theorem by a simple numerical induction on the number

of steps k in P →k Q.

Implementation of the 0CFA Analysis. An abstract argument for why there
always is a best acceptable analysis estimate borrows from abstract interpreta-
tion [19,20,29]. The notion of “best estimate” means “least estimate” since we
decided to opt for over-approximation and hence we are looking for a value of I
that contains as few elements as possible. The abstract argument then amounts
to the Moore Family result (or model intersection property in model-theoretic
terminology):

Theorem 10. For each P , the set {I | I |=�
Γ P} is a Moore family; in other

words: for each P , if Y ⊆ {I | I |=�
Γ P} then +Y |=�

Γ P where (+Y)(μ) =⋂
{I(μ) | I ∈ Y}.

The proof is by structural induction on P . We are interested in the Moore family
property because a Moore family always contains a unique least element. Thus
it follows that the least analysis estimate can be expressed as +{I | I |=�

Γ P}
and in the world of type systems this corresponds to each process admitting a
single principal type.



220 Hanne Riis Nielson, Flemming Nielson, and Mikael Buchholtz

Table 3. Semantics of ALFP.

(ρ, σ) |= R (x1, . . . , xk) ⇔ (σ x1, . . . , σ xk) ∈ ρ R
(ρ, σ) |= ¬R (x1, . . . , xk) ⇔ (σ x1, . . . , σ xk) 
∈ ρ R

(ρ, σ) |= x = y ⇔ σ x = σ y
(ρ, σ) |= x 
= y ⇔ σ x 
= σ y

(ρ, σ) |= pre1 ∧ pre2 ⇔ (ρ, σ) |= pre1 and (ρ, σ) |= pre2
(ρ, σ) |= pre1 ∨ pre2 ⇔ (ρ, σ) |= pre1 or (ρ, σ) |= pre2

(ρ, σ) |= ∀x : pre ⇔ (ρ, σ[x �→ a]) |= pre for all a ∈ U
(ρ, σ) |= ∃x : pre ⇔ (ρ, σ[x �→ a]) |= pre for some a ∈ U

(ρ, σ) |= R (x1, . . . , xk) ⇔ (σ x1, . . . , σ xk) ∈ ρ R
(ρ, σ) |= 1 ⇔ true

(ρ, σ) |= clause1 ∧ clause2 ⇔ (ρ, σ) |= clause1 and (ρ, σ) |= clause2

(ρ, σ) |= pre =⇒ clause ⇔ (ρ, σ) |= clause whenever (ρ, σ) |= pre
(ρ, σ) |= ∀x : clause ⇔ (ρ, σ[x �→ a]) |= clause for all a ∈ U

The ALFP Logic. To actually compute the intended solution in polynomial time
we shall follow a rather general and elegant method where the specification is
translated into an extension of Horn clauses known as Alternation-free Least
Fixed Point Logic (ALFP). This is a first-order logic where the set of formulae
(or clauses), clause, and the set of preconditions, pre, are given by the following
grammar (subject to a notion of stratification limiting the use of negation):

pre ::= R (x1, . . . , xk) | ¬R (x1, . . . , xk) | x = y | x �= y
pre1 ∧ pre2 | pre1 ∨ pre2 | ∀x : pre | ∃x : pre

clause ::= R (x1, . . . , xk) | 1 | clause1 ∧ clause2 |
pre =⇒ clause | ∀x : clause

Here R is a k-ary predicate symbol for k ≥ 0, and y, x, x1, . . . denote arbitrary
variables, while 1 is the always true clause. (Since we shall not use negation in
this paper we dispense with explaining the notion of stratification.)

Given a universe finite U of atomic values and interpretations ρ and σ
for predicate symbols and free variables, respectively, the satisfaction relations
(ρ, σ) |= pre for pre-conditions and (ρ, σ) |= clause for clauses are defined in
a straightforward manner as shown in Table 3. Note that the definitions for
pre-conditions and clauses are similar for predicates R (x1, . . . , xk)), conjunction
(∧), and universal quantification (∀). We view the free variables occurring in a
formula as constant symbols or atoms from the finite universe U . Thus, given
an interpretation σ of the constant symbols, in the clause clause, we call an
interpretation ρ of the predicate symbols a solution provided (ρ, σ) |= clause.

Implementation Using ALFP. Calculating a least analysis estimate is done by
finding the least solution to an ALFP clause that is logically equivalent to the
specification of the analysis. The calculation of the least solution ρ is done auto-
matically using our Succinct Solver [35]. Recall that being the least interpretation
means that it contains as few elements as possible while still being acceptable.
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In the specification of an analysis we are free to use any mathematical no-
tation, while in the implementation we are limited by what we can express in
ALFP. For simple powerset based analyses, such as the ones considered in this
paper, the transformation from the specification to ALFP is relatively straight-
forward. For the analysis considered here the following transformations suffice:
– The mapping I : Group→ P(Group∪Cap) is encoded as a binary predi-

cate of sort Group× (Group ∪Cap).
– Correspondingly, set membership such as μ′ ∈ I(μ) is written as I(μ, μ′).
– Subset relations such as I(μ) ⊆ I(μ′) are written by explicitly quantifying

the elements in the first set: ∀u : I(μ, u)⇒ I(μ′, u).
– All groups μ and group capabilities inμ, outμ, and open μ are elements in

the universe U ; for a given process this universe will be finite.
It is straightforward to establish a formal relationship between the specifica-
tion and the implementation by giving a mapping (actually an isomorphism)
between the two representations of I and showing that the specification and the
implementation are logically equivalent under this mapping.

We apply the above encodings systematically to the specification of the anal-
ysis thus getting a new formulation from which we can generate ALFP clauses
for any given process P . The analysis of composite processes remains unchanged
except for the analysis of the ambient construct, which is changed into:

I |=�
Γ n [P ] iff I(�, μ) ∧ I |=μ

Γ P

where μ = Γ (n)

That is, the set membership is now written I(�, μ). Similarly, the analysis of
the capabilities are changed and in the case of open μ (where subset is used) the
clause becomes:

I |=�
Γ open n. P iff I(�, open μ) ∧ I |=�

Γ P ∧
∀ μp : I(μp, open μ) ∧

I(μp, μ)
⇒ ∀u : I(μ, u)⇒ I(μp, u)

where μ = Γ (n)

The rules for in- and out-capabilities are obtained in an analogous way.

Example 11. Finding the least analysis estimate for the 0CFA analysis of the
process

A [p [out A. in B]] | B [open p]

with Γ given by Γ (p) = P and Γ (A) = Γ (B) = S now amounts to finding the
solution to the ALFP clause:

I(�, S) ∧ Ambient A

I(S, P) ∧ Ambient p

I(P, out S) ∧ Capability out A
(∀μa, μg : I(μa, out S) ∧ I(S, μa) ∧ I(μg, S)

⇒ I(μg, μa)) ∧
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I(P, in S) ∧ Capability in B
(∀μa, μp : I(μa, in S) ∧ I(μp, μa) ∧ I(μp, S)

⇒ I(S, μa)) ∧
I(�, S) ∧ Ambient B

I(S, open P) ∧ Capability open p
(∀μp : I(μp, open P) ∧ I(μp, P)

⇒ ∀u : I(P, u)⇒ I(μp, u))

The resulting least solution I which satisfies the clause is:
I : (�, S), (S, P), from ambients

(P, out S), (�, P), from out
(P, in S), (S, S), from in
(S, open P), (S, out S), (S, in S) from open

This corresponds to the solution displayed in Example 5. �

The solution of an ALFP clause can be found in polynomial time in the size
of the universe i.e. in the number of groups and capabilities. This complexity
is due to a generalisation [35] of a meta-complexity result for Horn Clauses by
McAllester [25], which states that:

– The time needed to compute a solution is asymptotically the same as the
time needed to check the validity of an estimate.

– The degree of the complexity polynomial is dominated by one plus the nest-
ing depth of quantifiers occurring in the clause.

Consequently, the complexity bound can sometimes be improved by reformulat-
ing the clause to reduce the amount of quantifier nesting. Rather than improving
formulae using a general transformation scheme, like the use of tiling to reduce
quantifier nesting [36], or automatically estimating the run-time [32], we take
the more pragmatic, and more precise, approach of estimating the run-time em-
pirically [7], and use this as a basis for transforming the clause so as to improve
its running time [7].

A result of such an experiment is shown in Figure 4. Here the analysis has
been run on a number of processes with the same overall structure where a packet
is routed through a grid of m×m sites. The actual time that the Succinct Solver
spends on computing a solution is plotted against the size of the process.

The plot is shown using logarithmic scales on both axes so that a power
function shows up as a straight line. A crude least-squares estimate of the degree
of the complexity polynomial is displayed in the legend of the plot and we see
that the solving times are linear in the size of the process being analysed. This
is typical for most processes, though the analysis in some cases runs in time that
is quadratic in the size of the process.

Remark 12. We already said that for ALFP the time needed to compute the least
solution is asymptotically the same as the time needed to check the acceptability
of an estimate. Elaborating on the analogy to type systems explained above, one
could then coin the slogan:



Security for Mobility 223

10
1

10
2

10
3

10
4

10
−3

10
−2

10
−1

10
0

10
1

0CFA for Mobile Ambients 

Process size (N)

S
ol

vi
ng

 ti
m

e 

Measured solving times
Estimated complexity   O(N1.01)

Fig. 4. Estimating the complexity empirically.

ALFP-based Flow Logic studies a class of simple Type Systems
where type checking and type inference have the same asymptotic
complexity.

In the absence of principal types this is quite different from type systems based
on subtyping where type checking usually takes polynomial time but where type
inference often would seem to require non-deterministic polynomial time (in
practise exponential time) due to the need to search for the right types. �

2.3 Crossing Control and Opening Control

The analysis not only approximates the hierarchical structure of the ambients
but also the access operations that an ambient may possess. This facilitates
validating the following security properties [12]:
– Crossing control: may an ambient m cross the boundary of another ambient

n either by entering it (using in-capabilities) or by exiting it (using out-
capabilities)?

– Opening control: may an ambient n be dissolved by another ambient m (using
open-capabilities)?
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In each case we proceed as follows:
– First, we describe the desired property dynamically, i.e. we express it using

the concepts and notation of the reduction semantics.
– Second, we describe the property statically, i.e. we re-express it using the

concepts and notation of the static analysis.
– Third, we show the semantic correctness of these formulations: that the static

formulation of the property implies the dynamic formulation.
– Finally, we argue that the test can be performed by means of the techniques

used for implementing the analysis, which in our case means that the static
properties can be determined in polynomial time.

Crossing Control. The dynamic notion amounts to saying that an ambient n
can cross the ambient n′ during the execution of a process P whenever in some
reachable configuration n executes the inn′ or the outn′ capability. This can be
reformulated in terms of groups:
Definition 13 (Dynamic Notion of Crossing). Ambients of group μ can
cross ambients of group μ′ during the execution of P whenever
1. P →∗ Q,
2. some ambient n in Q contains an executable capability inn′ or an executable

capability outn′, and
3. n is of group μ and n′ is of group μ′.

We could choose to define the dynamic notion both with and without groups but
we shall focus on the former since it more directly relates to the static notion
studied below.

The static notion is expressed in terms of the 0CFA analysis. It amounts to
saying that ambients of group μ may cross ambients of group μ′ during the exe-
cution of P whenever the precondition in the clause for in-capabilities is satisfied
or the precondition in the clause for out-capabilities is satisfied. To express this
in a succinct manner we decide to introduce an“observation predicate”, named
D for dynamics, to keep track of the capabilities recorded by I that may actually
execute according to the analysis. We let D be a mapping D : Group→ P(Cap)
and modify the clauses for in and out to read:

(I,D) |=�
Γ inn. P iff in μ ∈ I(�) ∧ (I,D) |=�

Γ P ∧
∀ μa, μp : in μ ∈ I(μa) ∧

μa ∈ I(μp) ∧
μ ∈ I(μp)

⇒ μa ∈ I(μ) ∧ in μ ∈ D(μa)
where μ = Γ (n)

(I,D) |=�
Γ outn. P iff out μ ∈ I(�) ∧ (I,D) |=�

Γ P ∧
∀ μa, μg : out μ ∈ I(μa)∧

μa ∈ I(μ) ∧
μ ∈ I(μg)

⇒ μa ∈ I(μg) ∧ out μ ∈ D(μa)
where μ = Γ (n)
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Using the information in the “observation predicate” D the static notion of
what it means for an ambient to cross the boundary of another ambient can be
defined as follows:

Definition 14 (Static Notion of Crossing). Ambients of group μ possibly
may cross ambients of group μ′ during the execution of P whenever

inμ′ ∈ D(μ) ∨ outμ′ ∈ D(μ)

for the least I and D such that (I,D) |=�
Γ P .

This static condition is checkable in polynomial time.

Example 15. With respect to Γ and I as displayed in Example 5 the least esti-
mate for the modified analysis will produce a relation D that contains exactly
the same capabilities as recorded in I; i.e. ∀μ : D(μ) = I(μ) ∩Cap. Hence the
analysis can be used to validate (where “will never” is the negation of “possibly
may”):

– Ambients of group P possibly may cross ambients in group S;
because in S ∈ D(P) ∨ out S ∈ D(P).

– Ambients in group S will never cross ambients in group P;
because in P �∈ D(S) ∧ out P �∈ D(S).

It is interesting to observe that a more precise analysis is needed to validate
that ambients of group S will never cross ambients in group S since we do not
have that in S �∈D(S)∧out S �∈D(S). And indeed, we also have S ∈ I(S) indicating
that as far as the analysis can see, some ambient of group S may turn up inside
some ambient of group S. �

The correctness of the static test with respect to the dynamic semantics is
formally expressed as follows:

Theorem 16 (Crossing Control).

1. If ambients of group μ can cross ambients of group μ′ during the execution
of P then ambients of group μ possibly may cross ambients of group μ′

during the execution of P .
2. If ambients of group μ will never cross ambients of group μ′ during the

execution of P then ambients of group μ cannot cross ambients of group
μ′ during the execution of P .

The proposition is a corollary of the subject reduction result (Theorem 9); also
note that the second statement is the contrapositive version of the first statement
(and hence that they are logically equivalent).

Opening Control. The dynamic notion amounts to saying that an ambient n
can open the ambient n′ during the execution of P whenever some n executes the
open n′ capability in some reachable configuration. Again we define the notion
in terms of groups.
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Definition 17 (Dynamic Notion of Opening). Ambients of group μ can
open ambients of group μ′ during the execution of P whenever

1. P →∗ Q,
2. some ambient n in Q contains an executable capability open n′, and
3. n is of group μ and n′ is of group μ′.

The static notion is once again expressed in terms of the 0CFA analysis.
It amounts to saying that ambients of group μ may open ambients in group
μ′ whenever the precondition in the clause for open-capabilities is satisfied. As
before we use a modified clause for extracting the “executable” capabilities in D:

(I,D) |=�
Γ open n. P iff open μ ∈ I(�) ∧ (I,D) |=�

Γ P ∧
∀ μp : open μ ∈ I(μp) ∧

μ ∈ I(μp)
⇒ I(μ) ⊆ I(μp) ∧ open μ ∈ D(μp)

where μ = Γ (n)

and the static property can be defined accordingly:

Definition 18 (Static Notion of Opening). Ambients of group μ possibly
may open ambients of group μ′ during the execution of P whenever

open μ′ ∈ D(μ)

for the least I and D such that (I,D) |=�
Γ P .

As before the condition is checkable in polynomial time.

Example 19. With respect to Γ , I and D as given in Examples 5 and 15, respec-
tively, the analysis can be used to validate that ambients of group S possibly
may open ambients in group P, because open P ∈ D(S), and that ambients in
group P will never open any ambients, because ∀μ : open μ �∈ D(P). �

Theorem 20 (Opening Control).

1. If ambients of group μ can open ambients in group μ′ during the execution
of P then ambients of group μ possibly may open ambients in group μ′

during the execution of P .
2. If ambients of group μ will never open ambients in group μ′ during the

execution of P then ambients of group μ cannot open ambients in group
μ′ during the execution of P .

As before this is a corollary of the subject reduction result (Theorem 9).

3 Discretionary Access Control

The notion of discretionary access control originates from operating systems
where it is used to define a reference monitor for governing the access operations
(typically read, write and execute) that active subjects (typically programs or
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users) can perform on passive objects (typically files or external devices). The
reference monitor is then implemented as part of the operating system. Although
traditionally implemented as access control lists, often based on grouping users
into three layers (the user, a group of users, all users), conceptually the specifi-
cation of access control takes the form of a matrix [22]:

o
b
j
e
c
t
s

s u b j e c t s

the operations a
subject may perform

on an object
�����

When adapting discretionary access control to Mobile Ambients we should re-
think the concepts of subject, object and access operation. It seems very natural
to let the access operations be the basic capabilities (in, out and open) of Mobile
Ambients since the notions of read, write and execute are indeed the basic op-
erations of a traditional operating system. Then subjects and objects will both
be ambients; the subject will be the ambient containing the capability and the
object the other ambient involved (typically the one being moved into or being
moved out of).
Safe Ambients [24] extend Mobile Ambients to deal with discretionary access
control. Since it is not in the distributed nature of Mobile Ambients to have
a single global access control matrix it is implemented as access rights, or co-
capabilities, placed inside the objects. Syntactically this leads to modifying the
syntax of Mobile Ambients as follows:

P ::= · · · as before · · ·
M ::= in n | out n | open n capabilities ≈ access operations
| in n | out n | open n co-capabilities ≈ access rights

A transition only takes place if a capability of the subject is matched by a
corresponding co-capability in the object:
– If m wants to move into n then n should be willing to let ambients enter;

i.e. n must have the co-capability in n:

m

inn.P Q

n

in n.R | S −→

n

R | S
m

P | Q

– If m wants to move out of n then n should be willing to let ambients leave;
i.e. n must have the co-capability out n:

n

out n.R | S

m

outn.P | Q −→
m

P | Q
n

R | S
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– If m wants to dissolve n then n should be willing to be dissolved; i.e. n must
have the co-capability open n:

open n.P

n

open n.Q | R −→ P | Q | R

This amounts to integrating the reference monitor into the semantics i.e. the
transition relation.

3.1 Syntax and Semantics of Discretionary Ambients
Discretionary Ambients goes one step further in giving an account of discre-
tionary access control that is as refined as illustrated by the access control ma-
trix above. We do so by augmenting co-capabilities with a subscript indicating
the group of ambients permitted to perform the corresponding capability:

P ::= (νμ)P | (νn : μ)P | 0 | P1 | P2 | !P | n[P ] | M. P

M ::= in n | out n | open n | inμn | outμn | openμn

Hence the basic transitions need to be determined relative to a type environment
Γ mapping ambient names to groups; below we write n : μ to indicate that
Γ (n) = μ.
– For the in-capability we have

m : μ

inn.P Q

n

inμ n.R | S −→

n

R | S
m

P | Q

so n is willing to let ambients of group μ enter.

– For the out-capability we have
n

outμ n.R | S

m : μ

outn.P | Q −→
m

P | Q
n

R | S

so n is willing to let ambients of group μ leave.

– For the open-capability we have

open n.P

n

openμ n.Q | R

m : μ

−→

m

P | Q | R

so n is willing to be dissolved within ambients of group μ.
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Table 4. Transition relation for Discretionary Ambients.

Γ [μ �→ �] 	 P → Q

Γ 	 (νμ)P → (νμ)Q

Γ 	 P → Q

Γ 	 n[P ] → n[Q]

Γ 	 P → Q

Γ 	 P | R → Q | R

P ≡ P ′ Γ 	 P ′ → Q′ Q′ ≡ Q

Γ 	 P → Q

Γ [n �→ μ] 	 P → Q

Γ 	 (νn : μ)P → (νn : μ)Q
if μ ∈ dom(Γ )

Γ 	 m[in n. P | Q] | n[inμn. R | S]

→ n[m[P | Q] | R | S] if Γ (m) = μ

Γ 	 n[m[out n. P | Q] | outμn. R | S]

→ m[P | Q] | n[R | S] if Γ (m) = μ

Γ 	 m[open n. P | n[openμn. Q | R]]

→ m[P | Q | R] if Γ (m) = μ

The semantics of Discretionary Ambients is a straightforward extension of the
semantics of Mobile Ambients. It consists of the structural congruence relation,
P ≡ Q, defined in Table 1 and the transition relation, Γ � P → Q, defined in
Table 4. Here Γ is a type environment mapping names to groups and groups to
the special token *.

Example 21. We may express the process of Figure 1 in Discretionary Ambients
as follows:

A[p[out A.in B.openS p] | outP A] | B[inP B.open p]

where we assume that Γ (A) = Γ (B) = S and Γ (p) = P i.e. that the sites A and
B are in the group S and the packet p is in the group P. The packet may move
out of A since it has the capability out A and furthermore A grants it the right
to do so because it has the co-capability outP A (and exploiting that p is in the
group P). So in the first step the system may evolve into:

A[ ] | p[in B.openS p] | B[inP B.open p]

Now p has the capability to enter B and B has the co-capability to let it do so;
the system becomes:

A[ ] | B[p[openS p] | open p]

In the final step B has the capability to open p and p grants it the right to do
so since B is in the group S and we then obtain:

A[ ] | B[ ]

as the final configuration. �

Remark 22. The classical Mobile Ambients do not support access control: an
object has no way of restricting which operations the subjects may perform on
it. Safe Ambients [24] allows to model a very rudimentary form of access control
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as the objects may use the co-capabilities in n, out n and open n to control which
operations they engage in. However, the possession of one of these co-capabilities
gives access to any subject with a corresponding capability; there is no way of
allowing some subjects but not others to perform the operation. Discretionary
Ambients models the more general form of access control corresponding to the
classical developments because the co-capabilities put restrictions on the subjects
allowed to perform the operations.

The difference can be illustrated for the running example where the access
control matrices could be viewed as being:

Safe subject
Ambients

object

A B p

A out A out A out A
B in B in B in B
p open p open p open p

Discretionary subject
Ambients

object

A : S B : S p : P

A − − outP A
B − − inP B
p open

S
p open

S
p −

Note that for Safe Ambients columns must necessarily be equal.
Compared to the classical setting the access control matrices in Discretionary

Ambients are much more dynamic structures that may evolve as the process ex-
ecutes. This is due to the fact that co-capabilities vanish once they have been
used. If we want to model the classical setting more faithfully we should therefore
always use co-capabilities that are individual threads and prefixed with the repli-
cation operator: e.g. ! inP B will continue to grant subjects of group P permission
to enter the ambient B as many times as needed. �

3.2 Adapting the 0CFA Analysis to Discretionary Ambients

To adapt the 0CFA analysis to deal with Discretionary (or Safe) Ambients we
must modify the functionality of I to record

– as before: which ambient groups may be inside an ambient in group μ,
– as before: which access operations (capabilities) may be possessed by an am-

bient in group μ (as subject), and
– additionally: which access rights (co-capabilities) may be possessed by an

ambient in group μ (as object).

Hence we shall use

I : Group→ P(Group ∪Cap ∪Cap)

where capabilities and co-capabilities are given by:

capabilities m ∈ Cap m ::= in μ | out μ | open μ
co-capabilities m ∈ Cap m ::= inμ′ μ | outμ′ μ | openμ′ μ

We shall find it useful also to incorporate the observations D as discussed in
Subsection 2.3 and thus have:

D : Group→ P(Cap ∪Cap)
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Specification of the Adapted 0CFA Analysis. It is straightforward to
adapt the specification of the 0CFA analysis from Section 2.2 to deal with Dis-
cretionary Ambients. In particular no changes are needed for the analysis of the
composite processes.

For co-capabilities we simply record the presence of the co-capability much
as was the case for ambients:

(I,D) |=�
Γ inμa n. P iff inμaμ ∈ I(�) ∧ (I,D) |=�

Γ P
where μ = Γ (n)

(I,D) |=�
Γ outμa n. P iff outμaμ ∈ I(�) ∧ (I,D) |=�

Γ P
where μ = Γ (n)

(I,D) |=�
Γ openμp n. P iff openμpμ ∈ I(�) ∧ (I,D) |=�

Γ P
where μ = Γ (n)

For capabilities we need to add one conjunct in each precondition that ensures
that the capability is matched by a corresponding co-capability:

(I,D) |=�
Γ inn. P iff in μ ∈ I(�) ∧ (I,D) |=�

Γ P ∧
∀ μa, μp : in μ ∈ I(μa) ∧ μa ∈ I(μp) ∧ μ ∈ I(μp) ∧

inμaμ ∈ I(μ) μ provides the access right to μa

⇒ μa ∈ I(μ) ∧ in μ ∈ D(μa) ∧ inμaμ ∈ D(μ)
where μ = Γ (n)

(I,D) |=�
Γ outn. P iff out μ ∈ I(�) ∧ (I,D) |=�

Γ P ∧
∀ μa, μg : out μ ∈ I(μa) ∧ μa ∈ I(μ) ∧ μ ∈ I(μg) ∧

outμaμ ∈ I(μ) μ provides the access right to μa

⇒ μa ∈ I(μg) ∧
out μ ∈ D(μa) ∧ outμaμ ∈ D(μ)

where μ = Γ (n)

(I,D) |=�
Γ open n. P iff open μ ∈ I(�) ∧ (I,D) |=�

Γ P ∧
∀ μp : open μ ∈ I(μp) ∧ μ ∈ I(μp) ∧

openμpμ ∈ I(μ) μ provides the access right to μp

⇒ I(μ) ⊆ I(μp) ∧
open μ ∈ D(μp) ∧ openμpμ ∈ D(μ)

where μ = Γ (n)

Here D records capabilities and co-capabilities whenever they may be executed.

Example 23. Continuing Example 21 we take Γ to be as before (i.e. Γ (p) = P

and Γ (A) = Γ (B) = S) and obtain the following best estimates of I and D of
the 0CFA given above:
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I(�) = {S, P}
I(S) = {P, in S, out S, open P, inP S, outP S, openS P}
I(P) = {in S, out S, openS P}

D(�) = ∅
D(S) = {open P, inP S, outP S}
D(P) = {in S, out S, openS P}

The notion of crossing control from Section 2.3 can easily be adapted to the set-
ting of Discretionary Ambients. Now the analysis finds that ambients of group S

will never cross ambients of group S since in S �∈ D(S) and out S �∈ D(S). This is
unlike what was the case for the analysis of Mobile Ambients in Example 15. �

Remark 24. Clearly the analysis can be simplified to deal with Safe Ambients,
rather than Discretionary Ambients, although with a loss in precision. This is
done by “ignoring” the groups in the co-capabilities in the specification of the
analysis above. Continuing Example 23 we can express the system in Safe Am-
bients by omitting the subscripts to the co-capabilities:

A [ p [ out A. in B. open p ] | out A ] | B [ in B. open p ]

When we apply the (modified) analysis from above to this process, however,
the best analysis estimate will resemble the one found for Mobile Ambients in
Example 15 and is no longer able to ensure that ambients of group S cannot
cross ambients of group S. �

Correctness of the Adapted 0CFA Analysis. The correctness of the anal-
ysis for Discretionary Ambients is still a “subject reduction” result saying that
the validity of an analysis estimate is preserved during execution:

Theorem 25. If (I,D) |=�
Γ P and Γ � P →∗ Q then (I,D) |=�

Γ Q.

Implementation of the Adapted 0CFA Analysis. The Moore Family prop-
erty still ensures that all processes admit a least analysis estimate:

Theorem 26. The set {(I,D) | (I,D) |=�
Γ P} is a Moore family.

Also the implementation in ALFP proceeds exactly as in Section 2.2.

Precision of the Adapted 0CFA Analysis. The 0CFA analysis of Discre-
tionary Ambients seems to be more precise than the corresponding 0CFA analysis
of Mobile Ambients. An occurrence of this phenomenon is Example 23 where the
analysis of Discretionary Ambients reveals that ambients of group S will never
cross ambients of S; on the other hand the analysis of the Mobile Ambients
version of the same process in Example 15 is not able to give the same precise
result.

The better precision can be ascribed to the extra information that co-capa-
bilities give about the behaviour of the process. This extra information allows for
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additional constraints on the analysis result, which in turn makes the analysis
more precise. For example, accumulated errors where one “incorrect element” in
the solution gives rise to several more incorrect elements are less likely to occur
because it is improbable for an incorrect element to fulfil the extra constraints
inferred by the co-capabilities.

Example 27. The analysis gains precision by the way access control is added to
the processes. Consider for example the process:

a[ ] | b[ ] | c[b[in a]]

which is analysed in a type environment where Γ (a) = A, Γ (b) = B, and
Γ (c) = C. When analysed with the 0CFA analysis for Mobile Ambients we get
the correct but imprecise result I1 indicating that that b may turn up inside a.

I1(�) = {A, B, C}
I1(A) = {B}
I1(B) = {in A}
I1(C) = {B}

I2(�) = {A, B, C}
I2(A) = ∅
I2(B) = {in A}
I2(C) = {B}

I3(�) = {A, B, C}
I3(A) = {inBA, B}
I3(B) = {in A}
I3(C) = {B}

Suppose that we add access rights to the above process in order not to allow b to
enter a. In that case, we do not add any co-capabilities and the process above is
just viewed as a Discretionary Ambient process. The analysis result I2 found us-
ing the 0CFA analysis of Discretionary Ambients, however, now correctly shows
that b cannot show up inside a.

Suppose on the other hand that we add access rights in order to allow b to
enter a. Then we add the co-capability inBa and get the process:

a[inBa] | b[ ] | c[b[in a]]

Now, we get the analysis result I3 that imprecisely shows that b can turn up
in a. We conclude that the additional precision strongly depends on how access
rights are added. �

3.3 A Context-Sensitive 1CFA Analysis

In preparation for the study of mandatory access control in the next section we
shall now develop a more precise analysis of Discretionary Ambients. Instead
of merely recording the father-son relationship it takes the grandfather into
account and directly records the grandfather-father-son relationship by means
of a ternary relation.

As before the analysis approximates the behaviour of a process by a single
abstract configuration that describes all the possible derivatives that the process
may have. It distinguishes between the various groups of ambients but not be-
tween the individual ambients. Unlike before the analysis is context-sensitive in
keeping track of the grandfather relevant for the father-son relationship. Hence
the analysis represents the tree structure of the processes by a ternary relation

I : Group×Group→ P(Group ∪Cap ∪Cap)
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so that μs ∈ I〈μg, μf 〉 means that μs is a son of μf while at the same time μf

is a son of μg. In a similar way the “observation predicate” becomes a ternary
relation

D : Group×Group→ P(Cap ∪Cap)

Example 28. For the running example of Example 21 we may use the following
definition of I. Here , is the father of �, i.e. , is the grandfather of the top-level
ambients in the process being analysed. The entries specify the set of sons with
a given combination of grandfather and father:

grandfather

f
a
t
h
e
r

I , � S P

� {P, S}
S {P, in S, out S, open P,

inPS, outPS, openSP}
P {in S, out S, openSP} {in S, out S, openSP}

To be more specific, the fragment p[out A.in B.openS p] will give rise to in S ∈
I(S, P), out S ∈ I(S, P), openSP ∈ I(S, P) as shown above. We shall come back
to D in Example 29. �

Specification of the 1CFA Analysis. The judgement of the analysis takes
the form

(I,D) |=〈�,�〉
Γ P

and expresses that I and D are safe approximations of the configurations that
P may evolve into when ambient names are mapped to groups as specified by
Γ and when , and � are the ambient groups of the grandfather and father,
respectively.

Analysis of Composite Processes. It is rather straightforward to adapt the clauses
for analysing composite processes:

(I,D) |=〈�,�〉
Γ (νn : μ)P iff (I,D) |=〈�,�〉

Γ [n �→μ] P

(I,D) |=〈�,�〉
Γ (νμ)P iff (I,D) |=〈�,�〉

Γ [μ�→�] P

(I,D) |=〈�,�〉
Γ 0 iff true

(I,D) |=〈�,�〉
Γ P1 | P2 iff (I,D) |=〈�,�〉

Γ P1 ∧ (I,D) |=〈�,�〉
Γ P2

(I,D) |=〈�,�〉
Γ !P iff (I,D) |=〈�,�〉

Γ P

(I,D) |=〈�,�〉
Γ n[P ] iff μ ∈ I〈,, �〉 ∧ (I,D) |=〈�,μ〉

Γ P
where μ = Γ (n)

The only modification worth observing is the change of ambience in the final
rule: the father � now becomes the grandfather and the ambient μ now becomes
the father when analysing the process P .
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Analysis of Co-capabilities hardly requires any changes:

(I,D) |=〈�,�〉
Γ inμn. P iff inμμ′ ∈ I〈,, �〉 ∧ (I,D) |=〈�,�〉

Γ P
where μ′ = Γ (n)

(I,D) |=〈�,�〉
Γ outμn. P iff outμμ′ ∈ I〈,, �〉 ∧ (I,D) |=〈�,�〉

Γ P
where μ′ = Γ (n)

(I,D) |=〈�,�〉
Γ openμn. P iff openμμ′ ∈ I〈,, �〉 ∧ (I,D) |=〈�,�〉

Γ P
where μ′ = Γ (n)

Analysis of Capabilities require a number of changes; we begin with the in-
capability (explained below):

(I,D) |=〈�,�〉
Γ in n. P iff⎡

⎢⎢⎢⎢⎢⎣
in μ ∈ I〈,, �〉 ∧ (I,D) |=〈�,�〉

Γ P ∧

∀μa, μp, μq :

⎡
⎢⎢⎣

in μ ∈ I〈μp, μa〉 ∧
μa ∈ I〈μq, μp〉 ∧
μ ∈ I〈μq, μp〉 ∧
inμaμ ∈ I〈μp, μ〉

⎤
⎥⎥⎦⇒

⎡
⎢⎢⎣

μa ∈ I〈μp, μ〉 ∧
I〈μp, μa〉 ⊆ I〈μ, μa〉 ∧
in μ ∈ D〈μp, μa〉 ∧
inμaμ ∈ D〈μp, μ〉

⎤
⎥⎥⎦

⎤
⎥⎥⎥⎥⎥⎦

where μ = Γ (n)

Recall that the semantic rule is:
· : μq

m : μa

in n.P

n : μ

inμa n.Q

· : μp

−→

· : μq

n : μ

| Q
m : μa

P

· : μp

As before the first step is to identify a potential redex:

– in μ ∈ I〈μp, μa〉 ensures that the in n capability is present inside some am-
bient m; here n has group μ and m has group μa whereas μp is the group of
m’s father.

– μa ∈ I〈μq, μp〉 establishes more of m’s (i.e. μa’s) context: its father is μp

and its grandfather is μq.
– μ ∈ I〈μq, μp〉 will now ensure that n (i.e. μ) is a sibling of m: it has the same

father μp and grandfather μq.
– inμaμ ∈ I〈μp, μ〉 finally ensures that n (i.e. μ) grants the access right to m

(i.e. μa) in the context established by the father μp of μ.

In addition to identifying possible n’s and m’s of the semantic rule these steps
also identify the context of the redex and thereby rule out some of the confusion
that is inevitable when the ambient names are replaced by groups.

Having identified a potential redex in this way the next step is to record in
I the effect of reducing the redex. This is expressed by:
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– μa ∈ I〈μp, μ〉 records that m (i.e. μa) is moved into n (i.e. μ) and this hap-
pens only when μp is the father.

– I〈μp, μa〉 ⊆ I〈μ, μa〉 records that everything inside μa with grandfather μp

(the processes P and Q in the semantic rule) as a result of the reduction
also may have grandfather μ.

Note that the latter step is considerably more involved than in the 0CFA analysis
due to the need to update the context of all entities moved. Finally we need to
update the “observation predicate” D:

– in μ ∈ D〈μp, μa〉 records that the in-capability was executed.

– inμaμ ∈ D〈μp, μ〉 records that the in-co-capability was executed.

The out-capability follows much the same pattern

(I,D) |=〈�,�〉
Γ out n. P iff⎡

⎢⎢⎢⎢⎣
out(μ) ∈ I〈,, �〉 ∧ (I,D) |=〈�,�〉

Γ P ∧

∀μa, μg, μq :

⎡
⎢⎢⎣
out(μ) ∈ I〈μ, μa〉 ∧
μa ∈ I〈μg, μ〉 ∧
μ ∈ I〈μq, μg〉 ∧
outμaμ ∈ I〈μg, μ〉

⎤
⎥⎥⎦⇒

⎡
⎢⎢⎣
μa ∈ I〈μq, μg〉 ∧
I〈μ, μa〉 ⊆ I〈μg, μa〉 ∧
out(μ) ∈ D〈μ, μa〉 ∧
outμaμ ∈ D〈μg, μ〉

⎤
⎥⎥⎦

⎤
⎥⎥⎥⎥⎦

where μ = Γ (n)

corresponding to the semantics:
· : μq

· : μa

P| outμa n.Q

n : μ

Q

· : μg

−→

· : μq

n : μ

· : μa

out n.P

· : μg

Also the open-capability follows much the same pattern

(I,D) |=〈�,�〉
Γ open n. P iff⎡

⎢⎢⎣
open μ ∈ I〈,, �〉 ∧ (I,D) |=〈�,�〉

Γ P ∧

∀μp, μq :

⎡
⎣open μ ∈ I〈μq, μp〉 ∧
μ ∈ I〈μq, μp〉 ∧
openμpμ ∈ I〈μp, μ〉

⎤
⎦⇒

⎡
⎣I〈μp, μ〉 ⊆ I〈μq, μp〉 ∧
open μ ∈ D〈μq, μp〉 ∧
openμpμ ∈ D〈μp, μ〉

⎤
⎦
⎤
⎥⎥⎦

where μ = Γ (n)

corresponding to the semantics:
· : μq

P Q

· : μp

−→

· : μq

open n.P

n : μ

openμp
n.Q

· : μp
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Example 29. Consider the analysis of our running example of Example 21 (again
taking Γ (A) = Γ (B) = S and Γ (p) = P):

(I,D) |=〈�,�〉
Γ A [ p [ out A. in B. openS p ] | outP A ] | B [ inP B. open p ]

This formula will be satisfied when I is (as in Example 28)

grandfather

f
a
t
h
e
r

I , � S P

� {P, S}
S {P, in S, out S, open P,

inPS, outPS, openSP}
P {in S, out S, openSP} {in S, out S, openSP}

and D is given by:

grandfather

f
a
t
h
e
r

D , � S P

�
S {in S, open P,

inPS, outPS}
P {in S} {out S, openSP}

One may observe that D(· · · ) is often a strict subset of I(· · · ) ∩ (Cap ∪Cap).
This shows that a number of capabilities will never occur in a setting where they
are allowed to execute. In particular, even though I(�, P) contains out S as well
as openSP, they are absent in D(�, P) and hence cannot execute. �

Correctness of the 1CFA Analysis. The semantic correctness of the analysis
is expressed by the following subject reduction result:

Theorem 30. If (I,D) |=〈�,�〉
Γ P and Γ � P →∗ Q then (I,D) |=〈�,�〉

Γ Q.

As before the proof is by induction in the length of the derivation sequence; each
step is by induction on the inference in the semantics and uses that structurally
congruent processes admit the same analysis results.

Implementation of the 1CFA Analysis. The Moore family property ensures
that all processes can be analysed and admit a least analysis estimate:

Theorem 31. The set {(I,D) | (I,D) |=〈�,�〉
Γ P} is a Moore family.

Though the analysis is more complex that the 0CFA analysis it is still ex-
pressible in ALFP using the encodings described in Section 2.2. Hence, the imple-
mentation is again done using the Succinct Solver. However, the time complexity
of the calculation of the analysis result for the 1CFA analysis is higher than that
of the 0CFA analysis although still within polynomial time. We report in Table 5
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Table 5. Running times for 0CFA versus 1CFA on four scalable test processes.

A B C D

0CFA O(N1.03) O(N1.03) O(N2.32) O(N1.22)
1CFA O(N1.98) O(N2.00) O(N3.34) O(N2.01)
Size of
Group

O(N1) O(N1) O(N1/2) O(N2/3)

on some practical experiments where the time spent for computing the analysis
result is expressed in terms of the size N of the process for four scalable test
processes. The test processes describe a packet being routed though a network
of sites with different network topology.

One reason for the higher complexity of the 1CFA is that the size of the
analysis estimate for the 1CFA potentially is larger than size of the analysis esti-
mate for the 0CFA by a factor corresponding to the number of groups in Group
(i.e. the potential number of elements in Group×Group→ P(Group ∪Cap∪
Cap) versus Group→ P(Group ∪Cap ∪Cap)). The results for the first two
test processes, A and B behave exactly as expected. This is also largely the case
for the last test process, D, taking into account that the number of groups here
is not linear in the size of the process. The odd-one-out is the result for the
test process C; here we conjecture that the 1CFA analysis is more costly than
expected because the lower number of groups means that many ambients get
mixed up, i.e. that many more contexts have occurrences of the same group.
Thus the precision of the 1CFA is outweighed by the imprecision of the group
information.

Precision of the 1CFA Analysis. The 1CFA analysis is more precise than
the 0CFA analysis in that it records more of the context in which capabilities
can be used.

Example 32. Recall the process of Example 27

a[inBa] | b[ ] | c[b[in a]]

where the 0CFA of Discretionary Ambients imprecisely finds that b may enter a
(as shown by I3 of Example 27).

The 1CFA analysis gives rise the least estimate I:

I , � A B C

� {A, B, C}
A {inBA}
B {in A}
C {B}

It shows that the 1CFA analysis is able to record that the capability in a is not
inside b in a context where b is actually a sibling to a. Thus, the analysis result
show that b will not show up in a. �
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(secret,{staff})
(secret,{staff,guest})

(secret,{guest})
(secret,∅)

(public,{staff})
(public,{staff,guest})

(public,{guest})
(public,∅)

Fig. 5. Example security lattices for confidentiality.

4 Mandatory Access Control

The aim of this section is to show how the Bell-LaPadula [3,22] and Biba [4,22]
models can be reformulated for Discretionary Ambients and thereby to construct
the appropriate reference monitor semantics. The first design decision is to assign
security levels/integrity levels to the groups rather than the ambients; an ambient
then inherits the level of its group. We shall therefore extend the syntax of group
introduction to have the form (νμ�)P meaning that μ has the level 
. It is now
straightforward to extend the semantics to map groups to security/integrity
levels; the key rule is:

Γ [μ $→ 
] � P → Q

Γ � (νμ�)P → (νμ�)Q

The security/integrity level information is then used in formalising reference
monitors in the spirit of the Bell-LaPadula and Biba models; this is covered in
the following subsections and takes the form of defining augmented semantics
with judgements of the forms Γ � P →→ Q. We shall allow to write →→BLP and
→→Biba to differentiate between the two choices.

4.1 Confidentiality: The Bell-LaPadula Model

Dynamic Formulation of the Bell-LaPadula Model. The Bell-LaPadula
security model [3,22] is expressed using an access control matrix and an assign-
ment of security levels to objects and subjects; the security levels are arranged
in a lattice (L,≤) where 
1 ≤ 
2 means that 
1 has a lower security level than

2. The overall aim is then to enforce confidentiality by preventing information
from flowing downwards from a high security level to a low security level.

To exemplify our interpretation of the Bell-LaPadula model for ambients we
use a simple lattice (L,≤) with L = {public, secret} and public ≤ secret as is
one of the possibilities illustrated in Figure 5. Conceptually we regard a secret
ambient as a protective boundary from which no information is allowed escape
outwards to a public ambience. Thus, “anything” is allowed to happen inside
or outside the boundary but restrictions are imposed on which ambients can
leave it. This can be effectuated by making a number of restrictions on when
operations (i.e. in, out, and open) on ambients are allowed. Informally, we state
these restrictions as follows:
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– any ambient can enter any other ambient;
– an ambient can only leave a secret ambient in a secret ambience; and
– a secret ambient can only be dissolved in a secret ambience.

The first item reflects that since nothing moves outwards when an in-capability
is executed then confidentiality cannot be effected. This is in contrast to the
situation for an out-capability where we must prevent movement from a secrets
ambient out to a public ambience. Correspondingly, the third condition expresses
that secret information inside a secret ambient is not allowed to flow into a public
ambience when the secret ambient is opened.

These conditions can be formalised as side conditions to the semantic rules as
shown below. The side conditions are modifications of the previous rules in that
they incorporate the dynamic checks to be performed by the reference monitor.
As an example, the rule for out now contains information about the encapsulating
ambient in order to formalise the second condition. The formulation below is
specialised to the security lattice {public, secret} whereas the formulation in Table
6 is sufficiently general to deal with an arbitrary security lattice.

m : μ

in n.P Q

n

inμn.R | S −→→

n

R | S

m

P | Q

any ambient can enter any
other ambient (hence, there
is no side condition).

p :μ′′
n :μ′

outμn.R | S

m : μ

out n.P | Q −→→

p

m

P | Q

n

R | S

a secret ambient can leave
an ambient in a secret am-
bience:
Γ (μ) = secret ⇒

Γ (μ′′) = secret

open n.P

n : μ′

openμn.Q | R

m : μ

−→→

m

P | Q | R

a secret ambient can be dis-
solved in a secret ambience:
Γ (μ′) = secret ⇒

Γ (μ) = secret

Note that the clause for the out-capability compares the security levels of p
and m — and that p and m have a grandfather-son relationship; this is the key
reason for why the 1CFA analysis is going to produce better results than the
0CFA analysis.

Example 33. Returning to the running example (expressed in Discretionary Am-
bients) of Example 21 we first assume that the sites are secret, that the packet is
public, and that the overall system is in a public ambience. The packet can move
out of the site A because it is public and thus it does not impose the additional
conditions on the ambience. The packet can always move into the site B and
since it is public it can be opened inside B. So the execution explained in Ex-
ample 21 is accepted by the reference monitor. This means that the transitions
outlined in Example 21 hold for → as well as →→.

Alternatively, let us assume that the sites are public but that the packet is
secret. Now the packet is not allowed to leave A unless the overall system is in
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Table 6. Reference monitor semantics for Bell-LaPadula.

Γ [μ �→ �] 	 P →→ Q

Γ 	 (νμ�)P →→ (νμ�)Q
Γ [n �→ μ] 	 P →→ Q

Γ 	 (νn : μ)P →→ (νn : μ)Q
if μ ∈ dom(Γ )

Γ 	 P → Q

Γ 	 n[P ] → n[Q]
Γ 	 P → Q

Γ 	 P | R → Q | R

P ≡ P ′ Γ 	 P ′ → Q′ Q′ ≡ Q

Γ 	 P → Q

Γ 	 m[in n. P | Q] | n[inμn. R | S] →→ n[m[P | Q] | R | S] if Γ (m) = μ

Γ 	 p[n[m[out n. P | Q] | outμn. R | S]] →→ p[m[P | Q] | n[R | S]] if Γ (m) = μ ∧
Γ (μ) ≤ Γ (Γ (p))

Γ 	 m[open n. P | n[openμn. Q | R]] →→ m[P | Q | R] if Γ (m) = μ ∧
Γ (Γ (n)) ≤ Γ (μ)

a secret ambience. The packet can always move into B but then it cannot be
opened because it is secret and the ambience provided by B is indeed public.
Thus in this case the reference monitor will “kick in” and prevent the execution
from happening. This means that the transitions outlined in Example 21 hold
for → but not for →→. �

Static Formulation of the Bell-LaPadula Model. Having obtained an ap-
proximation to the behaviour of the processes the next step is to formulate the
Bell-LaPadula conditions as checks on the analysis results — the idea being
that if the analysis result passes these checks then the reference monitor will not
intervene in the execution of the process.

The analysis result (I,D) satisfies the Bell-LaPadula security conditions with
respect to the assignment Γ of security levels to groups, written BLPΓ (I,D), if
the following conditions are fulfilled:

∀μa, μg :
[
∃μ : outμaμ ∈ D〈μg, μ〉

]
⇒ Γ (μa) ≤ Γ (μg)

∀μp, μ :
[
openμpμ ∈ D〈μp, μ〉

]
⇒ Γ (μ) ≤ Γ (μp)

The precondition of the first formula identifies a potential out-redex and the
conclusion then requires that the security level of the subject (μa) is less than
that of the ambience (μg) — exactly as required by the reference monitor. The
second formula expresses the corresponding condition for the open-redex. In
both cases we make good use of the “observation predicate” D in order to avoid
copying large parts of the clauses in the 1CFA analysis.

Example 34. Corresponding to Example 33 let us assume that Γ (S) = secret
and Γ (P) = Γ (�) = Γ (,) = public. We shall check the Bell-LaPadula conditions
imposed on the analysis result presented in Example 29. The precondition of
the out-capability is only satisfied for μ = S, μa = P, and μg = � and the
check Γ (μa) ≤ Γ (μg) amounts to public ≤ public, which clearly holds. The
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precondition for the open-capability is only satisfied for μ = P and μp = S

and the check Γ (μ) ≤ Γ (μp) amounts to public ≤ secret, which also holds.
Consequently the analysis result ensures that the reference monitor will not
“kick in” and, therefore, its tests can be dispensed with — as was also observed
in Example 33.

Alternatively, we may assume that Γ (P) = secret and Γ (S) = Γ (�) = Γ (,) =
public. For the out-capability the check Γ (μa) ≤ Γ (μg) amounts to secret ≤ public
and since this does not hold we cannot guarantee that the reference monitor will
not “kick in” — as we reasoned in Example 33. �

The correctness of the static test can be expressed as follows; the result says
that we can dispense with the reference monitor if the static checks are fulfilled:

Theorem 35. Suppose BLPΓ (I,D) holds for some analysis estimate that sat-
isfies (I,D) |=〈�,�〉

Γ P ; then any execution Γ � P →∗ Q can be mimicked as an
execution Γ � P →→∗

BLP Q.

The proof is by induction in the length of the derivation sequence using the
subject reduction theorem; each step is by induction on the inference in the
semantics; we omit the details.

Efficient implementation of the 1CFA analysis is is as before. It is straightfor-
ward to translate BLPΓ (I,D) into ALFP and the test can be performed in low
polynomial time.

4.2 Integrity: The Biba Model

Dynamic Formulation of the Biba Model. The Biba model for integrity
[4,22] combines the access control matrix with an assignment of integrity levels to
subjects and objects; the integrity levels are arranged in a lattice and the overall
aim is to prevent the corruption of high-level entities by low-level entities:

As a simple example we use the lattice {dubious, trusted} with dubious ≤
trusted. Again we view ambients as protective boundaries but now we want to
prevent dubious ambients from moving into trusted ambients. We can state this
as the following requirements to operations on ambients:

– only trusted ambients can enter trusted ambients;

– only trusted ambients can leave in a trusted ambience;

– inside a trusted ambient it is only possible to dissolve trusted ambients that
only contain trusted sub-ambients.

The first item reflects that a trusted ambient will be corrupted if it is entered
by a dubious sibling. The second item reflects that a trusted ambient will also
be corrupted if it is “entered” by a dubious grandchild. The third item again
protects a trusted ambient against corruption by dubious grandchildren but
this time as a result of a child being opened. Furthermore, we disallow dubious
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Table 7. Reference monitor semantics for Biba.

Γ [μ �→ �] 	 P →→ Q

Γ 	 (νμ�)P →→ (νμ�)Q
Γ [n �→ μ] 	 P →→ Q

Γ 	 (νn : μ)P →→ (νn : μ)Q
if μ ∈ dom(Γ )

Γ 	 P → Q

Γ 	 n[P ] → n[Q]
Γ 	 P → Q

Γ 	 P | R → Q | R

P ≡ P ′ Γ 	 P ′ → Q′ Q′ ≡ Q

Γ 	 P → Q

Γ 	 m[in n. P | Q] | n[inμn. R | S] →→ n[m[P | Q] | R | S] if Γ (m) = μ ∧
Γ (Γ (n)) ≤ Γ (μ)

Γ 	 p[n[m[out n. P | Q] | outμn. R | S]] →→ p[m[P | Q] | n[R | S]] if Γ (m) = μ ∧
Γ (Γ (p)) ≤ Γ (μ)

Γ 	 m[open n. P | n[openμn. Q | R]] →→ m[P | Q | R] if Γ (m) = μ ∧
μ ≤ Γ (n) ∧
∀p[·] ∈ top(Q | R) :

Γ (μ) ≤ Γ (Γ (p))

ambients to be opened in a trusted ambience, since this could unleash “dubious
capabilities”.

This is formalised by the following extension of the semantics. As before the
formulation below is adapted to the security lattice {dubious, trusted} whereas
the formulation in Table 7 is sufficiently general to deal with an arbitrary security
lattice. In the clause for open we write top(Q | R) for the ambients occurring
at the top-level of the process Q | R; we demand that all of these ambients
must have an integrity level that is at least as high as that of the encapsulating
ambient.

m : μ

in n.P Q

n : μ′

inμn.R | S −→→

n

R | S

m

P | Q

only trusted ambients can
enter a trusted ambient:
Γ (μ′) = trusted ⇒

Γ (μ) = trusted

p :μ′′
n :μ′

outμn.R | S

m : μ

out n.P | Q −→→

p

m

P | Q

n

R | S

a trusted ambience can only
be entered by a trusted am-
bient:
Γ (μ′′) = trusted ⇒

Γ (μ) = trusted

open n.P

n : μ′

openμn.Q | R

m : μ

−→→

m

P | Q | R

only trusted ambients with
trusted sub-ambients can be
dissolved inside a trusted
ambient:
Γ (μ) = trusted ⇒

Γ (μ′) = trusted ∧
∀p[·] ∈ top(Q | R) :

Γ (Γ (p)) = trusted

Note that also here the ambients of interest have a grandfather-son relation-
ship; once again this motivates our study of the 1CFA analysis.
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Example 36. Returning to Example 21 we now assume that sites are dubious,
that the packet is trusted, and that the overall system is trusted. The packet can
move out of A because the overall system is trusted and it can now move into
B because the sites are dubious. Since the site is dubious there is no problem
opening the packet although it is trusted. So the execution of Example 21 will
be accepted by the reference monitor. This means that the transitions outlined
in Example 21 hold for → as well as →→.

Alternatively, assume that the sites are trusted but that the packet as well
as the overall system are dubious. Then the reference monitor will prevent the
packet from entering the site B as it will corrupt its integrity. This means that
the transitions outlined in Example 21 hold for → but not for →→. �

Static Formulation of the Biba Model. The analysis result (I,D) satisfies
the Biba integrity condition with respect to the assignment Γ of integrity levels
to groups, written BibaΓ (I,D), if the following conditions are fulfilled:

∀μ, μa :
[
∃μp : inμaμ ∈ D〈μp, μ〉

]
⇒ Γ (μ) ≤ Γ (μa)

∀μa, μg :
[
∃μ : outμaμ ∈ D〈μg, μ〉

]
⇒ Γ (μg) ≤ Γ (μa)

∀μp, μ : [openμpμ ∈ D〈μp, μ〉 ⇒
[Γ (μp) ≤ Γ (μ) ∧ ∀μc : μc ∈ I(μp, μ)⇒ Γ (μp) ≤ Γ (μc)]]

Again the preconditions express the presence of a potential redex and the con-
clusion then imposes the relevant integrity constraint of the reference monitor.
Note that the top-level ambients (μc) occurring inside the subject (μ) easily can
be accessed using the relation I.

Example 37. Corresponding to Example 36 let us assume that Γ (S) = dubious
and Γ (P) = Γ (�) = Γ (,) = trusted and let us check the Biba conditions on
the analysis result of Example 29. The precondition for the in-capability is only
satisfied for μ = S, μa = P, and μp = � and the check Γ (μ) ≤ Γ (μa) amounts to
dubious ≤ trusted, which clearly holds. The precondition for the out-capability
is only satisfied for μa = P, μ = S, and μg = � and the check Γ (μg) ≤ Γ (μa)
amounts to trusted ≤ trusted, which also holds. The precondition for the open-
capability only holds for μ = P and μp = S. This leads to the two requirements
that dubious ≤ trusted and that the universally quantified implication must hold
for these values of μ and μp. The latter trivially holds since there exists no
μc to fulfil the precondition reflecting that P never contains any sub-ambients.
Consequently the analysis result ensures that the reference monitor will never
“kick in” as we already observed in Example 36.

Alternatively we may assume that Γ (S) = trusted but Γ (P) = Γ (�) =
Γ (,) = dubious. For the in-capability the check Γ (μ) ≤ Γ (μa) amounts to
trusted ≤ dubious and since this does not hold we cannot guarantee that the
reference monitor will not “kick in” — as we already observed in Example 36. �
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The correctness of the static test can be expressed as follows; the result says
that we can dispense with the reference monitor if the static checks are fulfilled:

Theorem 38. Suppose BibaΓ (I,D) holds for some analysis estimate that sat-
isfies (I,D) |=〈�,�〉

Γ P ; then any execution Γ � P →∗ Q can be mimicked as an
execution Γ � P →→∗

Biba Q.

The proof is by induction on the length of the derivation sequence using the
subject reduction theorem; each step is by induction on the inference in the
semantics; we omit the details.

Efficient implementation is as before: translating BibaΓ (I,D) into ALFP, the
test can be performed in low polynomial time.

Remark 39. The static tests for Bell-LaPadula and Biba could also be phrased
using the father-son relations found by the 0CFA. Since the tests are of a
grandfather-child nature the 0CFA is, however, likely to be too imprecise. An-
other approach to improving the simple father-son analysis is considered by
Braghin, Cortesi, and Focardi in [6] (for the classical Mobile Ambients with la-
bels). Their idea is to extend the analysis with a third component holding the
security level of the grandfather. While their analysis will in general be more
precise than using our 0CFA it is coarser than the one developed here using the
1CFA because the security information of a grandfather may identify a rather
large superset of the set of grandfathers possible.

Related work of studying mandatory access control within ambient calculi
has also been done by Bugliesi, Castanga, and Crafa [9]. They interpret access
control in an ambient setting as access to communication between ambients
rather than mobility as we do. This leads to the definition of a new calculus called
Boxed Ambients (see Section 5), which extends the communication primitives
of the original Mobile Ambient calculus. Their main result is a type system
which checks that communication does not violate a given access policy. The
type system primarily builds on the exchange types of [14] (see Remark 50) and,
as such, is quite far from our analysis which tracks mobility.

More recently, the same authors have studied information flow in a variant
of Boxed Ambients [21]. They partition information (i.e. names and capabilities)
into high and low security levels and define a type system which impose access
control on low level processes. Next, they define processes to be contextually
equivalent whenever they exhibit a certain kind of communication out of low level
ambients. Finally, they show that a well-typed low level process is equivalent to
itself composed with any well-typed high level process. Thus, a low level process
cannot observe the difference between running on its own or running together
with a well-typed high level process. Thereby they ensure that a low level process
cannot deduce anything about well-typed high level processes. As the authors
themselves point out, the requirement for high level processes to be well-typed is
rather strict since it is not ensured that every process can be typed. Therefore,
the high-level processes must be known so the method only applies to closed
systems. �



246 Hanne Riis Nielson, Flemming Nielson, and Mikael Buchholtz

5 Cryptographic Protocols

Mobile Ambients as originally introduced in [13] also admit communication prim-
itives. However, rather than following full-fledged channel-based communication
as in the π-calculus the designers opted for a more limited form of communica-
tion where each ambient has a mailbox that allows both ambient names as well as
capabilities to be communicated. In this way all communication is local between
the top-level processes of an ambient and one achieves long distance commu-
nication by a combination of local communication and movement within the
ambient hierarchy. Also they opted for asynchronous rather than synchronous
communication. In the case of monadic input and output the asynchronous2

communication primitives are:

〈M 〉 outputs the message M asynchronously to the local mailbox;
(x).P inputs a message from the mailbox, binds it to x and continues as P .

Boxed Ambients [9,8] takes the view that ambients should not only be allowed
to communicate locally but also with their children (but not grandchildren) and
parents (but not grandparents). In the monadic calculus the new communication
primitives are

– 〈M〉↑ outputs a message to the mailbox of the parent;
– 〈M〉◦ outputs a message to the local mailbox;
– 〈M〉n outputs a message to the mailbox of a child named n;
– (x)↑.P inputs a message from the mailbox of the parent;
– (x)◦.P inputs a message from the local mailbox;
– (x)n.P inputs a message from the mailbox of a child named n.

Example 40. Boxed Ambients are well suited for expressing perfect symmetric
cryptography although there is no explicit cryptographic primitives. We shall
code symmetric keys as names and introduce them using restriction; the perfect
nature of the cryptography is then due to the semantics of restriction, (νn : μ)P ,
that ensures that the name n introduced is distinct from all other names whether
already introduced or yet to be introduced. In this model even a brute force
attack cannot succeed.

A plain-text message msg encrypted under a key K is then coded as

K[〈msg〉◦]

whereas decrypting a ciphertext cph under the key K is coded as:

cph | (x)K. · · · x · · ·

Here the decryption only succeeds if indeed cph contains a top-level ambient of
the form K[〈msg〉◦]. If the encrypted message needs to survive for later decryption
it can be “protected” from destruction by placing a replication operator (!) in
front of it. �

2 To obtain synchronous communication we should write 〈M 〉.P and modify the se-
mantics.
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5.1 Syntax and Semantics of Boxed Ambients

For definition of the syntax of Boxed Ambients we revert to Mobile Ambients as
explained in Section 2 and add polyadic communication.

Syntax. As in other presentations of ambients we make a distinction between
names (introduced by restrictions) and variables (introduced by input); in our
view, this distinction adds clarity both to the semantics and to the analysis. We
shall therefore find it helpful to introduce a new syntactic category N of namings
that can be both variables and names and to use namings where names where
used before. Furthermore we introduce an auxiliary syntactic category η for the
communication direction. The syntax then reads:

P ::= (νμ)P | (νn : μ)P | 0 | P1 | P2 | !P | N [P ] | M. P |
〈M1, · · · , Mk〉η | (x1, · · · , xk)η. P

M ::= in N | out N | N

N ::= n | x

η ::= N | ↑ | ◦

We follow the designers of Boxed Ambients in not including the open-capability.
For simplicity of presentation we have not allowed the formation of composite
capabilities, i.e., we disallow the nil capability ε and the concatenation M1.M2
as would be needed for communicating complete routes along which movement
could take place; most of the development would work for these extensions as
well but the actual implementation would be more complex.

Semantics. The semantic changes are rather minor with respect to the specifi-
cation of Tables 1 and 2. For the structural congruence we simply need to add
the rule:

P ≡ Q ⇒ (x1, · · · , xk)η. P ≡ (x1, · · · , xk)η. Q

For the transition relation of Table 2 we add a number of rules for commu-
nication. The rules are depicted in their monadic version below, i.e. where only
one message is communicated at a time. The polyadic version of the rules are
summarised in Table 8 where P{x1 ← M1} · · · {xk ← Mk} denotes P with Mi

substituted for xi with the usual α-renaming in order to avoid capturing free
names in the Mi. We shall only apply the transition relation to closed processes,
i.e. processes without any free variables, and hence Mi contains no variables.
Consequently we shall dispense with α-renaming of variables (since this simpli-
fies the specification of the 0CFA analysis).

First we have local communication, which takes place between any two sibling
processes

〈M〉◦ | (x)◦. P −→ P{x←M}
and binds the value of the message M to the variable x in the receiving pro-
cess P . Next we add the following rules for output to a child, either by explicitly
naming the child (and using the child’s mailbox for the exchange of the message)
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Table 8. Transition relation for Boxed Ambients. Additions to Table 2.

〈M1, · · · , Mk〉◦ | (x1, · · · , xk)◦. P → P{x1 ← M1} · · · {xk ← Mk}
〈M1, · · · , Mk〉n | n [(x1, · · · , xk)◦. P | Q ] → n [P{x1 ← M1} · · · {xk ← Mk} | Q ]

〈M1, · · · , Mk〉◦ | n [(x1, · · · , xk)↑. P | Q ] → n [P{x1 ← M1} · · · {xk ← Mk} | Q ]

(x1, · · · , xk)◦. P | n [〈M1, · · · , Mk〉↑| R ] → P{x1 ← M1} · · · {xk ← Mk} | n [R ]

(x1, · · · , xk)n. P | n [〈M1, · · · , Mk〉◦| R ] → P{x1 ← M1} · · · {xk ← Mk} | n [R ]

〈M〉n
n

(x)◦. P | Q −→

n

P{x←M} | Q

or anonymously (using the enclosing ambients mailbox for the exchange of the
message)

〈M〉◦
n

(x)↑. P | Q −→

n

P{x←M} | Q

Finally, we add the following rules for output to a parent

(x)◦. P

n

〈M〉↑ | R −→ P{x←M}
n

R

and

(x)n. P

n

〈M〉◦ | R −→ P{x←M}
n

R

In particular, we do not have a rule for output to grandchildren such as:

〈M1, · · · , Mk〉n | n [m [(x1, · · · , xk)↑. P | Q ] | R ] �→ · · ·

Instead communication between grandparent and its grandchildren will have to
be forwarded e.g. as done by m below (for monadic output of a message M):

〈M〉m | m[(x)◦. 〈x〉◦ | n[(x)↑. · · ·x · · ·]]

Example 41. Continuing Example 40 we have that

K[〈msg〉◦] | (x)K. · · · x · · · → K[ ] | · · ·msg · · ·

showing that after the decryption an empty message, K[ ], is left behind. �
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Example 42. Boxed Ambients allows to code a package moving around on a
network where it communicates the name of a new ambient to be created at the
destination:

A [ p [ out A. in B. 〈C〉↑ ]] | B [ (x)◦.x [ ]]

→ A [ ] | p [ in B. 〈C〉↑ ] | B [ (x)◦.x [ ]]

→ A [ ] | B [ p [ 〈C〉↑ ] | (x)◦.x [ ]]

→ A [ ] | B [ p [ ] | C [ ] ]

This example illustrates the usefulness of being able to communicate between
adjacent layers and why this reduces (if not obviates) the need for the open-
capability. �

5.2 Cryptographic Protocols in Boxed Ambients

Boxed Ambients seems rather well suited for expressing a number of crypto-
graphic protocols. In this subsection we consider a number of protocols that
involve a server S and agents (or principals) A and B.

Agents present themselves with their name and frequently there is the need
to find the corresponding key. In traditional programming languages one might
have an array that is indexed with the name and that produces the key, i.e. the
key to be used by the server for encryption or decryption of messages from the
agent. In Boxed Ambients it is natural to represent the “array” as a process of
the form

KeyTable = n1[!〈K1〉◦] | · · · | nm[!〈Km〉◦]
corresponding to the name of the principal ni being mapped to the key Ki. We
use replication to ensure that the “array” can be queried any number of times.
Hence, whenever a process performs the action

KeyTable | (yK)xn . · · · yK · · ·

it will obtain the key yK corresponding to the agent xn.
Occasionally there is a need to test that two random numbers are equal before

proceeding. In traditional programming languages one would test the equality
of n and m using a conditional. In Mobile Ambients the traditional coding trick
is to create an ambient, n[ ] and then let an open-capability, open m, guard the
then-branch (ignoring the else-branch). In Boxed Ambients we do not have the
open-capability and hence will use communication: we create an ambient, n[〈〉◦],
that performs a local nullary output and then let an input, ()m. · · ·, guard the
then-branch. In other words

n[〈〉◦] | ()m. P

will block the execution of P unless n equals m.
Whenever a principal sends a message to another principal it would be nat-

ural to encode the message in an anonymous packet (e.g p). Often the message
consists of some public names together with a message encrypted by some key
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Fig. 6. Wide Mouthed Frog protocol.

(e.g. K) and consisting of some secret names. One could then send the pair
(public, secret) from A to B by means of the packet:

p[out A.in B.(〈public〉◦ | K[out p.〈secret〉◦])]

To avoid an overly heavy coding we shall generally prefer to dispense with the
anonymous packet and instead reuse the cryptographic key. We therefore send
(public, secret) from A to B by means of:

K[out A.in B.(〈public〉↑ | 〈secret〉◦)]

Once the capabilities out A and in B have been executed the enclosing ambient
will have access to the public parts of K without knowing the key, e.g.

K[〈public〉↑ | 〈secret〉◦] | (x)◦. x −→ K[〈secret〉◦] | public

In order to get hold of the secret parts of the message the enclosing ambient
needs knowledge of the key K:

K[〈public〉↑ | 〈secret〉◦] | (x)K. x −→ K[〈public〉↑] | secret

Wide Mouthed Frog. We consider here the Wide Mouthed Frog protocol
originally described in [10] in the simplified version of [1] where agents A and B
are given together with a trusted server S. Also secret master keys are in place
between the server and the agents: KAS is known only to A and S, and KBS is
known only to B and S. Hence the KeyTable to be used in the server is

KeyTable = A[!〈KAS〉◦] | B[!〈KBS〉◦]

The purpose of the protocol is first to exchange a secret session key KAB for
use between A and B, and then to communicate a secret message M using the
session key. The protocol depicted in Figure 6 begins with A creating the session
key KAB and the message M. Next A forwards the key to S, encoded with KAS,
thereby asking S to forward it to B. The key is forwarded to B, encoded with
KBS. At this point B is ready to receive the message M communicated by A, this
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time encrypted with the secret session key KAB. The classical way of presenting
protocols (see e.g. [18]) is to write a narration where the messages of the protocol
are listed in order. For each message the principals involved in the message
exchange are given along with the content of the message. For the Wide Mouthed
Frog protocol this looks as follows (where we write K[ M ] for the message M
encrypted under the key K):

1. A→ S : A, KAS[ B, KAB ]
2. S→ B : KBS[ A, KAB ]
3. A→ B : KAB[ M ]

In more detail the steps are as follows (writing Alice for A, Bob for B and Server
for S as is customary when discussing protocols):

1. Alice generates a new random session key (KAB)

(ν KAB : KAB)

and then sends her name (A), Bobs name (B) and the session key (KAB) to
the Server (S) encrypted by her master key KAS:

KAS[out A. in S. (〈A〉↑ | 〈B, KAB〉◦) ]

As discussed above, Alice’s name (A) can be received by any enclosing am-
bient once out A. in S has been executed whereas Bob’s name and the session
key (B, KAB) can only be received by those ambients holding the master key
KAS under which the message is encrypted.

2. The Server first receives Alice’s name (yA = A) and obtains her master
key (yKAS

= KAS) from the KeyTable and uses it to decrypt the remaining
components (yB = B and yKAB

= KAB) of the message:

KeyTable | (yA)◦. (yKAS
)yA . (yB, yKAB

)yKAS .

The Server obtains Bob’s master key (yKBS
= KBS) from KeyTable and uses

it to encrypt Alice’s name (yA = A) and the random key (yKAB
= KAB) and

sends it to Bob (yB = B):

(yKBS
)yB . yKBS

[out S. in yB. 〈yA, yKAB
〉◦]

Bob decrypts the message using his master key KBS and obtains Alice’s name
(zA = A) and the session key (zKAB

= KAB):

(zA, zKAB
)KBS .

3. Alice creates her message (M) and sends it encrypted with the session key
KAB to Bob

(ν M : M) KAB[out A. in B. 〈M〉◦]
which Bob receives and decrypts using the session key (zKAB

= KAB):

(x)zKAB . · · · x · · ·
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The overall protocol can be written as follows:

A [(ν KAB : KAB) KAS[out A. in S. (〈A〉↑ | 〈B, KAB〉◦) ] |
(ν M : M) KAB[out A. in B. 〈M〉◦] ]

|
S [KeyTable |

(yA)◦. (yKAS
)yA . (yB, yKAB

)yKAS .
(yKBS

)yB . yKBS
[out S. in yB. 〈yA, yKAB

〉◦ ] ]
|
B [(zA, zKAB

)KBS . (x)zKAB . · · · x · · · ]

We refer to the literature for the security properties of the Wide Mouthed Frog
protocol. Actually, our encoding is a bit “more secure” than the original protocol.
As an example, in step (1) we ensure that no one can listen to neither Alice’s
name nor Bob’s name and the session key until after the package has been
delivered. Rather than attempting to weaken the encoding to open up for more
attacks we consider this a benefit of performing the encoding in Boxed Ambients.

Yahalom. The Yahalom protocol is described in [10]; its classical narration is
as follows:

1. A→ B : A, RA

2. B→ S : B, KBS[ A, RA, RB ]
3. S→ A : KAS[ B, KAB, RA, RB ], KBS[ A, KAB ]
4. A→ B : KBS[ A, KAB ], KAB[ RB ]
5. A→ B : KAB[ M ]

In Boxed Ambients it can be encoded as follows:

1. Alice sends her name and a random number to Bob:

(ν RA : R) p[out A. in B. 〈A, RA〉↑]

Here there is no encryption in the message and we have to revert to the use
of an anonymous package.

2. Bob receives Alice’s name and random number and generates his own random
number; he then encrypts Alice’s name, her random number and his own
random number with his own master key and sends it to the Server together
with his name:

(yA, yR)◦. (ν RB : R) KBS[out B. in S. (〈B〉↑ | 〈yA, yR, RB〉◦)]

3. The Server receives Bob’s name and obtains his master key from KeyTable;
he then decrypts Alice’s name and the two random numbers and obtains
Alice’s master key and creates a random session key. Then he constructs two
messages. The first message is encrypted with Alice’s master key and is sent
to Alice; it contains Bob’s name, the session key, Alice’s random number
and Bob’s random number. The other message is sent to Alice too although
intended for Bob (and hence may be instructed to go there) and is encrypted
with Bob’s master key and consists of Alice’s name and the session key:
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KeyTable |
(zB)◦. (zKBS

)zB . (zA, zR, z′
R)zKBS . (zKAS

)zA . (ν K : K)
zKAS

[out S. in zA.〈zB, K, zR, z′
R〉◦] |

zKBS
[out S. in zA. (y1, y2)↑. y1. y2. 〈zA, K〉◦]

4. Alice decrypts the message intended for her and checks that the random
number is her own. Then she sends two messages to Bob: one being the mes-
sage from the Server and the other being Bob’s random number encrypted
with the session key:

(xB, xK, xR, x′
R)KAS . (xR[〈〉◦] | ()RA . ( 〈out A, in B〉◦ |

xK[out A. in B. 〈x′
R〉◦]))

Note that we test the equality of xR and RA as illustrated above; in a similar
way we could have decided to test the equality of xB and B (but protocol
narrations are often a bit unclear about how many tests actually have to be
carried out).
Bob decrypts the first message with his master key thereby obtaining the
session key and uses it to decrypt the other message and checks that it equals
his random number:

(yA, yK)KBS . (yR)yK . (yR[〈〉◦] | ()RB . · · ·)

5. Alice creates her message and sends it encrypted with the session key to Bob

(ν M : M) xK[out A. in B. 〈M〉◦]

which Bob receives and decrypts using the session key:

(yM)yK . · · · yM · · ·

The protocol may be summarised as follows:

A [(ν RA : R) p[out A. in B. 〈A, RA〉↑] |
(xB, xK, xR, x′

R)KAS . (xR[〈〉◦] |
()RA . (〈out A, in B〉◦ |
xK[out A. in B. 〈x′

R〉◦] |
(ν M : M) xK[out A. in B. 〈M〉◦]))]

|
S [KeyTable |

(zB)◦. (zKBS
)zB . (zA, zR, z′

R)zKBS . (zKAS
)zA . (ν K : K)

zKAS
[out S. in zA.〈zB, K, zR, z′

R〉◦] |
zKBS

[out S. in zA. (y1, y2)↑. y1. y2. 〈zA, K〉◦] ]
|
B [(yA, yR)◦. (ν RB : R) KBS[out B. in S. (〈B〉↑ | 〈yA, yR, RB〉◦)] |

(yA, yK)KBS . (yR)yK . (yR[〈〉◦] | ()RB . (yM)yK . · · · yM · · ·)]

We refer to the literature for the security properties of the Yahalom protocol.
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Needham-Schroeder. The Needham-Schroeder symmetric key protocol is de-
scribed in [27]; its classical protocol narration is as follows

1. A→ S : A, B, RA

2. S→ A : KAS[ RA, B, KAB, KBS[ A, KAB ] ]
3. A→ B : KBS[ A, KAB ]
4. B→ A : KAB[ RB ]
5. A→ B : KAB[ RB − 1 ]
6. A→ B : KAB[ M ]

In Boxed Ambients this can be encoded as follows:

1. Alice sends her name, Bob’s name and a random number to the Server:

(ν RA : R) p[out A. in S. 〈A, B, RA〉↑ ]

2. The Server receives the message, generates a random session key K, and sends
a single message to Alice encrypted with her master key. It contains Alice’s
random number and the session key. It also contains a message intended for
Bob (and hence may be instructed to go there) and encrypted with Bob’s
master key containing the session key and Alice’s name. To make this work
the message sent to Alice must act as a forwarder from the ambience of the
message to the message intended for Bob (as discussed previously):

KeyTable | (yA, yB, yR)◦. (yKAS
)yA . (yKBS

)yB . (ν K : K)
yKAS

[out S. in yA. (〈yR, K〉◦ |
(y1, y2, y3)◦. 〈y1, y2, y3〉◦ |
yKBS

[(y1, y2, y3)↑. y1. y2. y3. 〈yA, K〉◦]) ]

3. Alice decrypts the message and checks that she got her random number back;
then she sends the included message to Bob:

(xR, xK)KAS . (xR[〈〉◦] | ()RA . 〈out KAS, out A, in B〉KAS)

4. Bob decrypts the message using his master key, generates a random number,
encrypts it with the session key and sends it to Alice:

(zA, zK)KBS . (ν RB : R) zK[out B. in zA. 〈RB〉◦]

5. Alice decrypts the message using the session key, she modifies Bobs random
number (by duplicating it rather than subtracting one), encrypts it with the
session key and sends it back to Bob:

(x′
R)xK . xK[out A. in B. 〈x′

R, x′
R〉◦]

Bob decrypts the message with the session key and verifies that it is obtained
from his random number:

(zR, zR′)xK . (zR[〈〉◦] | zR′ [〈〉◦] | ()RB . ()RB . · · · )
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6. Alice creates her message and sends it encrypted with the session key to Bob

(ν M : M) xK[out A. in B. 〈M〉◦]

which Bob receives and decrypts using the session key:

(zM)zK . · · · zM · · ·

The protocol may be summarised as follows:

A [(ν RA : R) p[out A. in S. 〈A, B, RA〉↑ ] |
(xR, xK)KAS . (xR[〈〉◦] | ()RA . (〈out KAS, out A, in B〉KAS |

(x′
R)xK . xK[out A. in B. 〈x′

R, x′
R〉◦] |

(ν M : M) xK[out A. in B. 〈M〉◦] )) ]
|
S [KeyTable | (yA, yB, yR)◦. (yKAS

)yA . (yKBS
)yB . (ν K : K)

yKAS
[out S. in yA. (〈yR, K〉◦ |

(y1, y2, y3)◦. 〈y1, y2, y3〉◦ |
yKBS

[(y1, y2, y3)↑. y1. y2. y3. 〈yA, K〉◦]) ] ]
|
B [(zA, zK)KBS . (ν RB : R) zK[out B. in zA. 〈RB〉◦] |

(zR, zR′)xK . ( zR[〈〉◦] | zR′ [〈〉◦] |
()RB . ()RB . (zM)zK . · · · zM · · ·) ]

We refer to the literature for the security properties of the Needham-Schroeder
protocol.

5.3 Adapting the 0CFA Analysis to Deal with Communication

As far as the analysis is concerned we revert to the 0CFA based analysis presented
in Section 2.2. As before we need to have a component

I : Group→ P(Group ∪Cap)

keeping track of whom is inside whom. Additionally we need a component keep-
ing track of the values bound to variables

R : Var→ P(Group ∪Cap)

and a component keeping track of the contents of the mailboxes:

C : Group→ P((Group ∪Cap)∗)

Judgements then take the form

(I, C,R) |=μ
Γ P

where there is only one superscript to |= because we are reverting to the context-
insensitive 0CFA based analysis.
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Example 43. Suppose that an ambient A has gotten hold of a message encrypted
under the key K and that the message instructs A where to move. Assuming that
A knows the key K this may be illustrated by the process

A [K [〈in S〉◦] | (x)K. x] | S [ ]

Assuming that we analyse the process in an environment Γ with Γ (A) = A,
Γ (K) = K, and Γ (S) = S the analysis estimate

I(�) = {A, S}
I(A) = {K, in S}
I(S) = {A}
I(K) = ∅

C(K) = {in S}
C(�) = C(A) = C(S) = ∅

R(x) = {in S}

will show the possible behaviour of the process. This estimate is in fact the best
estimate found by the analysis specified below. The ambient hierarchy is once
again recorded in I and records that A may turn up inside S (i.e. {A} ⊆ I(S)).
Inspection of C shows that communication may only take place within K where
the capability in S may be communicated. The variable environment R shows
that the variable x may be bound to exactly this value.

Note that while capabilities are recorded directly in I, communication primi-
tives are recorded indirectly. Outputs are recorded by the effect they have on the
mailboxes, i.e. on the content of C, while inputs show up as the possible values
in R of the variables that will be bound by the input. �

Specification of the Communication Analysis. As before each acceptable
analysis estimate for a composite process must also be an acceptable analysis
estimate for its sub-processes:

(I, C,R) |=�
Γ (ν n : μ) P iff (I, C,R) |=�

Γ [n �→μ] P

(I, C,R) |=�
Γ (ν μ) P iff (I, C,R) |=�

Γ [μ�→�] P

(I, C,R) |=�
Γ 0 iff true

(I, C,R) |=�
Γ P1 | P2 iff (I, C,R) |=�

Γ P1 ∧ (I, C,R) |=�
Γ P2

(I, C,R) |=�
Γ !P iff (I, C,R) |=�

Γ P

(I, C,R) |=�
Γ N [P ] iff ∀μ ∈ NΓ,R(N) : μ ∈ I(�) ∧ (I, C,R) |=μ

Γ P

One change from before is that the name of an ambient can also be given by a
variable. We therefore use the auxiliary function NΓ,R to map namings to sets
of groups:

NΓ,R(x) = R(x) ∩Group

NΓ,R(n) = {μ} where μ = Γ (n)



Security for Mobility 257

This function can be extended to obtain the function MΓ,R for mapping capa-
bilities to sets of values (capabilities or names):

MΓ,R(inN) = {inμ | μ ∈ NΓ,R(N)}
MΓ,R(outN) = {outμ | μ ∈ NΓ,R(N)}
MΓ,R(x) = R(x)

MΓ,R(n) = {μ} where μ = Γ (n)

In Boxed Ambients there is no open-capability so we only need to adapt the
clauses for the in- and out-capabilities. Since we shall use the functionMΓ,R we
have an additional quantification over μ; for in-capabilities we have

(I, C,R) |=�
Γ inN. P iff MΓ,R(inN) ⊆ I(�) ∧ (I, C,R) |=�

Γ P ∧
∀ inμ ∈MΓ,R(inN) : ϕin(μ)

where the “closure condition” ϕin is defined by

ϕin(μ) iff ∀μa, μp : in μ ∈ I(μa) ∧
μa ∈ I(μp) ∧
μ ∈ I(μp)
⇒ μa ∈ I(μ)

For out-capabilities we have

(I, C,R) |=�
Γ outN. P iff MΓ,R(outN) ⊆ I(�) ∧ (I, C,R) |=�

Γ P ∧
∀ outμ ∈MΓ,R(outN) : ϕout(μ)

where the “closure condition” ϕout is defined by

ϕout(μ) iff ∀μa, μg : out μ ∈ I(μa)∧
μa ∈ I(μ) ∧
μ ∈ I(μg)
⇒ μa ∈ I(μg)

Finally, for “mixed capabilities” we have:

(I, C,R) |=�
Γ N. P iff MΓ,R(N) ∩Cap ⊆ I(�) ∧ (I, C,R) |=�

Γ P ∧
∀ inμ ∈MΓ,R(N) : ϕin(μ) ∧
∀ outμ ∈MΓ,R(N) : ϕout(μ)

Thus, if N is a variable containing a capability then the capability must be in
I(�) and the “closure conditions” ensures that this capability is analysed all
ambients where it may end up.

The new clauses deal with polyadic input and output for each of the three
directions. For local communication the clauses are

(I, C,R) |=�
Γ 〈M1, · · · , Mk〉◦ iff MΓ,R(M1)× · · · ×MΓ,R(Mk) ⊆ C(�)

(I, C,R) |=�
Γ (x1, · · · , xk)◦. P iff ∀(v1, · · · , vk) ∈ C(�) :

v1 ∈ R(x1) ∧ · · · ∧ vk ∈ R(xk) ∧
(I, C,R) |=�

Γ P
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where output ensures that the values are “put” into the local mailbox C(�) while
input “copies” values from C(�) into the variables. For communication with a
child we add the clauses:

(I, C,R) |=�
Γ 〈M1, · · · , Mk〉N iff ∀μ ∈ NΓ,R(N) : μ ∈ I(�)

⇒ MΓ,R(M1)× · · · ×MΓ,R(Mk) ⊆ C(μ)

(I, C,R) |=�
Γ (x1, · · · , xk)N .P iff ∀μ ∈ NΓ,R(N) : μ ∈ I(�)

⇒ ∀(v1, · · · , vk) ∈ C(μ) :
v1 ∈ R(x1) ∧ · · · ∧ vk ∈ R(xk) ∧

(I, C,R) |=�
Γ P

Here we obtain all the possible groups μ of the child N and check that the
corresponding ambient indeed occurs in the ambience �; for each successful group
μ the communication is recorded by adapting the clause for local communication.

For communication with a parent we add the clauses:

(I, C,R) |=�
Γ 〈M1, · · · , Mk〉↑ iff ∀μ : � ∈ I(μ)

⇒ MΓ,R(M1)× · · · ×MΓ,R(Mk) ⊆ C(μ)

(I, C,R) |=�
Γ (x1, · · · , xk)↑.P iff ∀μ : � ∈ I(μ)

⇒ ∀(v1, · · · , vk) ∈ C(μ) :
v1 ∈ R(x1) ∧ · · · ∧ vk ∈ R(xk) ∧

(I, C,R) |=�
Γ P

One may note that the analysis is a bit imprecise with respect to the seman-
tics because although 〈M〉n | n [m [(x)↑. P | Q ] | R ] �→ · · · the analysis will
pretend that the communication succeeds. One should also point out that the
analysis of the communication primitives would have been somewhat more com-
plex if the designers of Boxed Ambients had decided to keep the open-primitive;
the reason is that then the communication may take place in other ambiences
than where first encountered in the analysis (see [30] for how to deal with this).

Correctness of the Communication Analysis. Once more the correctness
of the analysis amounts to a “subject reduction” result:

Theorem 44. If (I, C,R) |=�
Γ P and P →∗ Q then (I, C,R) |=�

Γ Q.

Implementation of the Communication Analysis. Once more the exis-
tence of a least analysis is a consequence of the Moore family result:

Theorem 45. For each P , the set {(I, C,R) | (I, C,R) |=�
Γ P} is a Moore

family.

The implementation in ALFP proceeds much as before. One caveat is the
use of the universal quantification over μ in the clause for ambients:

∀μ ∈ NΓ,R(N) : (I, C,R) |=μ
Γ P
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Here we must make sure that the variable μ is not in the domain or range of Γ .
Another issue is that the communication component C uses sequences to rep-

resent messages in the mailboxes. Instead of encoding sequences in general into a
relational form that can be described in ALFP we use the fact that the analysis
(and the semantics) only compares messages of the same length. Therefore, we
can split C into mappings Ck : Group → P((Group ∪ Cap)k) for each mes-
sage arity k occurring in the process we analysis. This intuitively corresponds to
having different mailboxes for messages of different length. We reformulate the
analysis into an equivalent analysis where analysing a communication primitive
of arity k only gives requirements to the content of the communication compo-
nent Ck. In turn, this allows us to encode each communication component Ck as
a relation of fixed arity k + 1.

We then obtain an implementation much as before. However, now it is no
longer the case that there is a fixed upper bound on the nesting depth of quan-
tifiers and therefore the worst-case complexity is exponential; in practice it will
be polynomial if there is a small nesting depth of ambients in the original pro-
cess (or at least when the nesting depth of variable-named ambients is less than
linear in the size of the process).

If we were to admit composite capabilities (i.e. M.M) we would face the prob-
lem that the universe is no longer finite for a given process since the process may
output a few simple capabilities and then repeatedly input two capabilities and
then output their composition. A rather crude way of dealing with this (taken
in [30]) is to abandon recording the causal structure of capabilities. The better
way is to adapt the solving technology to deal with a possibly infinite universe.
A possibly infinite subset of the universe is then described using a tree grammar
(or tree automaton). We can express this using our Succinct Solver by manually
translating the specification into one that constructs the tree grammar; we re-
fer to [33] for an account of how to do so for the Spi-calculus [1]. Alternatively
we may replace the Succinct Solver with a more appropriate solver based on
set-constraints [2] or H3 [34].

Remark 46. Our restriction to finitary calculi is in line with some recent devel-
opments for Mobile Ambients. In [17] Charatonik, Gordon, and Talbot provide a
type system, which can check whether a process has finite behaviour. It is then
possible to model check such a process against a so-called ambient logic [15].
Teller, Zimmer, and Hirschkoff [40] models a resource as an ambient R with a
fixed capacity given by the maximal number of other ambients allowed inside R
at top level. They provide a type system for resource control that checks whether
the resource capacities in a system may be exceeded at run-time. �

5.4 Protocol and Exchange Analysis

Protocol Analysis. We now show a number of properties of the Wide Mouthed
Frog protocol that can be obtained using the 0CFA analysis.

Example 47. We can analyse the Wide Mouthed Frog protocol using the 0CFA
analysis and aim at “maximal precision” by keeping as many groups distinct as
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possible. This means that we analyse the protocol in a group environment where
Γ (A) = A, Γ (B) = B, Γ (S) = S, Γ (KAS) = KAS and Γ (KBS) = KBS. Recall that
the protocol additionally specifies the groups of the session key and the message
(i.e. (ν KAB : KAB) and (ν M : M) ). Then the possible values of variables in the
analysis component R are given by:

R x zKAB
zA yKBS

yKAB
yB yKAS

yA

{M} {KAB} {A} {KBS} {KAB} {B} {A, KAS} {A}

Note in particular that zKAB
can only be bound to the session key created by

Alice. Consequently Bob may receive the messages Alice sends encrypted under
the session key as shown by the values of R(x). The reason that both A and KAS

show up in R(yKAS
) is that the analysis does not distinguish the ambient A that

represents Alice and the ambient A in the KeyTable. �

Example 48. In the specification of the Wide Mouthed Frog protocol the server
only allows known principals to participate in the protocol, since keys shared
between the server and a principal needs to appear in KeyTable. Suppose that
an unknown principal E (for Enemy) tries to participate in the protocol by
carrying out the part of Alice. That is, suppose that the Enemy is as the process
describing Alice with A replaced by E everywhere. This is the process below
where KES, M′, KEB, and M

′ are arbitrarily chosen free names and free groups,
respectively.

E [(ν KEB : KEB) KES[out E. in S. (〈E〉↑ | 〈B, KEB〉◦) ] |
(ν M′ : M

′) KEB[out E. in B. 〈M′〉◦] ]

Since the Server does not know the key KES the attempt to participate in the
protocol will fail. This can in fact be guaranteed using the 0CFA analysis by
analysing the process implementing the Wide Mouthed Frog protocol in parallel
with the ambient E above. The interesting part of the analysis result is:

R x zKAB

{M} {KAB}
which guarantees that Bob will never receive the message M′ in the variable
x. Since KES and M′ are arbitrarily chosen the result guaranties that any such
attempt by the Enemy to conform with the protocol will indeed fail.

Suppose on the other hand that the Server does know the key KES, i.e. that
KeyTable is extended to:

KeyTable′ = A [!〈KAS〉◦] | B [!〈KBS〉◦] | E [!〈KES〉◦]

Now the Server may successfully let E participate in the protocol as confirmed
by the analysis result:

R x zKAB

{M, M′} {KAB, KEB}
This corresponds to the Enemy being a dishonest principal rather than an in-
truder. �
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Example 49. Assume that an enemy E shares a key KES with the Server in the
Wide Mouthed Frog protocol (i.e. that the Server uses KeyTable′ of Example
48). The enemy may now attempt to “impersonate Alice” by sending an A in
the unencrypted part of the first message. This can be encoded as the process

E [(ν KEB : KEB) KES[out E. in S. (〈A〉↑ | 〈B, KEB〉◦) ] |
(ν M′ : M

′) KEB[out E. in B. 〈M′〉◦] ]

The goal of the Enemy is to “fool” Bob into believing that the key KEB was a
session key generated by Alice. However, the 0CFA analysis guarantees us that
this never happens. By analysing the above ambient E in parallel with the Wide
Mouth Frog protocol (using KeyTable′ instead of KeyTable) we get:

R x zKAB

{M} {KAB}

This in fact ensures that the key KEB will never even reach Bob i.e. it will never
be bound to the variable zKAB

. Thus, in particular, this attack cannot fool Bob
into believing that the key came from Alice. �

Exchange Analysis. Besides opening and crossing control also exchange anal-
ysis of ambients is considered in [12] (and links back to the type system of
[14]). Exchange analysis deals with determining what the topic of conversation
is for some ambient n: is there no communication at all, is there an exchange of
ambient names only, or is there an exchange of capabilities only.

These questions can be answered using the analysis as follows. Suppose that
(I, C,R) |=�

Γ P and let μ = Γ (n).

– No communication at all takes place in case C(μ) = ∅;.
– There is exchange of ambient names only, in case C(μ) ⊆ Group∗;

– There is exchange of capabilities only, in case C(μ) ⊆ Cap∗.

The correctness of these claims are immediate consequences of Theorem 44. We
obtain the best answer by using the least analysis estimate as guaranteed by
Theorem 45.

Remark 50. Numerous type systems for ambient calculi deals with communi-
cation and much of the work is based on the original type system by Cardelli
and Gordon [14] including type systems for Boxed Ambients [9,8,21,26]. Further-
more, some type systems incorporates information about mobility (e.g. [11,12]),
which is also the case for Merro and Sassone’s recent type system [26] for Boxed
Ambients.

The type system of [26] checks whether exchange types of send and receive
are compatible both for local and non-local communication. If any pairs of com-
munications within a process are incompatible the process does not type check.
In comparison, our 0CFA analysis will analyse any process; as such, our 0CFA
analysis is closer to soft typing. The information conveyed by the exchange types
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is, in essence, similar to the content of the C component of our 0CFA analysis as
described in the section above. A notable difference is that [26] forbids commu-
nications of different arities within the same ambient. This restriction is present
in many type systems for ambient calculi and probably goes back to the type
system of [14].

Also the type system of [26] incorporates mobility types that for a given
ambient n gives the set of other ambients in which n is allowed to occur; this
is similar to the I component of our 0CFA analysis. All types are ordered by a
subtyping relation that allows to say that some types are ”better” than others
and to define a best type. Though listed as work-in-progress, they do not provide
a type inference algorithm so they cannot automatically calculate the mobility
and communication behaviour of a given process. �

6 Conclusion

Mobile Ambients and their variants have established themselves as a useful class
of process algebras in which to study mobility. Our first aim was to extend the
calculus to express discretionary access control in a manner compatible with
the classical studies of operating systems; we achieved this goal by developing
the Discretionary Ambients (and thereby generalising the Safe Ambients). Our
second aim was to extend the calculus to express mandatory access control for
confidentiality as well as integrity; we achieved this goal by modifying the seman-
tics to enforce the checks of the reference monitor. Our third aim was to show
that cryptographic key exchange protocols could be coded rather naturally in
Boxed Ambients where we make use of the more general communication primi-
tives of Boxed Ambients over those of Mobile Ambients; as far as we are aware
this is the first treatment of key exchange protocols in a calculus for mobility.

Throughout we have defined the semantics and developed 0CFA or 1CFA
analyses for the calculi studied. They could be implemented in our Succinct
Solver by re-expressing the specification in a fragment of Alternation-free Least
Fixed Point Logic (ALFP). Except for Boxed Ambients we could guarantee a
worst-case complexity being a polynomial of a low degree; for Boxed Ambients
the degree of the polynomial is proportional to the nesting depth of ambients
in the original process (and hence exponential to the size of the process in the
worst case).

We believe that our Flow Logic approach to analysis gives us a number of con-
veniences. We share with type systems the convenience of separating specifica-
tion from implementation thereby obtaining a conceptually cleaner formulation
of the analysis that interacts well with semantic correctness and state-of-the-art
techniques for efficient implementation. But unlike most type systems based on
subtyping we achieve polynomial time complexity for most of the analyses of
interest.

Perhaps more importantly the logical or constraint-based nature of our ap-
proach lead us to the formulation of “hardest attackers”: a finite process char-
acterising all possible malicious processes (somewhat in the manner of hard
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problems for a given complexity class). The key element in our success is that
we limit our attention to the finitary world of the static analysis. In the original
development [31,30] we considered the firewall described in [13]. Here only agents
knowing the required passwords are supposed to enter, and it is shown that all
agents in a special form will in fact enter. However, it is at least as important to
ensure that an attacker not knowing the required passwords cannot enter, since
this presents a useful technique for screening a system against attackers. This
is achieved using the “hardest attacker” [31,30]. We conjecture that a similar
development may be possible for the key exchange protocols considered in Sub-
section 5.2; a preliminary study for protocols expressed in the LySa-calculus is
reported in [5].
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